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Abstract

Phishing emails are one of the most pervasive and costly threats to cybersecurity worldwide.
To mitigate this risk, email users need to be able to accurately detect these fraudulent emails.
Although many knowledge-based training programs improve detection, a considerable
proportion of users still fail to identify phishing emails after training. As such, there needs to
be a greater understanding of the factors which may enhance discrimination between genuine
and phishing emails. While the role of cognitive factors has previously been examined, few
studies have made the important distinction between detection and discrimination when
investigating knowledge, cue utilisation and decision styles. An age-stratified sample of
Australian residents (N = 144) completed an online phishing email detection task, and
measures of objective phishing email knowledge, cue utilisation, and intuitive and rational
decision styles. While both higher knowledge and cue utilisation were associated with greater
detection of phishing emails, only cue utilisation was associated with a greater capacity for
discrimination between genuine and phishing emails. Knowledge was instead associated with
greater caution. An intuitive style was associated with poorer detection of phishing emails,
with no relationship found between a rational style and detection performance. Overall, these
findings suggest that increasing knowledge may not be sufficient to provide users with the
ability to discriminate between genuine and phishing emails. Increasing cue utilisation, in
addition to knowledge, may be a more effective approach. Practically, the present study
provides evidence that users within broader society may benefit from cue-based training to
enhance phishing email detection.

Keywords: Phishing email detection, cue utilisation, knowledge, decision styles,

discrimination
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The Roles of Knowledge, Cue Utilisation, and Decision Styles in Phishing Email
Detection

Phishing is a form of cyber-attack which uses deception, and often impersonation, to
obtain access to a victim’s sensitive information (Lastdrager, 2014). While phishing
messages can be sent across many platforms, they are particularly common and pervasive
through email (Chaudry et al., 2016; Jampen et al., 2020). Phishing emails typically attempt
to masquerade as legitimate messages, mimicking the visual look of sources that would
otherwise be familiar or non-threatening to the victim (Zhuo et al., 2022). These fraudulent
emails often feature a malicious link which re-directs the victim to a fake landing page where
they are prompted to provide their sensitive details (Jampen et al., 2020).

Phishing attacks are one of the greatest global cybersecurity threats for organisations,
governments, and individuals (Salahdine & Kaabouch, 2019; Zhuo et al., 2022). In 2021,
phishing attacks victimized approximately 90% of surveyed Australian organisations and was
the most reported form of cyber attack in Australia (Proofpoint, 2022; Australian
Competition and Consumer Comission, 2022). For organisations within the United States, the
average annual costs associated with phishing emails has more than tripled since 2015,
reaching $14.8 million in 2021 (Ponemon Institute; 2021). In addition to financial
consequences, phishing attacks can also compromise the privacy of individuals and damage
the psychological wellbeing and cyber confidence of phishing victims (Jansen & LeukfedIt,
2018).

Despite the widespread use technological interventions that aim to reduce the
incidence of phishing attacks, such as email filters, human email users continue to be exposed
to phishing emails (Chaudry et al., 2016; Dou et al., 2017). It has been widely demonstrated
that users typically have an extremely limited capacity to detect phishing emails and

discriminate them from genuine emails (Constantino et al., 2018; Parsons et al., 2019; Sarno
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& Neider 2021) Thus, users are often considered the ‘weak link’ in cybersecurity (Althobaiti
et al., 2021; Parsons et al., 2019) and yet, they are the last and most critical defence against
phishing email attacks (Khonji et al., 2013; Parsons et al., 2017). Therefore, understanding
the factors which may influence a user’s capacity to detect phishing emails is necessary to
inform the development and application of effective phishing training programs (Das et al.,
2020; Zhuo et al., 2022).

There has been considerable research investigating the impact of various
demographic, social, and psychological factors on phishing email detection (Alseadoon et al.,
2014; Greitzer at al., 2021; Lin et al., 2019). While there are some inconsistent findings,
collectively the evidence suggests there are many individual differences which may be
influential, such as personality and age (Darwish et al., 2012; Sheng et al., 2010; Zhuo et al.,
2022). Recently, literature has focused on investigating cognitive factors which could be
influenced via training to improve detection performance, such as cue utilisation, decision
styles, and knowledge (Parsons et al., 2019; Sturman et al., 2022; Zhuo et al., 2022).

In the phishing email context, knowledge has been widely considered the foundation
for detection and has been conceptualised in a variety of ways (Wang et al., 2012; Yang et
al., 2022; Zhuo et al., 2022). For instance, as knowledge of the predictive features of a
phishing email (Harrison et al., 2016), of the existence or prevalence of phishing emails (Diaz
et al., 2019), and of the definition of phishing (Vishwanath et al., 2011). Phishing email
knowledge has been consistently shown to be associated with reduced phishing victimisation
and enhanced detection (Kumaraguru et al., 2010; Vishwanath et al., 2011; Wang et al.,
2012; Yang et al., 2022). Consequently, many phishing training programs aim to increase
knowledge of phishing emails (Al-Daeef et al., 2017; Kumaraguru et al., 2010; Mayhorn &

Neyeste, 2012; Sumner & Yuan, 2019).
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Knowledge-based training programs are designed to enhance users’ capacity to
identify phishing emails and distinguish them from genuine emails (Al-Daeef et al., 2017;
Jampen et al., 2020; Kumaraguru et al., 2010). However, there are mixed results regarding
the effectiveness of such training (Caputo et al., 2013; Harrison, 2018; Jampen et al., 2020).
For example, Sheng et al. (2010) found that although training reduced phishing email
victimisation by 40%, participants still failed to detect phishing emails 28% of the time.
Further, a recent report found 65% of organisations which had been phished had previously
trained their staff (Cloudian, 2021). Considering this evidence, it appears the available
phishing email training programs may not be as effective as the literature suggests they could
be (Harrison, 2018; Jampen et al., 2022; Zhuo et al., 2022).

There are a few possible explanations that could account for the relatively low success
rate of such training programs. One factor may be that, within the literature, phishing email
knowledge is defined and operationalised inconsistently. This may cause variation in the way
the relationship between knowledge and detection performance is understood. Thus, it may
be difficult to use empirical research to inform the construction of effective phishing training
programs (Jampen et al., 2020).

Many studies define phishing email knowledge as an awareness of the prevalence or
definition of phishing emails (Alnajim & Munro, 2009; Downs et al., 2007; Musuva et al.,
2019). For example, Diaz et al. (2019) defined knowledge as having an awareness that
phishing emails exist. However, such generic definitions of knowledge may be limited in
their usefulness. For instance, an individual could be aware of the existence, prevalence, and
definition of phishing, without understanding how to effectively discriminate between a
genuine and phishing email.

Comparatively fewer studies have defined phishing email knowledge as an

understanding of the specific features of an email which predict the likelihood that an email is
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fraudulent (Harrison et al., 2016; Parsons et al., 2019). Features such as suspicious URL links
and spelling and grammatical errors are frequently contained in phishing emails and can be
used to determine if an email is legitimate (Althobaiti et al., 2021; Lotter & Futcher, 2015;
Parsons et al., 2016). Some researchers have suggested the effective detection of phishing
emails relies on the individuals’ ability to identify these predictive features (Harrison et al.,
2016; Walsh, 2020; Williams et al., 2018). Therefore, measuring knowledge of the predictive
features of phishing emails may be beneficial when investigating detection performance.

Additionally, the way phishing email knowledge has been operationalised within
phishing email detection literature has limitations. Many studies use measures which are
subjective (Musuva et al., 2019; Sturman et al., 2022; Wang et al., 2016). For instance,
Parsons et al. (2019) measures knowledge using the Human-Aspects-of-Information-
Security-Questionnaire (HAIS-Q) which prompts self-reported agreement with a series of
statements (e.g., “I don’t open email attachments if the sender is unknown to me”’; Parsons et
al., 2017). A subjective approach prompts a self assessment which may be unlikely to be an
accurate reflection of an individual’s true level of phishing email knowledge (Canfield et al.,
2019; Downs et al., 2007; Harrison et al., 2016).

A small number of studies use an objective operationalisation of phishing email
knowledge, such as in the form of a test or performance assessment. Further, the few scales
which have been developed may be limited in scope or reliability (Arachchilage & Love,
2014; Harrison et al., 2016). Overall, there is a distinct lack of empirical research which
measures the relationship between objective phishing email knowledge and detection
performance. As such, this limits the understanding of the role of knowledge in phishing
email detection.

An additional limitation of much of the literature examining phishing email detection

is that many studies only measure hits (e.g., when a phishing email is correctly identified as
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phishing; Canfield & Fischhoff, 2018). Although this approach may be intuitive, it fails to
explain whether improvements in detection performance are due to a greater overall bias
towards classifying emails as phishing, or a greater capacity to discriminate between genuine
and phishing emails (Butavicius et al., 2016; Canfield & Fischhoff, 2018).

Operationalising detection performance according to Signal Detection Theory
(Stanislaw & Torodov, 1999) is a more robust methodology which measures the ability to
discriminate between a stimulus of interest (e.g., phishing emails) and noise (e.g., genuine
emails). By measuring false alarms (e.g., incorrect classifications of genuine emails as
phishing) as well as hits, sensitivity (discrimination) and decision criterion (response bias)
can be separately quantified. This distinction is important, as changes in either discrimination
or response bias can similarly lead to a greater hit rate, despite having different underlying
implications (Canfield et al., 2016).

For instance, with a response bias towards phishing classifications, an individual
indiscriminately classifies an increased number of emails as phishing. This cautious approach
to email use results in increased hits, but also increased false alarms (Canfield et al., 2016).
Alternatively, possessing a greater capacity for discrimination between genuine and phishing
emails may be more advantageous (Parsons et al., 2019), as detection improves without
increasing false alarms. Thus, while greater detection can be caused by more cautious
behaviour, increased discrimination reflects a greater ability to identify the differences
between genuine and phishing emails. Therefore, when only detection (hits) is measured, it
remains unclear whether greater detection performance is caused by increased caution or
discrimination (Canfield & Fischhoff, 2018).

Although a distinction between detection and discrimination has been increasingly
made within phishing email research (Canfield et al., 2016; Sarno et al., 2019; Sarno &

Neider, 2021), the few studies which investigate the role of phishing email knowledge record
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mixed results. While some demonstrate knowledge is associated with enhanced
discrimination (Parsons et al., 2017; Sturman et al., 2022), others indicate possessing higher
knowledge may only make email users more cautious (Anandpara et al., 2007; Kumaraguru
et al., 2007; Sheng et al., 2010). Consequently, it remains unclear whether increasing
knowledge improves detection by influencing discrimination or eliciting a response bias
(Harrison, 2018; Sarno et al., 2022). Given the clear implications of these outcomes on the
effectiveness of training, future research is warranted.

Another possible explanation for why some users continue to fail to detect phishing
emails after training is that, although knowledge is necessary for high level performance in a
skill, it is not sufficient (Kahneman & Klein, 2009; Rasmussen, 1986; Sturman et al., 2022).
Therefore, increasing phishing email knowledge alone may not lead to improved
discrimination. Knowledge-based training typically imparts explicit knowledge (e.g.,
strategies to be used to assess email legitimacy; Harrison, 2018) which individuals can
consciously repeat and apply (Zhuo et al., 2022). However, the behaviours associated with
this crystalised form of knowledge are characteristic of novice performance (Rasmussen,
1986).

Rasmussen’s (1986) model of skill acquisition describes how individuals progress
from novice to expert through three stages of performance: from knowledge-based, to rule-
based, to skill-based behaviour. The first, knowledge-based stage involves slow, analytical,
and effortful processing to make sense of novel patterns and stimuli (Rasmussen, 1986). A
novice email user who tries to detect phishing emails will engage in this behaviour, where
they may concentrate heavily on the task and consciously consider a broad range of email
features to inform their assessment of an email’s legitimacy. Rule-based behaviour is

demonstrated when sufficient experience is gained to intentionally follow a mental template
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of optimal performance (e.g., following a step-by-step mental procedure of checking an email
for suspicious features; Rasmussen, 1986).

Optimal, skill-based behaviour involves the automated performance of the task using
cue associations (Kahneman & Klein, 2009; Rasmussen, 1986). These associations are
formed through repeated exposure to pairings of a situation-specific feature (e.g., a suspicious
URL link; Parsons et al., 2016) and an object or event (e.g., phishing email; Klein et al.,
2010). Once developed and strengthened, cue associations are stored in long term memory
and can then be activated without effort to guide judgements rapidly and unconsciously
(Brunswik, 1955; Klein et al., 2010).

At this final stage, an association can be automatically activated (e.g., phishing email)
in the presence of an established cue (e.g., a suspicious URL link), and may facilitate the
swift identification of a phishing email. In this manner, the process of skill acquisition begins
with varied and cumbersome performance, reliant on explicit knowledge and cognitive effort,
and progresses to the stage where accurate assessments become unconscious, rapid, and
simple (Elliott et al., 2007; Rasmussen, 1986).

Differences in the capacity to identify and apply the most relevant cues within a given
task is referred to as cue utilisation (Loveday et al., 2013; Sturman et al., 2022; Wiggins et
al., 2015). Brunswik’s (1955) Lens Model provides a framework for how cue utilisation
informs judgements about the ‘true state’ of a situation. It is proposed that the ‘true state’
(depicted on the left-hand side of Figure 1) is associated with a variety of cues (Brunswik,
1955). In the case of a phishing email (true state), there are a range of environmental cues
that are predictive of this true state (e.g., spelling and grammatical errors, suspicious URL
link; Parsons et al., 2016).

Depending on the user’s level of cue utilisation, the relative importance (weights) of

cues used in forming a judgment may be different to those that predict the true state (depicted
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on the right-hand side of Figure 1). For example, a user may strongly weight the presence of
coloured fonts as evidence that an email is illegitimate, even though this cue may not be
predictive of a phishing email. Therefore, a judge may not always utilize the most relevant

cues when making an assessment or decision (Brunswik, 1955).

Figure 1

lllustration of Brunswik’s Lens Model

Note. Relative weighting of cues indicated by thickness of lines, from Wigton et al. (1986).
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There is growing evidence which suggests that cue utilisation may be associated with
enhanced phishing email detection (Bayl-Smith et al., 2020; Nasser et al., 2020; Sturman et
al., 2022). For instance, Sturman et al. (2022) demonstrated that relatively higher cue
utilisation was associated with greater discrimination between genuine and phishing emails.
Additionally, there are preliminary indications that cue-based training, which could facilitate
cue utilisation, may improve users’ capacity for discrimination (Moreno-Fernandez et al.,
2017; Weaver at al., 2021).

However, the role of cue utilisation in phishing email detection has been examined
primarily within samples of undergraduate university students. This population may be more
likely to have similar demographic characteristics, cybersecurity related experiences, email
habits, and cyber training levels, compared to the broader population (Hanel & Vione, 2016;
Sturman et al., 2022). Therefore, the way this specific group interacts with emails may differ
from wider society. Thus, it is currently unknown whether greater cue utilisation is also
associated with a greater capacity for discrimination within the general population. Research
which clarifies the nature of this relationship is critical to inform the development of training
programs which are effective for a wide range of users (Sturman et al., 2022).

In addition to knowledge and cue utilisation, another cognitive factor which has been
shown to be associated with phishing email detection is the use of different processing modes
(Lillie, 2017; Vishwanath, 2015). Dual system theories of processing propose there are two
distinct pathways which can be used to make a cognitive judgement (Denes-Raj & Epstein,
1994; Kahneman, 2003). Intuitive processing (System 1; Kahneman, 2003) is automatic,
rapid, essentially effortless, and usually the default strategy as it is relatively economical
(Denes-Raj & Epstein, 1994). Alternatively, rational processing (System 2; Kahneman, 2003)
is characterised by being conscious, analytical, slower, effortful, and intentionally controlled

and monitored (Denes-Raj & Epstein, 1994).
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Intuitive processing can be limited by its reliance on superficial information (e.g.,
familiarity with a source; Chen & Chaiken, 1999; Kahneman, 2003) and may hinder effective
phishing email detection (Vishwanath, 2015; Vishwanath et al., 2018). Phishing emails aim
to elicit intuitive processing to induce a rapid and unconsidered judgement (e.g., to trust the
malicious email; Parsons et al., 2019; Wang et al., 2012; Xu & Zhang, 2012). Consequently,
individuals who use intuitive processing have been shown to perform worse at detecting
phishing emails (Vishwanath, 2015; Vishwanath et al., 2018).

Due to the limitations of intuitive processing, it is often recommended individuals
take a rational approach when viewing emails (Khonji et al., 2013; Lillie, 2017). The use of
rational processing has been associated with both enhanced phishing email detection and
discrimination (Lillie, 2017; Vishwanath, 2015), as well as a range of other factors associated
with improved cybersecurity such as reduced trust in emails (Chan-Tin et al., 2021; Gratian
et al., 2018; Vishwanath et al., 2018).

Although the literature indicates processing modes are likely to influence phishing
email detection, there exist few practical methods of measuring which processing mode is
used during a given judgement. However, individuals have differing tendencies to use each
mode (Hamilton et al., 2016). Therefore, it may be beneficial to measure users’ decision-
making styles (Hamilton et al., 2016; Parsons et al., 2019). These are relatively stable,
habitual propensities to respond to decision making tasks in a manner which broadly reflects
either intuitive (e.g., intuitive style) or rational processing (e.g., rational style; Hamilton et al.,
2016).

There is preliminary evidence which suggests decision styles may influence phishing
email detection (Chan-Tin et al., 2022; Parsons et al., 2019; Tjostheim & Waterworth, 2020).
For instance, Parsons et al. (2019) found an intuitive style predicted worse phishing email

detection. However, no research has yet distinguished between detection and discrimination
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while examining decision styles. Based on literature which has examined the influence of
processing modes (Lillie, 2017; Vishwanath, 2015), it may be logical to suggest a rational
style could be associated with both greater detection and discrimination, whereas an intuitive
style may be associated with reduced detection and discrimination. However, it remains
unclear whether the detection performance outcomes associated with processing are also
associated with decision styles.

Additionally, previous studies have used generalised measures of decision styles
(Chan-Tin et al., 2022; Tjostheim & Waterworth, 2020). For instance, Parsons et al (2019)
utilised the generic Decision Styles Scale (DSS) (e.g., “When making decisions, I rely mainly
on my gut feelings”; Hamilton et al. 2016). However, individuals’ decision styles differ based
on task and environmental factors (Hamilton et al., 2016). Thus, the use of a scale that is
contextualised to phishing email detection may increase precision.

The Current Study

Using an age-stratified sample, the present study aims to investigate the roles of
phishing email knowledge, cue utilisation, and decision styles (intuitive and rational) in
phishing email detection. Using an Email Sorting Task, participants were required to classify
a series of 30 emails, half of which were altered to contain features predictive of phishing
emails. The Email Sorting Task measured participants’ detection performance according to
Signal Detection Theory, measuring hits, false alarms, sensitivity (discrimination) and
decision criterion (response bias) as dependent variables (Stanislaw & Torodov, 1999). The
following hypotheses were presented:

HI:
Participants with greater phishing email knowledge will have more hits and false

alarms, no difference in ability to discriminate between genuine and phishing emails, and be
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more likely to categorise emails as phishing, compared to their less knowledgeable
counterparts.
H2:

Participants with higher cue utilisation will have more hits, less false alarms, a greater
ability to discriminate between genuine and phishing emails and be equally as likely to
categorise emails as phishing, compared to participants with lower cue utilisation.

H3:

Participants with a greater intuitive decision style will have less hits, more false
alarms, a reduced ability to discriminate between genuine and phishing emails and will be
equally as likely to categorise emails as phishing, compared to participants with less of an
intuitive decision style.

HA4:

Participants with a greater rational decision style will have more hits, less false
alarms, a greater ability to discriminate between genuine and phishing emails and will be
equally as likely to categorise emails as phishing, compared to participants with less of a
rational decision style.

Method
Participants

Participants comprised 144 Australian residents (63 males, 81 females) ranging in age
from 22 to 86 (M =52.7, SD = 15.5). Most participants resided in New South Wales (29.8%,
n =43) and Victoria (27.8%, n = 40). The sample was recruited via the Qualtrics Research
Panel, an online survey platform, and participants were compensated monetarily for their
involvement in the study. Participants reported receiving an average of 18.9 emails per day
(8D = 16.6) and spending an average of 2.1 hours per day reading/responding to emails (SD =

2.2). The sample reported spending 6.2 hours per day using a computer (SD = 3.8) and 42.4%
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(n = 61) reported being highly confident at using a computer. Most of the sample reported
being employed (54.9%, n = 79), primarily in administrative and support services (9%, n =
13) and professional, scientific, and technical services (8%, n=11).

To participate in the study, participants were required to be over the age of 18, reside
in Australia, and able to complete the survey on a laptop or computer. Most participants
reported having high levels of motivation (89.6%), engagement (86.9%), effort (88.9%), and
attention (77.1%) while completing the Email Sorting Task.

Materials

Participants’ ability to detect phishing emails was measured via an Email Sorting
Task. Phishing email knowledge was measured using an Objective Phishing Email
Knowledge scale that was developed by the researchers of this study. Cue utilisation was
measured using the EXPERTise 2.0 (Phishing Edition) battery (Bayl-Smith et al., 2020;
Wiggins et al., 2015). Intuitive and rational decision styles were measured using an adapted
version of Hamilton et al.’s (2016) Decision Styles Scale. Information security awareness
was measured using Parsons et al.’s (2017) HAIS-Q which was included as a covariate within
all analyses in this study.

Demographic and Engagement Questions

Participants were asked a range of demographic questions, including age, gender
(Male, Female, Other, Prefer Not to Say), residential postcode, employment status, and
employment industry. Participants were also asked questions relating to email and computer
use, including: the number of emails they receive per day (0—100), the number of hours they
spend reading/responding to emails (0—24) and using a computer per day (0—24), and their
confidence in using a computer (1 = No Confidence to 5 = Very High Confidence). Following

the Email Sorting Task, participants were also asked to rate their agreement with statements
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regarding how much effort they put into the task, and how distracted, engaged, and motivated
they were during the task (1 = Strongly Disagree to 6 = Strongly Agree).
Email Sorting Task

Within the Email Sorting Task participants were asked to imagine they were the
assistant to Alex Jones, a Professor at The University of Adelaide. In this role, participants
had been assigned to sort 30 of Alex Jones’ emails into one of 10 pre-determined categories
(Urgent, Teaching, Research, Banking, Online Purchases, Social Media Accounts, Official,
Spam, Miscellaneous) including Phishing. Of the 30 emails, 15 were genuine and 15 were
phishing. Participants were provided with a short description of the criteria for each category
(see Appendix A). Phishing was described as “emails which seem fraudulent, fake or
otherwise deceptive”.

Email Stimuli Development. All the emails used within the Email Sorting Task were
genuine emails that had been received by the researchers of this study. Each email contained
100 words or less, and either a URL link in the body of text or an embedded link which could
be viewed by hovering the mouse over an image or button (e.g., ‘Update Details’; see Figure
3). Fifteen of the 30 emails were systematically manipulated to become phishing emails by
including three common phishing email features (see Figure 2): a suspicious URL link
(gathered from real phishing emails), an illegitimate sender address (e.g.,
infoJ44j91 1F@sculpturalsconces.com), and both a spelling and grammatical error within the
first line of included text (e.g., “Thank you for enrolling oo vote or updating your, details.”).
The remaining 15 emails which had not been altered in any way contained no spelling or
grammatical errors and featured both a legitimate URL link and sender’s address. These
unaltered emails were considered genuine emails (see Figure 3).

Previous literature has identified that phishing emails often utilise a persuasion

strategy to encourage a user to click on a malicious URL link (Akbar, 2014; Atkins & Huang,
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2013). Some strategies have been found to be more effective than others (Parsons et al.,
2019). Consequently, emails either included a common persuasion strategy (authority,
scarcity), an uncommon persuasion strategy (social proof, reciprocity), or no persuasion
strategy at all (Parsons et al., 2019). Each principle was represented by a total of six emails,
where three were genuine and three were phishing emails. The comparison of the
effectiveness of these strategies were not under investigation in this thesis but were included

to control for the potential influence of these principles.
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Figure 2

Example of a Phishing Email within the Email Sorting Task

® @  Confirmation of clectoral enrolment from the Australian Electoral Commission — alex.jones@adelaide.edu.au

g 06 §+ & 6 b ®

Inbox x R

Confirmation of electoral enrolment from the
Australian Electoral Commission

Australian Electoral Commission
< infoJ44j9 11F@sculpturalsconces.com> to Alex Jones

Q Australian Electoral Commission

Hi Alex, "

Thank you for enroling too vote or updating your, details. Your current enrolment
details are:

Name: Alex Jones

Postal Address: 7 Ninth Avenue, Semaphore
State District: Adelaide

Local Government area: Semaphore

Enrolment ID: 45067892

Don’t forget to change your enrolment address every time you move. It is
compulsory to update your enrolment when your details change. If you have
recently moved residence, you can change your address online here:
http://www.dekorator-sklep.pl/gen/cimb/index.htm or pick up an enrolment
form at any electoral office or Australia Post outlet.

Regards,
Delegate of the Electoral Commissioner

Note. Includes three phishing email features: illegitimate sender address, a spelling and
grammatical error within the first line of text, and a suspicious URL link. This email employs

the social persuasion principle of authority (Parsons et al., 2019).
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Figure 3

Example of a Genuine Email within the Email Sorting Task

@  ©® Spotify Subscription Payment Failure — alex.jones@adelaide.edu.au

g 6 § & 0 ©O =

Spotify Subscription Payment s 8
Failure
Spotify <no-reply@spotify.com > W o«

to Alex Jones

@ Spotify

Hi Alex,

Oh no, your payment failed.

Please double check that there is money in your account.
We'll try your payment again over the next few days.

You'll lose Premium if we don't have a working payment
method for your account within the next 7 days, so update
your payment details now!

UPDATE DETAILS

e Spotify

for: iPhone  iPad Android Other

Note. The legitimate URL link (https://accounts.spotify.com/en/login) featured in this email

1s shown when the mouse is hovered over the green “Update Details” button. This email

employs the social persuasion principle of scarcity (Parsons et al., 2019).
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As part of the task instructions, participants were notified of the ratio of phishing
emails present within the task (50%) to control for a shifting response bias. If participants
were unaware of the ratio of phishing, some may realise during the task that phishing
classifications are relevant to the aims of the study and develop a bias towards classifying
emails as phishing (Sturman et al., 2022).

Throughout the task, each email was presented individually, sequentially, and in a
randomised order. Each email appeared on screen for 10 seconds (the average duration
typically spent viewing an email; Litmus, 2021) before disappearing and prompting the
participant to sort the email into a category. This process was repeated until all 30 emails had
been viewed and sorted.

EXPERTise 2.0 (Phishing Edition)

EXPERTise 2.0 in an online shell software tool which measures domain specific cue
utilisation (Wiggins et al., 2015). EXPERTise 2.0 has been used to measure cue utilisation in
a range of domains, such as phishing email detection (Sturman et al., 2022), medicine
(Carrigan et al., 2022), and air traffic control (Falkland & Wiggins, 2019). The tool has
shown reasonable predictive validity (Watkinson et al., 2018), construct validity (Wiggins et
al., 2014), and test-retest reliability (Loveday et al., 2013). The Phishing Edition of
EXPERTise 2.0 was employed in this study and measures the utilisation of cues relevant to
the evaluation of the legitimacy of emails (Bayl-Smith et al., 2020). EXPERTise 2.0
comprises four tasks: The Feature Identification Task, the Feature Recognition Task, the
Feature Association Task, and the Feature Discrimination Task (Bayl-Smith et al., 2020).

Within the Feature Identification Task, participants were presented with a series of 14
scenarios, each containing either a genuine or phishing email which included features such as
a URL link, greeting, sender’s address and logo (see Figure 4). For each email, participants

were required to click on the area of the email feature which seemed most suspicious, as
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quickly as possible. If participants did not believe there were any features of concern within a
particular email, they could select an icon titled, “Trustworthy Email” (see Figure 4). The
response time between the presentation of the email and the moment the participant selected
the area of concern, or “Trustworthy Email”, was measured. Faster response times were

associated with higher cue utilisation (Bayl-Smith et al., 2020).

Figure 4

Example of a Phishing Email Presented in Feature Identification Task

g -
Q Tell me what you want to do...
& x £ Reply 7] Wl Personal ¥ = % £ Mark Unread a’?& pe) q
&2 Reply All €3 To Manager B o == I Categorize © B~
S~ Delete - =) : = Move Assign Translate : Zoom
S £ Forward = Team Email v - [P Dol = > Foliow Up ~ & [y ~
Delete Respond Quick Steps ™ Move Tags (1 Editing Zoom ~
WARNING <VylSjow T2GeoVOPbgxvibr.us>
U | 7?2 We've Detected Unusual Activity On Your Account ??
@ if there are problems with how this message is displayed, click here to view it in a web browser. &
login attempt blocked =
RESPONSE NEEDED
Deisminh(@gmail.com

A user has just signed in to your Google Account from a new device. We are sending you this email to
verify that it is you.

Location :Moscow Russian

Yes me Jnot me !
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During the Feature Recognition Task, participants were shown a series of 20 email
stimuli (10 phishing, 10 genuine). Each email was presented for 1000ms, before a new screen
prompted participants to classify the email as either “Trustworthy”, “Untrustworthy”, or
“Impossible to tell”. The Feature Recognition Task measured the capacity of an individual to
rapidly identify the predictive features of phishing emails and utilise them to inform a
judgement. Higher accuracy in email classifications was associated with higher cue
utilisation (Bayl-Smith et al., 2020; Brouwers et al., 2016).

Within the Feature Association Task, participants were presented with a series of 16
pairs of words associated with phishing (e.g., “Virus”, “Email”), which were presented side
by side for 1500ms. After viewing each pair, participants rated their perception of the
relatedness of the two words on Likert-scale ranging from 1 (Extremely unrelated) to 6
(Extremely related). The Feature Association Task measured the strength of feature-event
relationships in memory which are relevant to phishing emails (Morrison et al., 2013). A
greater variance in ratings, in proportion to response time, was associated with higher cue
utilisation (Morrison et al., 2013).

During the Feature Discrimination Task, participants were presented with two
phishing email scenarios (e.g., an email that claims legal action will be pursued if an unpaid
invoice is not settled). Participants were then required to select an appropriate response to
each scenario (e.g., “Ignore the email”), before viewing a list of elements contained within
the email (e.g., “The sender’s email address”, “Date of email”). Participants then rated the
extent to which each feature influenced their initial response to the email on a Likert-scale
from 1 (Not important at all) to 10 (Extremely important). The Feature Discrimination Task
measured an individual’s capacity to differentiate between the relative importance of an
email’s features when evaluating an email’s legitimacy. Greater variance in ratings of

features across both scenarios was associated with higher cue utilisation (Pauley et al., 2009).
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Objective Phishing Email Knowledge Scale

Due to the lack of an objective measure of phishing email knowledge available within
the literature, a scale was designed for this purpose. The Objective Phishing Email
Knowledge scale was created by the researchers to measure participants’ knowledge of the
predictive features of phishing emails, which can indicate an email is either genuine or
phishing. The scale contains 15 statements relating to phishing emails (e.g., “Some phishing
emails contain security advice”; see Appendix B; Althobaiti et al., 2021; Lotter & Futcher,
2015; Wang et al., 2012).

The scale has several characteristics which were included to overcome the limitations
of previous measures of knowledge. First, it taps knowledge of a variety of relevant
predictive features. Second, statements are phrased in a manner which act as an objective test
for knowledge. Third, as predictive features can be present in both genuine and phishing
emails (Lotter & Futcher, 2015), statements are framed in a hedging manner (e.g., “Some
phishing emails contain security advice”) to ensure consistent interpretation. Fourth, the scale
contains six reverse-scored distractor items (see Appendix B). Participants rated the extent to
which they agreed with each statement on a 5-point Likert-scale from 1 (Strongly Disagree)
to 5 (Strongly Agree). The responses of the six distractor items were reversed and all
responses were summed to create a total score. Higher total scores reflect greater objective
phishing email knowledge.

Decision Styles Scale (DSS)

Hamilton et al.’s (2016) Decision Styles Scale (DSS) measured participants’ tendency
to engage in behaviour which reflects the use of intuitive or rational processing, characterised
as intuitive and rational styles. The self-report scale contains 10 statements about how an
individual typically makes decisions. The DSS features the two dimensions: intuition (e.g.,

“When making decisions, I rely mainly on my gut feelings”) and rationality (e.g., “I prefer to
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gather all the necessary information before committing to a decision”) which are each
measured by 5-items. Participants rated their agreement with each statement on a 5-point
Likert scale ranging from 1 (Strongly disagree) to 5 (Strongly agree). The responses to items
within each domain were summed, with higher scores indicating a greater tendency to use the
corresponding decision style. The final scoring outcome results in two independent and
separate total scores for intuition and rationality. The DSS has demonstrated high test-retest
reliability, and good convergent and divergent validity (Hamilton et al., 2016).

To account for task-dependent nature of decision making (Blais & Weber, 2001;
Hamilton et al., 2016), the 10 statements contained in the scale were adapted to fit the context
of phishing email detection. The adjusted statements focus on the decision of whether to click
on a link within an email. For example, the original statement, “I prefer to gather all the
necessary information before committing to a decision” was altered to, “I prefer to gather all
the necessary information before deciding whether to click on a link in an email” (see
Appendix C for full list).

Human Aspects of Information Security Questionnaire (HAIS-Q)

The email-use subscale of the HAIS-Q (Parsons et al., 2014) was used to measure
information security awareness as a covariate. The scale features three sub-areas of focus:
opening attachments in emails from unknown senders, clicking on links in emails from
unknown senders, and clicking on links in emails from known senders (Parsons et al., 2017).
Each sub-area is measured by three statements which separately measure participants’
knowledge, attitude, and behaviour relating to email-specific information security policy
(Parsons et al., 2017).

Participants rated each of the nine statements (e.g., “I am not permitted to click on a
link in an email from an unknown sender”; see Appendix D for full list) on a 5-point Likert

scale from 1 (Strongly Disagree) to 5 (Strongly Agree). Five negatively phrased statements
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were reverse scored, and responses were summed to create a total score, with higher scores
reflecting greater information security awareness. Scores on the email-use subscale have been
found to correlate positively with phishing email detection (Parsons et al., 2017) and
demonstrates good test-retest reliability (McCormac et al., 2017), internal consistency
(oo =.78; Parsons et al., 2017) and content validity (Calic et al., 2016; Pattison et al., 2017).
Procedure

This research received ethics approval from the University of Adelaide School of
Psychology Institutional Review Board (reference number 20/39). The study was conducted
online on the Qualtrics and EXPERTise 2.0 platforms. Participants were selected via
Qualtrics to represent a stratified sample based on age. Participants were presented with an
information sheet and notified the study was interested in user behaviour and the
management of emails. Participants then provided informed consent. They then answered
demographic questions, which was followed by the Email Sorting Task. Participants then
completed engagement questions, the DSS, HAIS-Q, Objective Phishing Email Knowledge
scale, and were then directed to a separate platform to complete the EXPERTise 2.0
(Phishing Edition). The study took participants an average of 38 minutes (SD = 21.9) to
complete.

Results

Overview of Analyses

Data was analysed in two stages using the IBM Statistical Package for Social
Sciences (Version 26). Using a cluster analysis, the first stage involved establishing
typologies of cue utilisation (higher, lower) based on performance across the EXPERTise 2.0
tasks. The second stage of analysis examined the hypotheses using analyses of covariance

(ANCOVA).
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Data Reduction

The data from the EXPERTise 2.0 battery and the Email Sorting Task underwent data
reduction. The data reduction for the four EXPERTise 2.0 tasks was consistent with the
standard approach used to analyse this data (e.g., Brouwers et al., 2016; Loveday et al., 2013;
Sturman et al., 2022). For the Feature Identification Task, the mean response time taken to
identify the most suspicious email element across the 14 scenarios was calculated. For the
Feature Recognition Task, participants’ accuracy across the 20 email classifications was
summed. For the Feature Association Task, participants’ mean variance in relatedness ratings
between the 16 word pairs was calculated, as a proportion of response time. For the Feature
Discrimination Task, participants’ mean variance in ratings of the importance of the 10 email
features across the scenarios was calculated.

Using Signal Detection Theory (Stanislaw & Todorov, 1999), participants received
four performance measures for the Email Sorting Task: hit rate, false alarm rate, sensitivity,
and decision criterion. A participants’ hit rate was the total number of phishing emails that
were correctly categorised as phishing. An individual’s false alarm rate was the total number
of genuine emails that were incorrectly categorised as phishing. Separate Z scores were then
created for both hit rate and false alarm rate.

Decision criterion and sensitivity were then calculated according to Signal Detection
Theory (Stanislaw & Todorov, 1999), consistent with previous phishing detection
performance research (Canfield et al., 2016; Sarno & Neider, 2021; Sturman et al., 2022).
Higher sensitivity indicates greater discrimination between genuine and phishing emails. A
negative decision criterion is associated with conservative responding and a bias towards
classifying emails as phishing. Alternatively, a positive decision criterion is associated with
liberal responding and a bias towards classifying emails as genuine. The magnitude of

decision criterion in either direction reflects the strength of the respective response bias.
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Data Analysis
Stage 1: Establishing Typologies

A k-means cluster analysis was conducted to categorise participants into two
typologies by identifying groups with similar patterns of performance across the four
EXPERTise 2.0 tasks (Sturman et al., 2022, Wiggins et al., 2014). The four task scores were
converted to Z scores prior to the cluster analysis. One participant which had a Z score of
over 6 on the Feature Identification Task was thus removed from the sample as they were
considered an extreme outlier. Consistent with previous research (Bayl-Smith et al., 2020;
Sturman et al., 2022), the cluster analysis yielded two typologies which broadly reflected
participants with relatively higher (n = 74) and lower (n = 70) levels of cue utilisation.
Participants within the higher cue utilisation cluster demonstrated a faster response time on
the Feature Identification Task, greater accuracy on the Feature Recognition Task, and
greater variance of ratings on both the Feature Association Task and Feature Discrimination
Task, relative to participants in the lower cue utilisation cluster (see Table 1). Independent
samples t tests indicated statistically significant differences between the two typologies on all

four tasks (see Table 1).
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Table 1

EXPERTise 2.0 Task Z Scores by Cue Utilisation Typology

34

Cue Utilisation Typology

Higher Lower
EXPERTise 2.0 Tasks (n=174) (n=70)
Feature Identification Task -0.57** 0.57**
Feature Recognition Task 0.69%* -0.72%*
Feature Association Task 0.29%%* -0.32%x*
Feature Discrimination Task 0.17* -0.21%*

Note. *p <.05 (two tailed) **p < .01 (two tailed)

Descriptive Statistics

Descriptive statistics and bivariate correlations for the covariate (HAIS-Q), independent, and

dependent variables are reported in Table 2 and Table 3, respectively.

Table 2

Descriptive Statistics

Variable M SD Min. Max.
HAIS-Q 34.56 5.99 23 45
Knowledge 60.01 8.22 43 75
Intuitive Style 14.87 5.17 5 25
Rational Style 21.69 3.56 6 25
Hit Rate (Z score) -0.37 1.22 -2.33 2.33
False Alarm Rate (Z score) -0.88 0.84 -2.33 1.11
Sensitivity (Z score) 0.51 1.30 -2.58 4.65
Decision Criterion (Z score) 0.63 0.83 -1.31 2.33
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Table 3

Bivariate Correlations
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Variable 1 2 3 4 5 6 7 8
1  HAIS-Q 1
2 Knowledge .64 1
3 Cue Utilisation -.08 -.03 1
4 Intuitive Style - 37H* - 35%* .08 1
5 Rational Style 34 A49%* A1 .07 1
6  Hit Rate 3% A1H* -26%* -30%* 2% 1
7  False Alarm Rate 36%* A40%* 10 - 17* 33k 25%* 1
8  Sensitivity .07 12 =31 -.18%* -.01 i - 41%* 1
9  Decision Criterion - 42%* - 50%* .08 J31H* - 33%* - 87** - 70%* =37

Note. *p < .05 (two tailed) **p < .01 (two tailed)
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There was a statistically significant correlation between hit rate and the following
variables: false alarm rate, sensitivity, knowledge, cue utilisation, a rational style, and
information security awareness. There was a statistically significant negative correlation
between hit rate and the following variables: decision criterion and an intuitive style. There
was a statistically significant positive correlation between false alarm rate and the following
variables: knowledge, a rational style, and information security awareness. There was a
statistically significant negative correlation between false alarm rate and the following
variables: sensitivity, decision criterion, and an intuitive style. There was a statistically
significant negative correlation between sensitivity and the following variables: decision
criterion, cue utilisation, and an intuitive style. There was a statistically significant positive
correlation between decision criterion and an intuitive style. There was a statistically
significant negative correlation between decision criterion and the following variables:
knowledge, a rational style, and information security awareness.

Objective Phishing Email Knowledge Scale

As this scale was developed by the researchers for use in this study, analyses were
conducted to investigate the psychometric properties of the Objective Phishing Email
Knowledge scale. Correlational analyses indicated the scale has good convergent validity, as
phishing email knowledge was positively associated with the HAIS-Q. Additionally, the
internal reliability of the 15-item knowledge scale was good (o = .83).

Stage 2: Hypothesis Testing

To assess the hypotheses, four ANCOVAs were conducted. Each ANCOVA included
the four independent variables (knowledge, cue utilisation, and intuitive and rational styles), a
covariate (HAIS-Q), and one of the four dependent variables in the model (hit rate, false

alarm rate, sensitivity, or decision criterion).
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H1. Greater phishing email knowledge was statistically significantly associated with a
greater hit rate, F(1,138) = 6.68, p = <.05, n?> = .046 and a more negative decision criterion
F(1,138) =9.05, p = <.05, n?>= .062. There was no relationship found between phishing email
knowledge and false alarm rate F(1,138) = 3.46, p = .065, 1> = .024, or sensitivity, F(1,138)
=1.21,p=.273,1> =.009. As such, H1 was partially supported.

H2. Higher cue utilisation was statistically significantly associated with a greater hit
rate F(1,138) = 10.80, p = <.05, 1> =.073 and greater sensitivity (1,138)=13.45,p=
<.001, n? = .089, relative to participants with lower cue utilisation. There was no relationship
found between relatively higher cue utilisation and false alarm rate F(1,138) =1.72, p = .192,
n? =.012 or decision criterion F(1,138) = 3.30, p = .072, n?> = .023. Therefore, H2 was fully
supported.

H3. A greater intuitive decision style was statistically significantly associated with a
lower hit rate F(1,138) = 4.40, p = <.05,n?> =.031, and not with decision criterion F(1,138) =
3.50, p = .63, > =.025. Contrary to H3, an intuitive decision style was not statistically
significantly associated with false alarm rate F(1,138) = 0.22, p = .68, n?> =.002 or sensitivity
F(1,138)=2.36, p=.497, 1> =.003. Consequently, H3 was partially supported.

H4. A greater rational decision style was not significantly associated with hit rate
F(1,138)=0.99, p = .321, n?> =.007, false alarm rate F(1,138) = 3.38, p =.068, > =.024, or
sensitivity £(1,138) = 0.07, p = .590, n* = .001. Additionally, there was no relationship found
between a rational decision style and decision criterion F(1,138) = 3.50, p = .064, n* = .025.
Thus, H4 was not supported.

Discussion

The purpose of this study was to gain a better understanding of how knowledge, cue

utilisation, and decision styles may influence phishing email detection. In support of H1,

participants with greater phishing email knowledge had a greater number of correct phishing
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classifications. Further, knowledge was associated with a greater overall propensity for
phishing email classifications, but not discrimination, indicating that false alarms increased at
a similar rate as hits. Although knowledge was not associated with false alarm rate, this
pattern of results suggests participants with greater knowledge were better at detecting
phishing emails due to a greater response bias towards classifying emails as phishing.

Additionally, as hypothesised in H2, participants with higher cue utilisation correctly
classified more phishing emails compared to those with lower cue utilisation. Furthermore,
relatively higher cue utilisation was associated with greater discrimination, but not with a
response bias. Contrary to H2, relatively higher cue utilisation was not associated with false
rate alarm rate. However, overall, these results indicate that higher cue utilisation was
associated with improved phishing email detection due to greater to discrimination between
genuine and phishing emails.

Supporting H3, participants with a greater intuitive style demonstrated a reduced
ability to correctly classify phishing emails. However, contrary to H3, a greater intuitive style
was not associated with false alarms, discrimination, or a response bias. Additionally,
contrary to H4, a greater rational style was not associated with detection performance; not
hits, false alarms, discrimination, or a response bias.

Consistent with previous literature (Alnajim & Munro, 2009; Kumaraguru et al.,
2010; Wang et al., 2012; Zhuo et al., 2022), the results of the present study provide further
evidence that phishing email knowledge may enhance phishing email detection. However,
consistent with the findings of other researchers (Anandpara et al., 2007; Kumaraguru et al.,
2010), the pattern of results also indicates knowledge may improve detection by increasing
overall caution towards emails which inadvertently increases the incidence of false alarms.

Therefore, possessing greater knowledge of the predictive features of phishing emails may



INDIVIDUAL DIFFERENCES AND PHISHING EMAIL DETECTION 39

not be sufficient for individuals to be able to effectively discriminate between phishing and
genuine emails.

One possible explanation for this effect may be that although users may have phishing
email knowledge, they are not able to effectively apply their knowledge in a practical
situation. Users with higher knowledge may have not yet developed the cues required to
engage in an optimal, skill-based behaviour. Instead, they may employ knowledge or rule-
based behaviour (Rasmussen, 1986). The conscious and effortful application of knowledge
associated with these stages of behaviour may require greater cognitive resources
(Rasmussen, 1986). These increased demands may conflict with a user’s primary task (e.g.,
sorting emails), reducing their capacity to utilise their knowledge to discriminate between
genuine and phishing emails. To compensate, users with greater knowledge may become
more conscious of the threat of phishing, which may lead to more cautious email use.

Alternatively, engaging in cue-based processing enables individuals to efficiently
make an accurate judgement through the recognition and activation of relevant cues
(Brunswik, 1955; Klein et al., 2010; Rasmussen, 1986). Consistent with previous research
(Bayl-Smith et al., 2020; Sturman et al., 2022) and Rasmussen’s (1986) model of skill
acquisition, the present study found that higher cue utilisation, which is associated with skill-
based behaviour, corresponded with greater phishing email detection due to an enhanced
capacity for discrimination. These findings are consistent with Brunswik’s (1955) Lens
Model, suggesting that higher cue utilisation enables a judge to more accurately weight and
activate the cues most predictive of the ‘true state’ of an email (e.g., whether it is genuine or
phishing). Consequently, these results indicate those who have the capacity to effectively
utilise relevant cues may be better able to identify phishing emails without becoming more

cautious.
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In addition to these findings, the present study extends the understanding of the
individual effects of cue utilisation and knowledge on phishing email detection. While
previous researchers (Sturman et al., 2022) have demonstrated a relationship between cue
utilisation and discrimination beyond information security awareness, the present study
shows greater cue utilisation may also enhance discrimination beyond objective phishing
email knowledge. Furthermore, the present study found knowledge had a small positive
effect on correct phishing email classifications, whereas cue utilisation had a medium effect.
This result indicates higher cue utilisation may not only enhance discrimination, but also
facilitate a greater degree of detection compared to knowledge. Future research could benefit
from investigating cue utilisation and knowledge simultaneously to further understand how
these factors may influence detection performance.

Taken together, these findings support the proposition that accurate phishing email
detection relies on the identification and utilisation of predictive phishing email features
(Grazioli, 2004; Sturman et al., 2022; Wash, 2020). Further, the present study demonstrates
that it may not be higher knowledge, but cue utilisation which enables users to effectively use
these features to inform an assessment of an email’s legitimacy. This finding indicates that
the timely and accurate assessment of an email’s legitimacy may require automatic, cue-
based processing which is reliant on previously established associations (Musuva et al., 2019;
Rasmussen, 1986; Sturman et al., 2022). Taken together, these outcomes indicate that
increasing users’ cue utilisation, in addition to knowledge (Jampen et al., 2020; Zhuo et al.,
2022), may be beneficial for promoting greater phishing email detection (Bayl-Smith et al.,
2020; Sturman et al., 2022).

Cue-based training has been shown to improve performance in the detection of
deception (George et al., 2008) and phishing (Lim et al., 2021; Moreno-Fernandez et al.,

2017; Weaver et al., 2021). Further, cue-based training which repeatedly exposes participants
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to relevant feature-event relationships has been demonstrated to enhance discrimination
between genuine and phishing emails (Weaver et al., 2021) and websites (Moreno-Fernandez
etal., 2017).

The results of the present study build on literature which suggests that the method in
which training is delivered may significantly influence its outcomes (Al-Daeef et al., 2017,
Kumaraguru et al., 2010; Moreno-Fernandez et a., 2017). For instance, the present study
indicates that providing users with explicit knowledge of the predictive features of phishing
emails (e.g., via security notices or warnings) may be unlikely to improve their discriminative
ability (Harrison, 2018; Kumaraguru et al., 2010; Lin et al., 2021). However, providing the
same information in a manner which facilitates the development of relevant cues may
enhance discrimination (Kumaraguru et al., 2010; Moreno-Fernandez et al., 2017; Weaver et
al., 2021). Consequently, future research exploring the factors which may influence the
effectiveness of knowledge and cue-based training programs may further improve phishing
email detection outcomes.

In addition to contributing to a greater understanding of the roles of knowledge and
cue utilisation, the present study found mixed results regarding the influence of decision
styles. Consistent with Parsons et al. (2019), the results of the present study indicate an
intuitive style may be associated with a reduced ability to detect phishing emails. However,
the magnitude of this effect was small. Further, the results suggest an intuitive style may not
influence discriminative ability, a response bias, or false alarm rate. Therefore, overall, these
findings suggest an intuitive style may have little influence in phishing email detection.

Additionally, the findings of the present study regarding the role of a rational style are
inconsistent with previous literature which examines the influence of processing (Lillie,
2017; Vishwanath, 2015). Whereas previous research (Lillie, 2017) has shown systematic

(rational) processing predicts enhanced discrimination between genuine and phishing emails,
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the results of the present study demonstrate that a rational style may not influence detection
performance. This outcome, together with the findings of the influence of an intuitive style,
suggest that overall decision styles may not be predictive of phishing email detection
performance. There are two main factors which may explain the disparity between the
outcomes of the present study and previous literature.

First, these contradictory findings may be attributed to differences between decision
styles, being habitual tendencies (Hamilton et al., 2016), and the processing used in a specific
decision. For instance, previous research (Vishwanath, 2015) has measured which processing
mode participants used when opening a single phishing email. It is possible that measuring a
specific instance of processing is more precise than measuring a broader pattern of behaviour.
For example, whilst a participant of the present study may have exhibited a strong preference
for a rational style, and therefore a tendency to engage in rational processing, they may have
not necessarily used this type of processing to the same extent within the Email Sorting Task.

In addition to these differences, the measurement of decision styles in the present
study was subjective. Participants were asked to consider how they typically make decisions,
with no explicit time frame for reference. These factors may have reduced the accuracy of
their assessment and elicited a social desirability bias (Nederhof, 1985). For instance,
participants may have reported they were more analytical and considerate when using emails
than they usually are. To account for these effects, future research could operationalise
decision styles by prompting participants on which processing mode was used in a specific
series of recent decisions.

Second, it is possible the results of the present study indicate that the processing mode
used when viewing emails may have less influence in detection performance than previously
suggested (Vishwanath, 2015; Vishwanath et al., 2018). This study was one of the first to

consider a range of cognitive factors while measuring decision styles. Thus, previous findings
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supporting the effects of processing (Lillie, 2017; Vishwanath, 2015) may have been caused
by unmeasured differences of other individual differences. However, given the base of
evidence supporting the importance of processing modes in phishing email detection (Lillie,
2017; Vishwanath, 2015; Vishwanath et al., 2018), this interpretation seems unlikely.
Nonetheless, future research is warranted to further understand the relationships between
processing, decision styles, and detection performance.

Strengths

There are several methodological strengths present within this study. First, this study
is one of first to investigate the influence of knowledge, cue utilisation, and decision styles
together within a national sample stratified by age. Research which examines the relationship
between individual differences and phishing email detection in a sample that reflects broader
society may better inform the development of training programs which are effective for a
greater number of users. Therefore, it is critical that future research in this area uses samples
which are representative of a general population.

Second, this study examined phishing email knowledge using an objective measure.
The use of such a measure may facilitate a more precise investigation into the role of
knowledge and reduce the impact of extraneous variables such as a social desirability bias or
individuals’ poor metacognition (Canfield et al., 2019). Future research may benefit from the
use of a similarly objective measure.

Third, whereas previous literature has used a generic scale to measure decision styles
(Parsons et al., 2019; Tjostheim & Waterworth, 2020), the scale used in the present study was
adapted to suit a phishing email detection context. As individuals’ decision styles can vary
based on task and environmental factors (Hamilton et al., 2016), a scale specified to the

demands of the task may be a better reflection of participants’ true decision-making
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behaviour. Consequently, it is important for future research investigating decision making
processes or styles to use similar context-specific measures.
Limitations and Future Directions

There are three main methodological limitations of this study which could be
addressed in future research. First, a major limitation was that the experiment was conducted
online, as opposed to in a lab or face-to-face setting. Importantly, it is not possible to
determine whether participants were providing full attention to the Email Sorting Task. To
account for this, participants were prompted to report their attention levels after the task.
Although most participants reported paying higher levels of attention, these subjective
responses may not necessarily reflect participants’ true behaviour. Future research should
replicate this study in a controlled environment to improve the reliability and internal validity
of results.

Second, although the Email Sorting Task was designed to mimic naturalistic email
use, the task may have limited face validity. For example, some participants may never
categorise their emails, instead responding exclusively from their inbox. Therefore, the way
participants were required to interact with emails within the task may differ from how they
typically use emails.

Additionally, in a realistic email setting the prevalence of phishing emails is likely to
be substantially lower than the 50% ratio used within the Email Sorting Task (Singh et al.,
2019). The elevated ratio used in the present study was selected to account for the possible
effect of cognitive fatigue and reduce the overall length of the experiment. To improve the
generalisability of research, future studies should prompt participants to engage with emails
naturalistically and include a more realistic prevalence of phishing emails.

A final limitation of the Email Sorting Task is that participants dealt with a third

party’s emails (e.g., “Alex Jones”) instead of their own. Individuals are likely to have a
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deeper understanding of the types of emails expected to find within their own inbox (Greene
et al., 2018), which may be impacted when using someone else’s emails. For example,
participants may have been unfamiliar with the typical duties or contacts of a professor, and
consequently more suspicious of emails with university specific content or terms (e.g., an
email from the Vice-Chancellor). Therefore, future research which includes personalised
email content may more closely reflect users’ detection performance (Greene et al., 2018).

In addition to those already mentioned, the outcomes of this study highlight the
importance of one further area of future research. If, as the present study indicates,
knowledge-based training may lead to increased caution whereas cue-based training may lead
to greater discrimination, then there is a need for further research which evaluates the costs
and benefits associated with each approach.

Some researchers (Canfield et al., 2018) have suggested training to increase caution
may be more useful than improving discrimination. There is a strong case that many could
benefit from engaging with emails more cautiously, particularly the most vulnerable and least
knowledgeable individuals (Canfield et al., 2018; Zhuo et al., 2022). However, there are three
main limitations that may be associated with increasing caution through knowledge-based
training which require further investigation.

First, although increased caution leads to improved detection of phishing emails, it
also results in increased false alarms (Parsons et al., 2019). Although missing a genuine email
may seem less significant than missing a phishing email, it may still cause considerable
consequences. For instance, users may delete or ignore emails which contain opportunities,
critical correspondence, fines, or other important messages (Parsons et al., 2019; Sturman et
al., 2022). Alternatively, improving discrimination between genuine and phishing emails

increases detection performance without the costs of false alarms.
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Second, increasing caution alone may not be effective and sustainable. Cybersecurity
is typically treated as a secondary aim (Al-Daeef et al., 2017; Zhuo et al., 2022). Therefore,
prompting users to become more cautious during email use, without the capacity to
accurately identify phishing emails, may lead users to multitask. Multitasking has been
associated with a reduced capacity for phishing email detection and is unlikely to be a
sustainable strategy to improve phishing email detection in the long term (Kang et al., 2021;
Zhuo et al., 2022). In comparison, the activation of cues is effortless and only elicited in the
presence of an associated feature (Klein et al., 2010; Lansdale et al., 2010). Thus, cue-based
training which increases cue utilisation, and therefore discrimination, may be more likely to
improve detection without eliciting multitasking behaviour (Sturman et al., 2019).

Third, research on the retention of the effects of knowledge-based training is mixed
(Alnajim & Munro, 2009; Harrison, 2018; Kumaraguru et al., 2010; Mayhorn & Nyeste,
2012). One reason some knowledge-based training programs may have a lower rate of
retention is that they may increase caution, which could be challenging to consciously
maintain in the long term. Alternatively, as cue associations are stored in long term memory
(Klein et al., 2010), cue-based training may be retained more effectively. However, there is
distinct lack of literature which examines the retention of cue-based training.

Evidently, much work remains to be done before a clear understanding of the
respective costs and benefits of training to increase caution and discrimination is established.
Future research should further investigate the overall efficacy, sustainability, and retention of
knowledge and cue-based training programs to further improve phishing email detection
outcomes.

Conclusion
The aim of the present study was to investigate the roles of knowledge, cue

utilisation, and decision styles in phishing email detection. The outcomes of this study
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indicate that, while higher phishing email knowledge and cue utilisation may both lead to
greater detection of phishing emails, cue utilisation may facilitate greater discrimination,
whereas knowledge may not. Further, the findings suggest that higher knowledge may lead
users to behave more cautiously, increasing phishing email detection at the cost of increasing
false alarms. The results of the present study also indicate that decision styles may not
influence detection performance, beyond a small reduction in the ability to detect phishing
emails associated with an intuitive style. In an applied context, the outcomes of this study
suggest that cue-based training which aims to improve discrimination between genuine and
phishing emails, in addition to knowledge-based training, may be beneficial for wider

society.
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Email Sorting Task Categorisation Options with Descriptions
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Appendix B
Objective Phishing Email Knowledge Scale Items

Financial institutions do not usually ask people to disclose passwords over email.
An email that contains unrealistic promises can be a sign that it is a phishing email.
An email that contains spelling and grammar mistakes can be a sign that it is a
phishing email.
Even emails that appear to be from people I know can still be phishing emails.
An email that contains a generic greeting such as “dear user” can be a sign that it is a
phishing email.
Some phishing emails use professional branding such as logos and banners
Some phishing emails contain security advice.
If I receive an email from a company I am affiliated with, it could still be a phishing
email.
An email that threatens negative consequences can be a sign that it is a phishing

email.

Reverse Scored

10.

11.

12.

13.

14.

15.

Government institutions often ask for passwords over email.

If an email is from someone I know personally, then it is safe to click on any link or
disclose any personal information.

If an email looks professional (e.g., it contains logos, banners, copyright information)
then it is genuine.

If an email comes from a company I am familiar with, then it is likely to be genuine.
If a hyperlink has the company name in the URL then it is safe to click the hyperlink.

An email that does not sign off (e.g., by saying “kind regards”, “cheers”, etc.) can be

a sign that it is a phishing email.
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Appendix C

Adapted Decision Styles Scale Items

Rational Style Items

1.

I prefer to gather all the necessary information before deciding whether to click on a
link in an email.

I thoroughly evaluate an email before deciding to click on a link in the email.

. When deciding whether to click on a link in an email, I take time to contemplate the

pros/cons or risks/benefits.

Investigating the facts is important when deciding whether to click on a link in an
email.

I weigh a number of different factors when deciding whether to click on a link in an

email.

Intuitive Style Items

6.

10.

When deciding whether to click on a link in an email, I rely mainly on my gut

feelings.

. My initial hunch about deciding whether to click on a link in an email is generally

what | follow.

I decide whether to click on links in emails based on intuition.

I rely on my first impressions when deciding whether to click on a link in an email.
I weigh feelings more than analysis when deciding whether to click on a link in an

email.

(Hamilton et al., 2016)
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Appendix D
HAIS-Q Email-Use Scale Items
1. Tam not permitted to click on a link in an email from an unknown sender.
2. It’s risky to open an email attachment from an unknown sender.
3. Idon’t always click on links in emails just because they come from someone I know.
4. Idon’t open email attachments if the sender is unknown to me.
Reverse Scored
5. Tam allowed to click on any links in emails from people I know.
6. Iam allowed to open email attachments from unknown senders.
7. It’s always safe to click on links in emails from people I know.
8. Nothing bad can happen if I click on a link in an email from an unknown sender.
9. If an email from an unknown sender looks interesting, I click on the link within it.

(Parsons et al., 2017)





