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Abstract  

 Phishing email attacks have increased significantly in recent years, resulting in losses  

over $200 million for both Australian individuals and organisations in 2022. In order to 

reduce this risk, individuals need to be able to effectively identify phishing emails. While 

previous research has shown that cue utilisation improves phishing email detection, none 

have examined cue utilisation within noisy work environments, where email communication 

is highly prevalent. Understanding how situational factors like office noise impact phishing 

detection is crucial for the protection of an organisation’s cybersecurity. The aim of the 

present study was to explore the relationship between cue utilisation and background office 

noise on an individual’s ability to differentiate phishing from genuine emails. In a lab-based 

study, a sample of Australian residents (N = 49) completed two tasks in which they were 

required to sort a series of emails (50% phishing) into one of ten categories. Participants 

completed one task under simulated background office noise and completed the other task 

with no noise. Cue utilisation was measured using the cybersecurity edition of EXPERTise 

2.0 situational judgement test. Consistent with past findings, this study found that higher 

levels of cue utilisation were associated with a greater ability to differentiate phishing from 

genuine emails. Participants performance was not affected by background office noise, 

however, background noise resulted in greater perceived cognitive load. Overall, the findings 

in this study may aid in the development of education and training programs to enhance 

phishing detection. 

Keywords: Cue Utilisation, Phishing email detection, cybersecurity, office noise, 

EXPERTise  
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The Role of Cue Utilisation and Background Office Noise on Phishing Email Detection 

Phishing is a fraudulent practice in which cybercriminals disguise themselves as 

trustworthy entities or institutions to obtain sensitive information from online users (Thapa et 

al., 2023; Williams et al., 2018). Most commonly used via email, phishers trick victims into 

clicking on malicious URL links or attachments that request sensitive information (e.g. 

credentials, passwords), demand direct payments and/or illicitly install malware on their 

devices (Ackerley et al., 2022; Butavicius et al., 2016). Phishing emails are still one of the 

most effective forms of cybercrime, exploiting the vulnerabilities of individuals, governments 

and organisations (Ayaburi et al., 2019; Sturman et al., 2023; Zhuo et al., 2022). 

Globally, the annual cost of cybercrime is rising, and is predicted to cost organisations 

US$8 trillion in 2023 and grow to US$10.5 trillion by 2025 (Morgan, 2020). In Australia, the 

financial damage of successful phishing email attacks has increased, costing organisations 

over $98 million in 2022 compared to $81.45 million in 2021 (Australian Cyber Security 

Centre [ACSC], 2022, 2021). In addition to financial losses, phishing attacks cause reputation 

damage, decrease productivity, and revenue loss to organisations (Alkhalil et al., 2021; 

Vishwanath et al., 2011). 

Many organisations have invested in technological solutions to block and filter 

phishing emails; however, these solutions do not guarantee 100 percent protection (Buckley 

et al., 2023; Slifkin & Neider, 2022). Therefore, individuals are the last line of defence once 

phishing emails reach their inboxes, and their ability to identify phishing emails is 

detrimental for the protection of organisations (Weaver et al., 2021; Williams et al., 2023). 

Almost all cybersecurity breaches are caused by human error, with a report from IBM 

Cybersecurity Intelligence Index (2014) finding that 95% of corporate breaches were caused 

by employees clicking on malicious links and attachments.  
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Since human error constitutes the majority of weaknesses in the security chain, 

phishing research has begun examining psychological factors that can be targeted for 

improvement, such as how an email is cognitively processed (Musuva et al., 2019; 

Vishwanath et al., 2011). Understanding how individuals make judgements to determine 

email legitimacy can help the development and implementation of effective phishing 

prevention programs (Alkhailel et al., 2021; Zhou et al., 2022). 

Cue-based Processing and Phishing Email Detection 

 Dual-system theories of reasoning propose that individuals’ engage in one of two 

processes when determining an email’s legitimacy (Kahneman, 2003). System 1 processing is 

characterised as rapid, automatic, and intuitive, while System 2 processing involves more 

slow, deliberate and analytical decision-making. In situations where individuals are under 

time pressure and high cognitive demands, they often rely on System 1 processing, utilising 

rules-of-thumb and environmental cues to make fast decisions (Kahneman, 2003; Tversky & 

Kahneman, 1974).  

 Cues comprise learnt associations between environmental features, events or objects 

(Brunswik, 1955; Klein, 2008). Cues are formed by the interaction between an individual and 

their environment, where the individual identifies a relationship of a causal factor (feature) 

with a situation (object/event) in memory (Brunswik, 1955; Klein, 2008). For example, when 

appraising an email, individuals might associate a ‘Suspicious looking URL’ (feature) with a 

‘phishing email’(event). Through repeated exposure of feature-event relationships, cues are 

established, strengthened, and retained in long-term memory (Ericsson & Lehmann, 1996; 

Wiggins et al., 2014). Once established in long-term memory, cues can become rapidly and 

unconsciously activated and subsequently influence decision-making (Wiggins et al., 2021). 

 Phishing emails are designed to encourage System 1 processing, provoking 

individuals to make quick decisions rather than deliberating (Goel et al., 2017). For example, 
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some phishing emails create a sense of urgency, claiming that an individual’s ‘account will be 

deactivated’ or urging them to ‘pay immediately’ (Musuva et al., 2019). This sense of urgency 

leads individuals to act quickly, resulting in them failing to recognise a phishing email, even 

when the email contains cues that indicate phishing (Vishwanath et al., 2018). Additionally, 

phishing emails have advanced in sophistication and personalisation, posing a greater 

challenge for individuals to identify them while using System 1 modes of thinking (Rajivan 

& Gonzalez, 2018). This may be relevant in workplace settings, as employees are often busy 

juggling multiple tasks and urgent deadlines, potentially increasing their reliance on System 1 

processing (Buckley et al., 2023; Kahneman, 2003).  

Although System 1 processing has been associated with phishing susceptibility 

(Musuva et al., 2019, Vishwanath et al., 2011; 2018), the ability to identify diagnostic cues 

can aid in phishing email detection (Nasser et al., 2020). Theoretically, relying on cues in an 

environment is a fundamental component for effective decision-making, and skilled 

performance (Wiggins et al., 2021). Expert-novice paradigms propose that expertise and 

skilled performance is established by individuals utilising cues in their environment to make 

rapid and accurate conclusions (Brunswik, 1955; Klein, 2008). Through experience and 

extensive exposure, cues trigger mental representations in long-term memory, thereby 

reducing the amount of information that needs processing in the environment (Brouwers et 

al., 2017; Wiggins, 2021). This allows for more residual resources in working memory to be 

allocated for higher level processing and optimal decision-making (Ericsson & Lehmann, 

1996; Wiggins et al., 2014). As the rapid activation of cues imposes fewer demands on 

working memory, this enables experts to perform tasks with high levels of accuracy 

(Wiggins, 2014; 2021). 

The Brunswik (1955) lens model offers a conceptual framework to understand how 

individuals can utilise cues to judge the legitimacy of emails. According to Brunswik (1955) 
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individuals do not have direct access to the ‘true state’ of an email, therefore individuals must 

rely on a ray of cues in the email (e.g., senders address, URL link) that are available to them 

to determine the email’s legitimacy. As shown in figure 1, the thickness of the rays 

connecting the observer’s judged state to the cues represents how much the individual weighs 

and interprets the cues to be indicative of the ‘true state’ of the email. For example, if an 

individual evaluates a cue, such as a suspicious looking URL as a strong indicator of a 

phishing email, an individual may give it substantial weight when judging the email’s 

legitimacy. 

Each cue provides a piece of information of the ‘true state’ of an email, with some 

cues providing more valid predictions of whether the email is a phishing or genuine (Koehler 

& Harvey, 2008). This is represented by the thickness of the rays connecting the cues to the 

‘true state’ of the email (see figure 1). The thicker rays indicate the validity and reliability of 

the cues in predicting the ‘true state’ of the email (phishing or genuine). As cues are 

probabilistic in nature, an individual’s ability to combine and rely on more valid cues and less 

on ambiguous cues leads to more accurate judgements on an email’s legitimacy (Mosier & 

Kirlik, 2004).  
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performance (Crane et al., 2018; Falkland & Wiggins, 2019; Sturman et al., 2023; Yuris et al., 

2019). 

Some existing literature suggests an individual’s capacity for higher cue utilisation is 

associated with greater accuracy in phishing detection (Ackerley et al., 2022; Nasser et al., 

2020; Williams et al., 2023), and an increased ability to identify cues that are indicative of 

phishing emails (Baly-Smith et al., 2020). These findings support the theoretical notion that 

individuals with higher cue utilisation abilities can identify key features of relevance within 

their environment to make accurate decisions (Ackerley et al., 2022; Bayl-Smith et al., 2020).   

Although these studies have provided valuable insights to the significance of cue-

based processing, none have examined the impact of the environment on phishing detection. 

Most of these studies have been conducted in quiet and controlled lab-based settings, which 

may not reflect real-world conditions (Slifkin & Neider, 2022). Since individuals do not 

process information in perfect environments, it is important to consider situational factors 

that influence decision-making (Buckley et al., 2023). Despite the increasingly vulnerability 

of phishing attacks within organisations, less is known about the influence of specific aspects 

of the work environment on phishing susceptibility (Buckley et al., 2023; Williams et al., 

2018). While some studies have examined the workplace factors on phishing detection 

(Butavicius et al., 2022; Vishwanath et al., 2018), none to date have explored the aspects of 

the physical environment, such as workplace office noise on phishing susceptibility. 

Cue Utilisation and Office Noise  

Problems experienced in offices has been widely documented, indicating that 

employees often find themselves distracted from the background environment while 

performing demanding tasks (Jahncke & Hallman, 2020). Distractions such as noise can 

manifest in many forms, however, printers, typing of keyboards, phones ringing and 

colleagues talking in the background are considered highly disruptive in office environments 
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(Banbury & Berry, 2005; Brennan et al., 2002; Brocolini et al., 2016). Emerging evidence has 

found office noise can exert different effects on decision-making and negatively impact task 

performance (Bronolini et al 2016; Hygge & Knez, 2001). For example, Hygge and Knez 

(2001) found that employees tended to work faster in noisy environments, resulting in 

reduced accuracy on memory tasks. Yadav et al. (2017) and Jahncke and Hallman (2020) also 

found office noise was associated with decrements in performance on cognitive and short-

term memory tasks.  

The effects of workplace noise on employees decline in performance can be attributed 

to the additional cognitive demands placed on working memory resources (Biondi et al., 

2022; Sweller, 1998). As working memory has a limited capacity, background noise competes 

for the same working memory resources as those required for the primary task (e.g. checking 

an email’s legitimacy). As attention is moved from the primary task to the distraction (e.g., 

noise), there are fewer residual resources allocated to the task at hand, therefore reducing an 

individual’s capacity for higher-order information processing (Ericsson & Lehmann, 1996;  

Falkland et al., 2020; Yadav et al., 2017). As higher cognitive demands has been found to be 

a contributing factor associated with errors in performance, it is plausible that background 

office noise may increase phishing susceptibility (Buckley et al., 2023; Williams et al., 2018). 

The Current Study  

 The aim of the current study was to examine the relationship of cue utilisation and 

background office noise on an individual’s ability to differentiate phishing from genuine 

emails. Using a lab-based design, participants were required to complete two Email Sorting 

Tasks containing a series of phishing and genuine emails. During one of the Email Sorting 

Tasks, participants were required to listen to simulated background office noise. Cue 

utilisation was operationalised using an online software package (EXPERTise 2.0; Wiggins et 
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al., 2014), which assessed participants behaviours that are indicative with the utilisation of 

cues within the domain of cybersecurity.  

H1.In comparison to participants with lower cue utilisation, participants with higher cue 

utilisation would be better able to differentiate phishing from genuine emails.  

H2.Compared to the background office noise condition, participants will be better able to 

differentiate phishing from genuine emails in the no background office noise condition. 

H3.  The background office noise condition would result in an increase in the number of 

errors in differentiating phishing from genuine emails, although an interaction is hypothesised 

with lower cue utilisation associated with a greater loss of performance compared to those 

with higher cue utilisation.  

Method 

Participants  

Participants comprised 49 Australians (30 females, 19 males) ranging in age from 17 

to 51 years (M =20.78, SD =5.75). Thirty-eight first-year students were recruited from the 

University of Adelaide Psychology subject pool, via the university’s SONA research 

participation system. Students received a one hour of course credit in exchange for their 

participation. Additionally, 11 participants from the general public were recruited using 

snowballing and convenience sampling. These participants received a $20 Coles Myer 

giftcard in exchange for their participation in the study. Participants reported receiving on 

average 10.84 emails per day (SD =8.5), spending 1.13 hours (SD =1.84) reading and 

responding to emails per day and reported spending 5.9 hours per day using a computer (SD 

=2.64). In order to participate, participants were required to be fluent in English. 
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Materials  

 The current study employed a lab-based design conducted on a computer using 

Qualtrics. Participants were required to complete a series of tasks which included 

demographic questions, two Email Sorting Tasks and two manipulation checks. After, 

participants completed the EXPERTise 2.0 - cybersecurity edition on a separate platform. 

Demographics Questionnaire 

Participants completed a series of demographic questions including their age, gender, 

confidence with computer use, how many hours spent using a computer a day, the devices 

used to access their emails, the number of hours spent reading and responding to emails per 

day and the number of emails received per day. 

Email Sorting Tasks 

Two Email Sorting Tasks were designed to measure participants performance ability 

in differentiating between phishing from genuine emails. Participants were instructed to 

roleplay as a research assistant for a fictitious character name “Professor Alex Jones”. In this 

role, participants were asked to examine 40 of Prof. Alex Jones emails, which were presented 

to them individually for period of 10s. After 10s, the page automatically progressed and 

participants were required to sort the email into one of ten predefined categories (‘Urgent’, 

‘Teaching’, ‘Research’, ‘Banking’, ‘Online purchases’, ‘Social media accounts’, ‘Official’, 

‘Spam’, ‘Phishing’, ‘Miscellaneous’). Prior to beginning the task, participants were notified 

that 50% of the emails were phishing emails, with phishing emails defined as “fraudulent, 

fake or otherwise deceptive message designed to trick a person into revealing sensitive 

information”. Participants then were provided with task instructions and a practice trial.  

The email stimuli was developed from genuine emails that were received by the 

researchers of this study. All original emails utilised in the study were genuine emails (e.g. 

not phishing emails), included a URL link or a ‘click’ button and comprised 100 words or less 
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to ensure participants had adequate time to assess and appraise each email. Half of the 40 

emails were modified systematically to create stimulated phishing emails that contained three 

features commonly associated with phishing emails: two spelling/ grammatical errors in the 

first line (e.g. “Thank you for enrolling too vote or updating your, details”), an illegitimate 

email senders address (e.g., nkmecci@uci.edu; see figure 2), and the legitimate URL link 

contained in the original email was replaced with a suspicious URL link obtained from a 

previously known phishing email. The URL links were either displayed in the text of the 

email or embedded in a prompt button (e.g., ‘Verify here’). The participants were told that the 

URL links could be viewed by hovering the mouse over the link or prompt button.  

 All emails were addressed to Alex Jones, containing both personal and work-related 

emails (e.g., see Figure 2 for an example of a genuine (personal) email and a phishing (work-

related) email). Participants completed two Email Sorting Tasks, each containing 20 emails: 

10 phishing and 10 genuine emails. Further, within each Email Sorting Task, the order of the 

emails were randomised.
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Office Noise Recording 

To examine the impact of background office noise on participant’s ability to 

differentiate genuine from phishing emails, an office noise recording was employed to 

simulate a typical office environment. The office noise recording comprised office sounds 

encountered in real office workplaces, including typing of keyboards, printer and fax 

machines, telephones ringing, and conversations between workers. The office noise was 

selected based on prior research, which have reported these types of office sounds to be most 

disruptive on participants when performing tasks (Banbury & Berry, 2005; Brennan et al., 

2002; Brocolini et al., 2016; Jahncke & Hallman, 2020). 

To create the noise recording, a sound clip obtained from 

https://www.youtube.com/watch?v=9y0wmSgRNRk was used, consisting of office noises 

mentioned above. Further, four voices were recorded over the sound clip to mimic colleagues 

talking to each other. Topics that were discussed between the four voices included work 

meetings, fire drills, broken work machinery and coffee orders. The noise recording was 

played on a loudspeaker, with the sound ranging from 60 to 65 dB (A), typical sound level of 

an open-plan office (Witterseh et al., 2004). The loudspeaker was placed on the desk next to 

the computer where participants performed the experiment. 

In this study, the office noise recording was utilised during one of the two Email 

Sorting Tasks. To minimise order, practice and fatigue effects, the order of the two Email 

Sorting Tasks and the office noise recording were randomly counterbalanced across 

participants. Before starting the Email Sorting Task using the background office noise 

recording, participants were informed by the researcher that their environment would 

stimulate an office work environment. When completing the other Email Sorting Task, the 

background office noise recording was not used, and participants were informed that their 

office environment simulated a private office. 
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Manipulation Checks   

To measure whether participants were more distracted and experienced greater 

cognitive load when completing the Email Sorting Task under the background office noise 

condition, two self-report measures were administered to measure subjective distraction and 

cognitive load. Immediately after completing each of the Email Sorting Tasks, participants 

were required to respond on a distraction scale, consisting of a single item question asking, “I 

was distracted during this Email Sorting Task” and were required to rate how distracted they 

were on a 6-point Likert Scale from 1 (Strongly disagree) to 6 (Strongly agree). 

The participants then also completed the NASA-Task Load Index (NASA-TLX: Hart 

& Staveland, 1988) after completing each Email Sorting Task. NASA-TLX has been 

conducted in previous studies assessing participants cognitive load during cognitive 

demanding tasks (Biondi et al., 2022; Smith-Jackson & Klien, 2008). Prior research has also 

reported that participants rated greater levels of cognitive load when performing tasks within 

an office noise environment (Sheng et al., 2022; Smith-Jackson & Klein, 2008). 

NASA- TLX is a multidimensional rating scale that measures perceived mental load 

after completing a task. NASA-TLX consists of six subscales of mental workload: mental 

demand; physical demand; temporal demand; performance; effort; frustration. In this study, 

an adapted version called Raw Task Load Index (RTLX) was used, consisting of one item 

from each subscale. Items are scored on a Likert scale from 1 (Low) to 7 (High) (α = .77). 

Sample items include ‘How high were the mental demands during this task?’ and ‘How high 

was your level of frustration during this task?’. The NASA TLX has demonstrated high 

convergent validity (Rubio et al., 2004) and good re-test reliability (Xiao et al., 2005) (see 

Appendix B). 
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EXPERT Intensive Skills Evaluation 2.0 (EXPERTise 2.0) 

EXPERTise 2.0 is a shell software platform that can be customised to assess 

behaviours that reflect the utilisation of cues in specific domains (Wiggins et al., 2014). 

EXPERTise 2.0 comprises multiple situational-based tasks, which assess different 

components of cue utilisation. Since cue utilisation is domain-specific, the stimuli 

incorporated in the software is dependent on the domain of interest. EXPERTise 2.0 has been 

utilised in serval domains including power transmission control (Small et al., 2014), 

audiology (Watkinson et al., 2018), driving (Yuris et al., 2019), air traffic control (Falkland & 

Wiggins, 2019) and medicine (Crane et al., 2018). EXPERTise 2.0 has demonstrated 

construct validity (Loveday et al., 2014; Small et al., 2014), predictive validity (Watkinson et 

al., 2018) and test-retest reliability (Loveday et al., 2013). The cybersecurity edition of 

EXPERTise 2.0 was utilised in this study and comprises four tasks: Feature Identification 

Task (FIT), Feature Recognition Task (FRT), Feature Association Task (FAT) and Feature 

Discrimination Task (FDT). 

During the FIT, participants were required to identity relevant key features of concern 

presented in a series of 16 scenarios. Each scenario consisted of a phishing email, which 

included features such as a senders address, a greeting, spelling/grammar, a corporate logo 

and URL Link. Participants were asked to click, as quickly as possible, on the feature that 

aroused the most suspicion or had an option to click on a ‘Trustworthy Email’ icon (see figure 

3). The response time from the initial display of each email and the moment participants 

selected a suspicious feature or the ‘Trustworthy Email’ icon were recorded. Higher cue 

utilisation is associated with faster response times when identifying key diagnostic features 

(Loveday et al., 2014). 

In the FRT, participants were assessed on their ability to rapidly recognise predictive 

features of phishing emails to form an accurate judgement. Participants were presented with a 



CUE UTILISATION & BACKGROUND OFFICE NOISE ON PHISHING DETECTION 23 

 

series of 22 emails (11 phishing, 11 genuine). Each email was presented for 1000 ms, and 

then prompted to categorise the email as either ‘Trustworthy’, ‘Untrustworthy’ or ‘Impossible 

to tell’. The number of correct classifications were recorded for each participant. Higher cue 

utilisation is associated with greater accuracy in email classifications (Bayl-Smith et al., 

2020; Brouwers et al., 2017). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

During the FAT, participants were presented with a series of 15 pairs of words that 

were related to cybersecurity (e.g., ‘Email’, ‘Malware’), with each pair presented 

simultaneously on the screen for 2000 ms. Participants were then asked to rate the extent the 

two words are related on a  Likert-scale ranging from 1 (Extremely unrelated) to 7  

(Extremely related). The mean variance of each response was recorded for each participant. 

Figure 3 

 Example of a Phishing Email Presented in Feature Identification Task 
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Higher cue utilisation is associated with greater variance in the perceived relatedness of 

cybersecurity terms (Morrison et al., 2013). 

In the FDT, participants were required to rate the importance of different features in 

an email when evaluating an emails legitimacy. Participants were presented with two 

problem-oriented phishing email scenarios. In both scenarios, participants were presented 

with a phishing email claiming an invoice was overdue and legal action will be taken if not 

paid. Participants were asked to read the scenario and then required to select an appropriate 

response from a range of options, in regard to the emails legitimacy (e.g., ‘Ignore the email’ , 

‘Contact company to confirm request’). After, participants were asked to rate the importance 

of 10 features presented in the scenario (e.g., ‘Date of email’, ‘Email address’) on a Likert-

scale ranging from 1 (Not important at all) to 10 (Extremely important). The mean variance 

of responses were reported, with higher cue utilisation associated with greater variance in 

ratings (Pauley et al., 2009). 

Procedure 

The study was approved by the University of Adelaide Human Research Ethics 

Committee (H-2023-25) with voluntary informed consent obtained by all participants. Upon 

arrival, participants were presented with an information sheet on Qualtrics and notified the 

study was interested in users behaviour and the management of emails. Once participants 

provided informed consent, participants completed a demographics questionnaire. Before 

commencing the Email Sorting Tasks, participants were informed to wait for further 

instructions from the researcher. Once the researcher notified the participant which condition 

(background office noise, no background office noise) they were in, participants completed 

the Email Sorting Task. Participants completed two manipulation checks. After, participants 
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were directed to a separate platform to complete the EXPERTise 2.0 (Cybersecurity edition). 

The total time to complete the study was approximately 60 minutes. 

Results  

Overview of Analysis 

 The objective of this study was to investigate whether participants cue utilisation 

capacity (higher, lower) and the presence of a noise condition (background office noise, no 

background office noise) affected participants’ ability to differentiate phishing from genuine 

emails. The data analysis was conducted in two stages, including a preliminary data analysis 

involving two manipulation checks using the IBM Statistical Package for Social Sciences 

(SPSS) Version 27. The first stage involved using a k-mean cluster analysis to determine two 

typologies of cue utilisation (higher, lower) based on participants performance scores on four 

EXPERTise 2.0 tasks. The second stage involved the examination of the hypothesis using 

analysis of variance (ANOVA). 

Figure 4 

Experimental workflow of the study.  
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Preliminary Data Analysis 

Manipulation checks  

 Data from the distraction scale, which consisted of a single item, was analysed for 

each participant in both the no background office noise and background office noise 

condition. Higher scores on the distraction item indicated of higher levels of perceived 

distraction experienced by the participants.  

Participant responses across the RTLX six items were reduced to a single RTLX score 

for each participant in each noise condition (no background office noise, background office 

noise). The item measuring performance (P), which used a  scale from 1 (not successful) to 7 

(successful), was reserve coded. A single RTLX score was represented by the sum score of 

the six responses, where higher scores reflecting greater perceived workload for that 

condition. 

Data Reduction  

 The dataset from EXPERTise 2.0 and the Email Sorting Task was screened for 

missing data and outliers. One case with missing EXPERTise 2.0 data were removed. Forty-

eight were retained for the initial analysis.   

 The data from the Email Sorting Task, and EXPERTise 2.0 (Cybersecurity edition) 

went through data reduction. Consistent with the standard approach to data reduction of 

EXPERTise 2.0 data (Bayl-Smith et al., 2020; Brouwers et al., 2016; Sturman et al., 2023), 

the FIT mean response time taken to identify the most suspicious feature within an email was 

calculated across 16 scenarios. For the FRT, participants accuracy in classifying emails was 

summed across a set of 22 emails. For the FAT, participants perceived association ratings 

between feature-event pairs across 15 scenarios were calculated to generate a mean variance 

score. For the FDT, participants’ mean variance in rating of the importance of 10 email 

features across 2 scenarios were calculated as a mean sum.  
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Participants' capacity to discriminate between genuine and phishing emails in the 

email sorting task was calculated using Signal Detection Theory (Stanislaw and Todorov, 

1999). Hits and false alarms for each participant were calculated separately in both noise 

conditions (background office noise, no background office noise). Hits were operationalised 

as the number of emails that were correctly classified as phishing emails. False alarms were 

operationalised as the number of genuine emails that were falsely classified as a phishing 

email. After hits and false alarms were converted to z scores. Sensitivity scores (d’) were 

calculated by subtracting z(hits) from z(false alarms). Larger d’ scores indicate a participant 

has a better ability to differentiate between genuine and phishing emails (higher ratio of hits 

and less false alarms).  

Data Analysis 

Stage 1: Establishing Typologies  

To establish cue utilisation typologies, a k-means cluster analysis was conducted to 

categorise participants into two cue utilisation typologies (higher, lower) based on 

performance across the four EXPERTise tasks (Sturman et al., 2019; Wiggins et al., 2014). 

With the standardised scores, the cluster analysis yielded statistically significant mean 

differences between two cue utilisation clusters, reflecting participants with relatively higher 

(n= 32) or lower (n= 16) levels of cue utilisation. The higher cue utilisation cluster consisted 

of participants with higher variance ratings in the FAT and FDT tasks, greater accuracy on the 

FRT and lower response latency in FIT, in comparison to the lower cue utilisation cluster (see 

Table 1). Independent sample t-test demonstrated statistically significantly differences 

between the two cue utilisation clusters across all EXPERTise tasks. 
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Table 1 

Standardised z scores from EXPERTise 2.0 tasks by cue utilisation typology.  

 Higher cue utilisation 

(n= 32) 

Lower cue utilisation 

(n= 16) 

Feature Identification Task -.34** .67** 

Feature Recognition Task .35** -.71** 

Feature Association Task .29* -.57* 

Feature Discrimination Task .27* -.54* 

Note. *p <.05 (two tailed) **p <.01 (two tailed) 

 

Descriptive Statistics  

 Paired sample t-tests was run for both manipulation checks. For the distraction item, 

participants reported significantly higher levels of distraction in the background office noise 

condition (M= 3.57, SD= 1.35) compared to the no background noise condition (M= 1.92, 

SD= 1.10), t (1,48) = 7.47, p. < .001. 

In the R-TLX, there was a significant difference between the noise conditions, with 

participants in the background office noise condition (M = 4.21, SD = .96) reported a higher 

perceived workload compared to the no background office noise condition (M =3.53, SD = 

.84), t (1,48) = 6.57, p. < .001. 
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Table 2  

Descriptive statistics in both noise conditions. 

 No background office noise  Background office noise 

Variable Mean SD Min. Max.  Mean SD Min. Max. 

Hit Rate (z score) 4.33 2.86 0 10  4.18 2.88 0 9 

False Alarms (z scores) 1.04 1.17 0 5  1.12 1.33 0 5 

Sensitivity (z scores) 1.32 1.28 -1.04 4.65  1.15 1.30 -1.48 3.61 

 

Stage 2: Hypothesis testing 

To test the hypothesis, a 2 x 2 mixed method ANOVA was conducted. For each 

independent variable a 2 x 2 (Cue utilisation [higher, lower] x noise condition [background 

office noise, no background office noise]) mixed ANOVA was run, with cue utilisation as the 

between subjects variable and the noise condition as the with-in subjects variable. The 

dependent variable was sensitivity (d’). 

The examination of histograms revealed the dependent variable was normally 

distributed for each condition. Further, Shapiro-Wilk tests were non-significant, indicating 

that the assumption of normality was met. Levene’s Test of Equal Variance revealed there 

was no significant differences in each group’s variance, indicating the assumption of 

homogeneity of variances was not violated across groups. For the repeated measure variable, 

Mauchly’s test revealed that the assumption of was sphericity was met for each condition (p > 

.05). 

H1: There was a significant main effect of cue utilisation on sensitivity scores F (1, 

46) = 4.756, p = .034, η2 = .094. Participants with higher cue utilisation (M= 1.5, SD= .196) 
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were better able to differentiate between genuine and phishing emails compared to 

participants with lower cue utilisation (M= .76, SD= .28). Therefore, H1 was supported.  

H2: There was a statistically non-significant main effect of noise conditions on 

sensitivity scores F (1, 46) = .174, p = .679, η2= .004. This indicates there was no difference 

in participants ability to differentiate between phishing from genuine emails in both noise 

conditions. Therefore, participants sensitivity scores in the background office noise condition 

(M=1.15, SD= 1.30) compared to the no background office noise condition (M=1.32, SD= 

1.28) exhibited similar levels of accuracy when differentiating phishing from genuine emails. 

This result does not support H2.  

H3: The ANOVA revealed non-significant interaction between cue utilisation 

typology and noise conditions on participants ability to differentiate phishing from genuine 

emails F (1,46) = 1.66, p = .204, η2 = .35. This result indicates that differences in ability to 

differentiate genuine from phishing emails between participants with relatively higher and 

lower cue utilisation was not affected by the noise conditions (see figure 5). This result 

provides a non-support for H3, suggesting that the background office noise condition did not 

significantly increase the numbers of errors when differentiating genuine from phishing 

emails among participants with higher and lower cue utilisation. 
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participants with lower cue utilisation. This is consistent with empirical studies which have 

found that higher cue utilisation is associated with increased performance in identifying 

phishing cues and detecting phishing emails (Ackerley et al., 2022; Bayl-Smith et al., 2020; 

Nasser et al., 2020; Sturman et al., 2023).  

Additionally, this finding provides support for the theoretical notion of Brunswik lens 

model (1955), suggesting participants with higher cue utilisation are better able to identify 

cue-based associations and weigh them appropriately to make more accurate judgements 

regarding email legitimacy.  

Contrary to H2, participants performance in differentiating genuine from phishing 

emails was not negatively impacted by background office noise. Instead, the results indicated 

that participants performance stayed consistent when exposed to office noise. Overall, the 

findings in this study do not support previous research which found office noise to 

significantly worsen performance on a range of cognitive measures (Brocolini et al., 2016; 

Jahncke and Hallman, 2020; Yadav et al., 2017).   

Findings from this study indicate that office noise did not negatively impact 

participants ability to differentiate genuine from phishing emails, however participants 

subjective ratings of cognitive workload and levels of distraction were significantly greater 

when completing the Email Sorting Task with the presence of background office noise. 

According to Resource Allocation theories, when additional demands are placed on working 

memory, individuals allocate a greater proportion of available cognitive resources to meet the 

demands of the task (Kahneman, 1973). Therefore, participants may have exerted more 

attention, effort and cognitive resources when exposed to office noise, allowing them to 

maintain performance on the Email Sorting Task (Small et al., 2014). 

Additionally, the lack of effect may be linked to the duration (e.g., 10 mins) 

participants were required to complete Email Sorting Task. Similar studies examining noise 
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and cognitive performance found participants were able to maintain performance levels when 

exposed to noise during short time periods (e.g., under 15 minutes) (see Haka et al., 2009; 

Kjellberg, 1997; Landström et al., 2002). Further, these studies also found participants 

reported higher perceived levels of effort ( Kjellberg, 1997; Landström et al., 2002) and 

disturbance (Haka et al., 2009) when exposed to noise. 

Further, examining background office noise in lab-based environment may have 

lacked ecological validity. The results of this study might not reflect how individuals act in 

real-world workplaces when appraising emails. For example, in this study the primary task 

was to classify emails into categories. The findings in this study may be underestimated, as in 

many real-world settings receiving emails is usually a secondary task to a person’s work 

(Zhou et al., 2022). Therefore, in the real-world when employees are faced with additional 

cognitive demands such as noise, employees may not allocate additional cognitive resources 

when appraising emails and may be more likely to fall for a phishing attack.  

H3 was not supported, finding that participants with lower cue utilisation did not 

experience a significant loss in performance in the presence of office noise compared to 

participants with higher cue utilisation. Theoretically, one of the advantages of higher cue 

utilisation, is that cues are retained in long-term memory, imposing fewer demands on 

working memory (Wiggins, 2021). Therefore when participants with lower cue utilisation 

encountered additional cognitive demands imposed by office noise, it was anticipated that 

they would experience a greater loss in performance compared to participants with higher cue 

utilisation.  

Cognitive Load Theory (CLT; Sweller, 1998) proposes that working memory has a 

limited capacity, and when the total cognitive load associated with the task at hand exceeds 

memory capacity, it can lead to a decline in performance (Haji et al., 2015). Therefore it is 



CUE UTILISATION & BACKGROUND OFFICE NOISE ON PHISHING DETECTION 34 

 

plausible that the background office noise did not impose a significant amount cognitive 

demands on working memory to negatively impact performance.   

Additionally, according to Dual-system theories of reasoning, the deployment of 

System 1 processing depends on the amount of cognitive strain placed on individual in a 

given situation (Jones et al., 2019). Therefore, it is also plausible that the background office 

noise did not force or require participants to use System 1 processing. Therefore the office 

noise may not have placed enough cognitive demands on working memory to result in 

participants not needing to rely on cues when differentiating genuine from phishing emails.  

Strengths  

This study demonstrates several methodological strengths, one of which is attributed 

to the experimental design, enhancing internal validity and ecological validity. By employing 

a lab-based design, background office noise was able to be measured while other variables 

were kept constant, therefore increasing the likelihood to rule out other alternative 

explanations on participants performance on the Email Sorting Task. Secondly, a limitation 

commonly discussed in phishing detection studies (Buckley et al., 2023; Hanel & Vione, 

2016; Williams et al., 2023), is that many lab-based designs are performed in quiet and 

controlled conditions, lacking ecological validity. By utilising an office noise recording, the 

study in enhanced ecological validity to gain a better understanding of individuals decision-

making on phishing detection in more a realistic setting. By enhancing ecological validity, 

this study can inform practical implications and future research (Williams et al., 2023).  

Second, another notable strength was the email stimuli used for this study. Firstly, past 

phishing research has utilised real phishing emails (not stimulated) therefore the cues in the 

emails were not standardised (Bayl-Smith et al, 2020). As phishing emails can vary in 

sophistication, context and cues, past studies have found it challenging to determine which 
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cues in the phishing emails influenced accuracy or inaccuracy in detecting phishing emails 

(Buckley et al., 2023; Williams et al., 2018; Williams et al., 2023).  

By stimulating the phishing emails, the phishing cues were standardised across all the 

emails used in the study, enhancing internal validity. As participants were exposed to the 

same cues in the simulated phishing emails, the study could draw more accurate and reliable 

conclusions on the relationship between cue utilisation and background office noise on 

phishing detection. Subsequently, future studies can use this approach to investigate what 

phishing cues result in the most or least accuracy on participants ability to differentiate 

between genuine and phishing emails (Bayl-Smith et al., 2020). 

Limitations and Future Directions 

This research, however, is subject to potential limitations. One limitation in this study 

pertains to the relatively small sample size (n= 49). The small number of participants can 

limit the generalisability of findings and the sufficient statistical power to detect significant 

results and potential main effects. Due to the smaller sample size the generalisability of these 

results are not certain, however we did find that higher cue utilisation is associated with 

greater ability to differentiate genuine and phishing emails, consistent with past research with 

larger samples sizes (Ackerley et al., 2022; Nasser et al., 2022; Sturman et al., 2023). Future 

research should replicate this study with a larger sample size with individuals from the 

broader population.   

Additionally, this study solely focused on the influence of office noise on phishing 

detection. However, in real-world work settings, employees are often subjected to or 

encounter a range of other workplace factors that may potentially contribute to phishing 

susceptibility. Phishing research have found workplace factors such as high email load 

(Vishwanath et al., 2018), busy work periods (Conway et al., 2017), time constraints 

(Butavicius et al., 2022) to negatively impact an individual’s ability to detect phishing emails 
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(Butavicius et al., 2022; Conway et al., 2017; Vishwanath et al., 2018). Such studies have 

concluded that when individuals are busy, receive a high load of emails and/ or have less time 

to sufficiently appraise each email, individuals rely on their intuition (System 1 processing), 

which, in turn, decreases phishing detection performance (Butavicius et al, 2022; Conway et 

al., 2017; Vishwanath et al., 2018). This study provides insight about the influence of office 

noise on phishing detection, but it only informs a small aspect of the complex and dynamic 

nature of workplaces. Although these workplace factors were beyond the scope of this study, 

future research could possibly take a more holistic approach examining workplaces factors 

and their interplay on phishing detection (Buckley et al., 2023; Williams et al., 2023).  

Also, future research may benefit using the background office noise stimuli for a 

longer duration and in present it in different variations to replicate real-world settings. In the 

workplace, employees often contend with prolonged exposure to various noise levels that 

fluctuate throughout the workday. For example, Banbury and Berry (1997) found participants 

were able to habituate to continuous office noise, but after short periods of quiet, participants 

dishabituated, leading to errors in performance. While this study used continuous office noise 

stimuli, examining the effects of noise for longer durations and the impact of intermediate 

noise may provide greater insight about office noise and performance in real-world settings.   

Practical Applications and Implications  

At an applied level, the findings of the present study have implications for future 

phishing detection training programs in organisational settings. As higher cue utilisation 

participants were found to be better at differentiating genuine from phishing emails, cue-

based training may be an effective intervention. Cue-based training facilitates the acquisition 

of cues associated with phishing emails via simulation training (Sturman et al., 2023). Further 

simulation training allows the employee to learn, practice and reinforce cue-base associations 

without posing risk to the organisation’s digital infrastructure (Falkland et al., 2019). Also 
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cue-based training programs have been found to improve phishing detection and lower the 

likelihood of classifying a genuine email as phishing (Weaver et al., 2021). As employees are 

receiving a higher volume of emails, and a small proportion of them are phishing emails, 

training programs need to focus on reducing the number of decisions that need to be made to 

make sure the employees time is utilised sufficiently. As cue-base associations alleviate the 

cognitive demands on working memory, cue-based training may be an attractive avenue for 

organisations.  

Conclusion 

This current study was designed to examine the relationship of cue utilisation and 

background office noise on participants ability to differentiate between genuine and phishing 

emails. The outcomes of this study extended on previous findings that participants with 

higher cue utilisation was associated with a greater ability to detect phishing emails 

(Ackerley et al., 2022; Bayl-Smith et al., 2020; Nasser et al., 2020; Sturman et al., 2023; 

Williams et al., 2023). However, the presence of noise did not adversely affect participants 

ability to differentiate genuine from phishing emails, nor was there a statistically significant 

interaction between cue utilisation typology and the presence of noise on phishing detection 

performance. Overall, the outcomes of this study suggest that cue-based processing remains 

to be an effective strategy for detecting phishing emails. Therefore, cue-based training may 

be beneficial for the protection of organisations cybersecurity. 
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Appendix A 

The Email Sorting Task Categorisation 
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Appendix B 

The NASA-Task Load Index Scale items  

1. How high were the mental demands during the task.  

2. How high were the physical demands during the task. 

3. How high was the time pressure during the task. 

4. How hard did you have to work to accomplish your level of performance.  

5. How high was your level of frustration during the task.  

Reversed scored 

6. How successful do you think you were in terms of your performance.  

(Hart & Staveland, 1988) 

 




