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Abstract

The complexity of today’s computer and electronic systems has reached a point
where traditional approaches for design verification—simulation, testing, and
reviews—are no longer sufficient. The cost of design defects slipping into produc-
tion has also sharply increased.

Formal verification holds the promise of a more robust, complete and hope-
fully automated approach to ensuring that these systems implement their desired
behaviour. However, a phenomenon known as state space explosion limits the size
of systems that can be handled successfully. This thesis studies automated formal
verification techniques and their associated space and time implementation com-
plexity when applied to finite state concurrent systems. In particular, the focus
is on concurrent systems expressed in the Communicating Sequential Processes
(CSP) framework. The large body of work on CSP includes a process description
language, a set of semantic models—traces, failures, and failures-divergences, as
well as formal notions of process refinement and equivalence.

An approach to the compilation of CSP system descriptions into boolean
formulae in the form of Ordered Binary Decision Diagrams (OBDD) is presented.
This representation of CSP semantics is further utilised by a basic algorithm that
checks a refinement or equivalence relation between a pair of processes in any of
the three CSP semantic models. The performance of this algorithm is studied
on a set of benchmark examples and a comparative analysis of its strengths and
weaknesses in relation to explicit on-the-fly model checking is performed. This
analysis identifies the major factors affecting the performance of OBDD-based
refinement checking.

The performance bottlenecks of the basic refinement checking algorithms are
identified and addressed with the introduction of a number of novel techniques
and algorithms. Hierarchical partitioned transition relations provide an alter-
native to monolithic transition relations which may grow too large for certain
problems. A pseudo-root state approach is developed to reduce the number
of states that need to be stored during reachability analysis. A partial order
technique—the sleep set method—is applied to OBDD-based refinement check-
ing, which significantly reduces the verification run-time. The pseudo-root state

xiii



and sleep set methods are synergistically combined to obtain lower space and
time requirements for reachability analysis than either of these techniques alone
can provide. We utilise the full abstraction property of the CSP semantics to
reduce a CSP refinement checking problem into a reachability problem that can
be solved efficiently using OBDDs and enables the application of SAT-based and
semi-formal verification techniques.

The algorithms described in this thesis are implemented in the Adelaide Re-
finement Checking tool.
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Chapter 1

Introduction

Overview

This chapter provides an introduction to the notions of formal verification, model
checking, and concurrent systems, followed by a discussion of the motivation, aims
and achievements of the research presented in this thesis.

1.1 Formal verification in context

Today, computer and electronic systems have become pervasive and ubiquitous.
They can be found in a wide range of devices and appliances from satellites to
personal computers to breadmakers. The need to provide functionality for more
and more sophisticated tasks results in an ever increasing complexity of both
hardware and software. Complexity, on the other hand, brings the potential of a
higher number of defects, or, as they are informally called, bugs.

In genefal, a defect is a failure of a system or product to perform or behave as
expected. However, not all failures are equally undesirable—one may go unno-
ticed whereas another may have serious consequences. Also, not all applications
are equally safety-critical—for example, a failure of the ABS system in a car is
much more likely to lead to a catastrophe and endanger human lives (not to men-
tion the negative publicity and financial repercussions for the car manufacturer)
than a failure of a home appliance.

The above is not to say that defects should only be a consideration in safety-
and life-critical applications. Economic factors are perhaps equally important and
much wider aspects of the need to minimise product defects. In many cases, fixing
a defect in a system after it is built is quite costly—for example, for hardware
such as discrete chips or mobile phones. It is also well known that the earlier a

1



2 1.1. Formal verification in context

defect is found, the less expensive it is to fix [McC98, p. 28-30]. Thus, to ensure
that a product is developed within the required time frame and budget, it makes
a lot of sense to adopt defect counter-measures from the very early stages of its
development,.

In any case, defects cost money and sometimes even human life may be at
stake. Thus, every effort is necessary to prevent bugs from slipping into produc-
tion hardware and software systems.

In general, there are two ways of reducing defects: by using defect prevention
or defect detection methods. Defect prevention measures are aimed at decreasing
the probability of bugs occurring in the first place. In a commercial setup, for
example, the company’s culture, policies and practices as well as the employ-
ees’ attitude and motivation may have a profound effect on the quality of its
products. More specifically, adopting an appropriate production process, such
as the Cleanroom Software Engineering Process [Hea94], the Capability Matu-
rity Model [Dym95] and the Personal Software Process [Hum97], has been shown
to lower, in some cases significantly, the average number of defects per unit of
output.

Defect detection techniques target identifying the problems in order to elim-
inate them. Testing and simulation is one of the most widely used methods for
defect detection. In this approach, the system (or, early in the development pro-
cess, its prototype or simulation model) is subjected to a series of tests for which
the expected behaviour is known in advance. The set of test cases is derived
from the system specification; it is expected that each requirement in that spec-
ification is tested by at least one such test case. When a test uncovers a defect,
“de-bugging” is performed to find the root cause of the problem and eliminate
the bug.

Despite the wide application of testing and simulation, this approach has a
major drawback—passing all tests does not imply that the system is defect free,
because not all possible behaviours may have been exercised by the tests. How
much testing or simulation is enough? Clearly, it is impractical and maybe even
impossible to exhaustively test a moderately complex system under all possible
scenarios. Even if exhaustive testing is feasible, it is non-trivial to ensure that all
scenarios are indeed covered. Therefore, testing and simulation are incomplete
methods for defect detection.

There are many practical cases demonstrating this deficiency of testing and
simulation. One such case that has had most publicity and discussion is the
floating point division bug in the early revisions of the Intel Pentium proces-
sor [MNS95]. It is safe to assume that Intel engineers had run hundreds of
billions of simulation cycles and yet a sizable defect has slipped into produc-
tion silicon costing the company an estimated half a billion US dollars in rev-
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enues. Ironically, quite a few papers appeared after the incident which de-
scribe how it could have been prevented had another emerging methodology that
provides complete coverage—jformal verification—been used instead of simula-
tion [LO95, CGZ96, RSS96, Bry96].

Formal verification [CIMW96, CK96] employs mathematical analysis tech-
niques to prove system properties and correctness as opposed to the inherently
inconclusive result of that system simply passing a set of tests. In the context of
sequential programs, its roots can be traced back to the 1960’s and the work of
Floyd [Flo66] and Hoare [Hoa89], who introduced a technique that would later
become widely known as theorem proving. This method utilises some form of
mathematical logic to describe the system and its desired properties, as well as a
set of inference rules to derive new knowledge (lemmas) about the system from
its basic properties (axioms) and existing lemmas. A proof in this context is
a sequence of inference steps (implications) starting with the description of the
system and ending with the desired property.

Model checking' is another formal verification method first introduced by
Clarke and Emerson [CGP99]. Its basic idea is to go a step further than informal
verification by exhaustively enumerating all possible states in which a system can
be and checking, on a case-by-case basis, whether the desired properties hold for
every state. If the latter is true, then the system as a whole satisfies the property
being checked; if it is false, this method can provide a counterezample—a sequence
of state transitions leading to a state that violates the property. An extensive
reference text on temporal logic model checking can be found elsewhere [CGP99].

Theorem-proving is the more general and thus the more powerful of the two
formal verification techniques. Model checking is generally restricted to the do-
main of finite systems? whereas theorem-proving can handle (through induction
or otherwise) infinitely rich behaviours. However, for theorem-proving to be suc-
cessful in finding the right chain of implications (which involves a search in an
enormous tree of possibilities), assistance from a highly skilled user fluent in both
mathematics and the target domain area is imperative. Therefore, despite the
large number of reported successes in academic papers [CIMW96], the circle of
potential users of this technique appears to be somewhat limited. Moreover, if a
user of a theorem-proving tool is unable to prove a certain property, it may mean
any of the following:

e The user has not spent enough time on the problem;

IThere appears to be some confusion in the literature as to what exactly the term “model
checking” encompasses; we use it to mean any formal verification technique based on state
space exploration of a system’s model.

2There are cases when model checking can handle arbitrarily large systems—see [CGL92,
RGG195].



4 1.2. Verification of concurrent systems

e The user does not have sufficient expertise to properly guide the proof
process;

e The system contains a bug and thus the property is not true.

and there is hardly any indication as to which of the above is the case, how much
more effort is required to complete the proof, or even what the chances are of
finding one.

In contrast, model checking is a completely automated approach-—its users
need only supply descriptions of the system and its desired properties, run an
automated tool utilising the appropriate algorithms, and analyze the results.
In case complete verification is impossible due to resource constraints (space
or time), probabilistic information about the correctness of the system can be
gathered [Hol88]. The ability to provide a counterexample when a property check
fails is a useful aid in debugging a problem. All this makes model checking
attractive for a wide range of potential users and applications.

The advantages of formal verification in comparison to the traditional verifica-
tion techniques are already acknowledged by the industry [Kur97]. Commercial
tools targeted at electronic design, communication and cryptographic protocol
verification and even small embedded systems software verification are being in-
troduced at an ever increasing pace.

1.2 Verification of concurrent systems

Concurrent systems are composed of a number of autonomous sequential compo-
nents which may interact with each other in order to fulfill a common purpose.
They span a wide variety of practical applications, such as communication net-
works and protocols, distributed databases, control systems, operating systems,
and many others.

Concurrent systems differ from sequential ones in a number of ways. Firstly,
there are peculiar concurrent phenomena such as communication and synchroni-
sation, deadlock, and others that do not exist in systems with a single control
thread. Secondly, due to the interactive nature of concurrent systems they can
rarely be considered outside of their intended environment which can itself ex-
hibit complex and unpredictable (nondeterministic) behaviour. Thirdly, the more
complex behaviour of concurrent systems results in a much larger state space that
can, in the worst case, grow at an exponential rate to the number of autonomous
sequential components.

The potentially enormous state space size is not the only measure of the
complexity of concurrent systems. Even systems of moderate size may con-
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tain major design flaws and defects that are hard to spot and expensive to
fix. Holzmann [Hol92] presents an anecdotal example—a mutual exclusion al-
gorithm of just 223 distinct states—which contains multiple defects despite be-
ing inspected and recommended to a customer by a “major US computer com-
pany”. Lowe [Low96] has used the FDR2 model checker [For97] to analyse the
Needham-Schroeder public key protocol and uncovered a security attack which,
quite surprisingly, involves only six message exchanges. This flaw in the crypto-
graphic protocol has gone unnoticed for 17 years since its introduction and, in
the meantime, has been “proven” correct in the literature by several independent
researchers [Low96].

This inherent complexity of concurrent systems makes their design much more
difficult and error prone than that of sequential ones. The development of formal
methods for concurrent systems has tried to alleviate these difficulties by putting
specification, design and verification on a solid mathematical ground. As a part
of this development, a number of process algebras, among them CCS [Mil89),
CSP [Hoa85], and ACP [BK85], have evolved as a basis for concurrent process
calculi.

Because model checking relies on an exhaustive enumeration of the state space
of a model in order to verify a given property, its application to concurrent sys-
tems is complicated by a phenomenon widely known as a state space explosion. It
arises from the fact that models of concurrent systems may grow in size and gen-
eration time exponentially with the number and complexity of their autonomous
sequential components. As an example, consider a system with n components
each with m possible states. Depending on the pattern of interaction, such a
system could have anywhere between a single state (when the composition of the
sequential components deadlocks immediately) to m™ distinct states (when each
process executes with little or no synchronisation with the others).

1.3 State space and model checking complexity

In his seminal work on the CSP framework, Tony Hoare presents the following
argument on concurrent system complexity and the ability of a computer to check
for deadlock using the dining philosophers problem as an example [Hoa85, pages
79-80:

Let us consider an alternative proof method: program a computer to
explore all possible behaviours of the system to look for deadlock. [...]
In the case of a finite-state system like the COLLEGE it is sufficient
to consider only those traces whose length does not exceed a known
upper bound on the number of states. [...] Since each philosopher has
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six states and each fork has three states, the total number of states of
the COLLEGE does not exceed 6° x 3% or approximately 1.8 million.
[..] Since in nearly every state there are two or more possible events,
the number of traces that must be examined will exceed two raised to
the power of 1.8 million. There is no hope that a computer will ever be
able to explore all these possibilities. Proof of the absence of deadlock,
even for quite simple finite processes, will remain the responsibility of the
designer of concurrent systems.

Hoare has concisely captured the fact that no matter how fast and advanced
computers become, there will always be interesting problems that will not be
amenable to automated verification techniques (such as model checking) because
of their enormous state spaces. Some problems intractable by exhaustive ver-
ification may have an analytical solution. For example, it is relatively easy to
come up with a counterexample that demonstrates the presence of a deadlock in
a dining philosophers example with any number of philosophers.

On the other hand, the example that Hoare used to demonstrate his point—
the five dining philosophers problem—nowadays is not being considered chal-
lenging at all. ARC—the tool developed as a result of this work—handles this
example in less than a minute even with the basic pair-by-pair refinement checking
algorithm (see Section 3.3). Furthermore, it has been shown that this particular
problem can be solved for an arbitrary large number of philosophers in logarith-
mic time using a technique known as state compression [RGG195]. Undoubtedly,
the state-of-the-art in formal verification has advanced a lot since the early 1980s,
however, this factor alone hardly explains why Hoare has been so over-pessimistic
regarding the complexity of his example.

Our explanation is that Hoare has not taken into account the difference be-
tween the apparent size of the state space and its actual size. By apparent size
we mean the size obtained by multiplying the sizes of the state spaces of the
sequential components in a concurrent system. This size, as Hoare points out, is
the upper bound of the actual state space size. As we have already pointed out
in the previous section, the actual state space size can be anywhere between one
state (when the system immediately gets into a deadlock) and the apparent size
of the state space. The actual problem size can be smaller than the apparent
one for many reasons, for example because of tight coupling of concurrent pro-
cesses or the use of behaviour abstractions. In the case of dining philosophers,
the actual problem size is constant with respect to the number of philosophers
and forks once all unimportant events are hidden. Arguably, (his is a rare and
most convenient property that is successfully exploited by the state compression
techniques present in the FDR2 tool [For97].
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For many practical problems, the actual state space size is hard determine
analytically, but can be obtained experimentally by reachability analysis. Thus,
the reachable state space size is the more frequently used term in the literature.

To compare the capacity of the tools and techniques devised, researchers al-
most exclusively use a comparison in terms of the number of states that these
tools can handle. However, few of them specify if these numbers are in terms of
the apparent complexity of the problem at hand or the actual reachable size of
its model. For example, the use of models that abstract away the irrelevant de-
tails of the actual problem can alone achieve many orders of magnitude reduction
in the number of reachable states. There have been success reports for a wide
range of problem complexity, from the relatively modest 10%° states [BCM*92]
to the startling 10139 states [CGL92]. Such a disparity of claims is quite likely
to suggest that, in many cases, the apparent complexity of the initial problem
being solved is cited instead of the reachable states of the model on which the
technique actually operates.

There are also factors other than the size of the reachable state space of the
model which make the comparison of different techniques applied to different
problems hard to compare. One such factor is the complexity of the interaction
pattern between the components in a system. The Synthetic example from Ap-
pendix A with its 2'?8 states is much easier to verify than the Solitaire example
which has less than 200 million reachable states, or even the Monkey Puzzle ex-
ample with its 23,000 reachable states. The latter two examples have a rather
complex pattern of interaction between their components which models puzzle
game rules, while Synthetic consists of a large number of processes with very
simple behaviour and no interaction with the rest of the system.

One can make the logical conclusion that a realistic comparison of different
techniques would require that they be applied to the same examples and within
a similar context. Unfortunately, this is rarely possible, because:

e Research papers do not generally include a description of the examples used
in sufficient detail as to reproduce them. Even when enough information is
available, the effort in reproducing the examples may be quite significant;

e The input languages of the available formal verification tools are, in general,
incompatible with each other. Although most tools are distributed with a
set of examples demonstrating their use and capabilities, translating these
into a different language may be non-trivial and requires expertise with
both tools and languages.

The research results presented in this thesis represent a nice exception from the
above problem, because there are two tools—one commercial (FDR2 [For97]) and
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one academic (MRC [BMTV94])-—that are based on the same language (CSP)
and support a sufficiently close input syntax to that of ARC as to allow a com-
parative analysis of the new techniques proposed in the thesis. We have made a
further attempt at avoiding the performance comparison pitfalls listed above by
providing all examples referred to in the text in Appendix A. This includes, for
each example, both a brief description of the problem at hand and appropriately
annotated CSP scripts.

1.4 Research motivation and objectives

The work presented in this thesis was inspired by a demonstration of the FDR1
tool by Formal Systems (Europe) Ltd. [For93] in late 1994. Being able to re-
late two pieces of software was a genuinely fascinating concept to the author. A
literature search on the subject that followed showed that automated formal ver-
ification, although only an emerging technology with little industrial application,
was a very active research area.

The promises of formal verification as well as the challenges that were laying
ahead in making it a viable option for solving real world problems presented just
the right kind of mixture of significance of results, difficulty in problematics, and
personal interest and curiosity of the author. Fortunately, there were and still
are many significant opportunities for improvement, in both space and time, of
the efficiency of state-of-the-art verification algorithms and tools.

At the time, temporal logic model checking techniques [BCM*92] using Or-
dered Binary Decision Diagrams (OBDDs [Bry86]) as a concise representation of
the model were the focus of the research in the hardware verification commu-
nity but had not received the same amount of interest in the concurrent systems
verification area. It was a natural step to investigate the application of these
techniques to the domain of concurrent systems. The CSP framework with its
underlying algebraic language, semantic models and notion of process refinement
was chosen as a foundation for this work due to a number of factors—the back-
ground of the author, the availability of a commercial tool (initially FDR1, then
FDR2 as it became available in 1996) to be used as a reference point, and the
large existing body of research in CSP.

Again in 1994, Barrett et al. published a paper presenting a tool called Milano
Refinement Checker (MRC) [BMTV94], detailing an early attempt at applying
OBDDs for refinement checking of CSP processes®. We have been able to obtain
a copy of MRC from its developers. However, our initial excitement at the oppor-
tunity to observe the advantages that OBDDs have to offer quickly subsided after

3 According to the authors of the MRC tool, it is a precursor to the FDR1 tool.
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MRC had shown performance far below expectations [PY95]. It became clear that
the use of OBDDs alone is no guarantee for success and that a more sophisticated
application of the general OBDD-based model checking approach [BCM*92] is
required to obtain the desired efficiency.

Consequently, the aims of this research are:

e To establish the viability of OBDD-based formal verification for a concur-
rent process algebra (CSP);

e To compare the OBDD-based refinement checking techniques with state-
of-the-art explicit state space representation approaches that make use of
advanced methods such as on-the-fly verification and state compression
(both are available in the FDR2 tool);

e To provide a criterion that can reasonably predict the expected performance
of the refinement checking algorithm developed based on properties of the
problem models;

e To further develop reachability analysis and formal verification techniques
that can handle larger systems than previously possible by developing a set
of algorithms addressing the potential bottlenecks in model checking;

e To develop experimental implementations for the devised techniques in a
research tool.

1.5 Achievements and contribution

This thesis presents the results obtained by the author in pursuing the aims
outlined in the previous section. This section offers a summary of the thesis
contents emphasising the relevant achievements and contribution.

Chapter 2 presents the background for this work. It outlines the CSP frame-
work, defines the subset of the CSP algebra that is considered in the thesis, and
introduces the reader to the notion of refinement and equivalence in three CSP
semantic models. A definition of Labelled Transition Systems (LTS) and oper-
ations on them is followed by an introduction to the Ordered Binary Decision
Diagrams (OBDD) data structure and algorithms. The chapter concludes with
brief descriptions of several academic and commercial formal verification tools
relevant to this work.

Chapter 3 is concerned with techniques and algorithms for deriving an LTS
representation of CSP terms and compiling them into an OBDD form using a
syntax-driven approach. This translation is shown to be more eflicient than
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existing methods and supports advanced features such as parameterised recursion,
identifiers, expressions and channel input/output. A technique for re-encoding
of the OBDDs of sequential components often reduces considerably the size of
the final transition relation and is computationally inexpensive. OBDD-based
algorithms for computing process refusals and divergences are presented. To
overcome early OBDD size blow-up for the refusals relation the latter is kept
in an implicitly conjunctive form. A basic pair-by-pair procedure for refinement
and equivalence checking of compiled process semantics in any of the three CSP
models is developed, and its performance on a range of examples presented in
Appendix A is studied. We discuss the strengths and weaknesses of this algorithm
compared to state-of-the-art explicit model checking, and elaborate on the most
likely bottlenecks of the overall verification approach developed in the chapter.
Each of these bottlenecks is addressed separately in the following chapters.

Chapter 4 addresses the danger of OBDD blow-up when compiling very large
process descriptions. A non-monolithic form of OBDD-based LTS representation
referred to as Hierarchical Partitioned Transition Relation (HPTR) is developed.
The structure of the latter closely reflects the synchronisation patterns of the
individual components (leaf processes) in the concurrent system. To operate on
HPTR, the pair-by-pair refinement checking algorithm from Chapter 3 is en-
hanced with an algorithm performing recursive image computation over HPTRs.
The trade-offs between time and space requirements offered by this approach are
studied experimentally using its implementation in the ARC tool.

The need to store all reached states in a reachability analysis algorithm is alle-
viated in Chapter 5. This is achieved by selectively discarding states that cannot
be reached from outside of the reached state space. Such states are called Pseudo-
Root States (PRS). A modified reachability analysis algorithm that identifies and
discards PRSs from the set of reached states as early as possible is developed,
and its theoretical worst-, best- and average-case complexity is analysed. Again,
the PRS method is implemented in ARC and is shown experimentally to provide
a more than 16 fold reduction in reached state storage requirements.

Chapter 6 explores a different avenue to performance improvement—that of-
fered by partial order methods. It introduces a method for the computation of the
event dependency relation that is then used to implement the sleep set technique
for reachability analysis which can greatly reduce the number of transitions to be
traversed in state space exploration. Experiments with the ARC tool confirm the
positive effect of using sleep sets—the total run-time for verification checks can
be reduced by a factor of two to three. A reachability algorithm that combines
the advantages of both pseudo-root states and sleep sets is developed and is ex-
perimentally shown to deliver much greater space savings than the one presented
in Chapter 5. For one of the examples used, the peak number of stored states
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grows linearly with the size of the problem (number of processes).

Most of the algorithms and techniques presented throughout this work are im-
plemented in a research tool called Adelaide Refinement Checker (ARC). Chap-
ter 7 offers a brief overview of the tool’s design and architecture details, user
interface provided in terms of command-line options, as well as a concise user
guide.

Chapter 8 covers a number of topics for future research extending the work
presented in this thesis. An application of full abstraction in CSP that allows
the reduction of a refinement checking problem to a reachability problem is pre-
sented. This addresses one of the bottlenecks of the basic pair-by-pair refinement
checking algorithm from Chapter 3—the fact that it operates on a single pair of
states at a time. This technique relies on obtaining an observer process from the
specification process in the refinement check and composing the observer with
the implementation process to obtain a composite process with an unlabelled
transition relation for which breadth-first OBDD-based reachability analysis is
quite efficient. Other incremental extensions of our work such as algorithms
for OBDD-based state compression similar to those implemented in the FDR2
tool [For97] and other partial order reduction techniques are discussed. Two new
promising verification research areas—SAT-based formal verification and semi-
formal verification—are also introduced in the context of the work presented in
this thesis.

Chapter 9 reflects upon the major results of this research and lists other
threads of research and development spawned from our work.
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Chapter 2

Background

Overview

This chapter provides the necessary background information for the thesis. It out-
lines the CSP framework with its language, semantic models, and refinement and
equivalence relations between processes expressed in CSP. This chapter presents
a definition for nondeterministic ITSs and operations on them as well as an in-
troduction to the OBDD data structure and algorithms. It concludes with brief
descriptions of several verification tools relevant to our research.

2.1 The CSP framework

2.1.1 Overview

Communicating Sequential Processes (CSP) is an algebraic framework for con-
current systems originally conceived by Tony Hoare [Hoa78, Hoa85]. Since its
inception, a considerable amount of research, refinements, extensions, and expe-
rience with CSP and its applications has been accumulated. Today, the CSP
framework entails a well developed algebraic notation with a corresponding set
of laws [Hoa85], a hierarchy of semantic models [Hoa85|, a standard text-based
notation [Sca92, Sca98], a formal theory of refinement, equivalence, and compo-
sitional verification [Ros94], and a commercial refinement checking tool [For97].

The simplicity, elegance, and notational power of CSP have had influence
well beyond the boundaries of the concurrency research community. Examples
of that are too many to mention exhaustively. The occam programming lan-
guage [Inm88b| and its hardware implementation—the transputer machine in-
struction set [Inm88a]—evolved from the fundamentals of CSP. An asynchronous

13
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hardware design language called the Delay Insensitive Algebra (DIA) [JU91] is
also heavily influenced on CSP. The semantic models of CST> have been used to
describe the operators of the industrial SDL language [EHS97].

A book by Roscoe [Ros97] provides a comprehensive view of the current sta-
tus of CSP, covering twelve years of research since the definitive introduction of
CSP [Hoa85]. Most of the CSP notation used throughout this thesis is adopted
from Roscoe’s book.

The notions of an event and process are central in CSP. Events are instanta-
neous, that is, it is assumed that they take no time to execute, and atomic, i.e.
they have no structure. Events can be observed and their occurrence recorded as
a sequence of events—a trace. Traces do not capture the potential simultaneity
of event occurrence; if two or more events happen at the same time they can be
recorded in any sequence (interleaving).

A process in CSP is an abstraction of behaviour (patterns of event occur-
rences). The externally observable behaviour of a process is the occurrence of
a sequence of events. The set of all events that a process may ever perform
constitutes the alphabet of that process.

There are two special events in CSP—7 denotes the invisible (silent) event,
and v* (pronounced tick) is used to signal process termination. Although 7 events
are not externally observable, they play an important role in the operational
semantics of CSP and specifically in the semantic definition of the hiding operator
(see below). The v event, on the other hand, is externally observable and its
purpose is the communication of the successful termination of a process. To
acknowledge the special nature of 7 and v', neither of these events can be a
member of a process alphabet. In other words, alphabets contain only visible
events different from v* and 7.

Processes in CSP execute concurrently and can interact by participating
jointly in the same event. An event can only occur if all processes which have to
participate in it agree to perform it. Thus, CSP provides a synchronous (block-
ing) model of concurrency. A distinctive feature of CSP not present in many
other algebras, e.g. CCS [Mil89] and ACP [BK85], is that it provides for more
than two processes to participate in the same event.

Concurrency of process execution is captured through interleaving. As a con-
sequence, any composition of concurrent processes can be reduced to a single
nondeterministic process that exhibits the same behaviour as that set of pro-
cesses.

The set of processes with which a process communicates constitutes its en-
vironment. For example, the environment of a vending machine is its customer;
the environment of a dining philosopher are the forks on both sides [Hoa85]. In
many cases, the environment of a process restricts the set of possible behaviours
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that can be exhibited by that process, taking control over the choices offered by
it. This is discussed in more detail in the next section.

2.1.2 Syntax and operators

Before we discuss the syntactical form of CSP processes, we need to introduce
the following notations:

Notation 1 Events are denoted by a, b, c, ..., and sets of events are denoted by
AB,C,...

Notation 2 Processes are denoted by P, Q, R, .. ..
Notation 3 The alphabet of a process P is denoted by a(P).

Notation 4 The universal alphabet is denoted by . It does not include 7 or
v.

Syntactically, processes in CSP are formed from events and a set of basic
processes and operators. This work considers the value-passing subset of CSP
with some extensions, but not all derived operators such as A (interrupt). The
syntactic constructs of this subset are defined as follows:

P:Stop’Skip|a—>P|Pl:lQ|P|‘lQ’P;Q’ (2.1)
P\A'ch?x—)P(a:)|ch!expr%P}PuQ|P|||Q|

f[P] | uP e F(P) ’ if Cond then P else @)

where P(z) denotes process P in which all occurrences of z are substituted by the
value of z, f : ¥ — X is an event renaming function, F' is a continuous function
between processes, and Cond is a boolean condition.

A process description formed by the above productions is called a process

term. The replicated versions of operators O, M, and || are not included in
A

Equation (2.1), because these operators provide merely a shortcut notation, i.e.
syntactic sugar facilitating concise CSP descriptions. In what follows we provide
a brief description of the basic processes and operators that form process terms:

Stop This basic process can perform no event whatsoever. Tt
is used as a model of deadlock—a process in a state in
which no further progress is possible.
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Skip

POQ

PrQ

P\ 4

ch?z — P(x)

chlexpr — P
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This basic process is used to model successful termina-
tion. It performs the special event v', and is normally
used in conjunction with the sequential composition op-
erator (see below).

Prefix operator. This process performs event a and then
behaves as P.

External (deterministic) choice operator. This process
behaves as either P or (), depending on the first event
offered by the environment. If the first event can be
performed by P only, then P is chosen for execution. If
the first event can be performed by @ only, then P O @
behaves as ). If both P and @ can perform the first
event provided by the environment, the choice between
them is nondeterministic.

Internal (nondeterministic) choice operator. This process
behaves as either P or ¢ with the choice between them
made internally (invisibly) without the control, partici-
pation or knowledge of the environment.

Sequential composition operator. This process behaves
as P until P terminates (performs the v* event), and as
@ afterwards.

Hiding operator. This process behaves as P but with
the events from A are concealed (hidden) from its en-
vironment, and cannot be observed when they occur.
Note that v cannot be hidden. This operator abstracts
away the events in A from the observable behaviour of
P. Thus, P \ A generally has a simpler observable be-
haviour than P.

Channel input. This process waits for data on channel
ch, binds the identifier z with the input value, and then
behaves as P(z), e.g. as process P in which z is substi-
tuted with the input value.

Channel output. This process outputs the value of the
expression expr on channel ch and then behaves as P.
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Pl Q
A

Pl @

1P

uP e F(P)

if Cond then
P else )

Parallel composition operator. In this process, P and @)

execute concurrently while synchronising over the events
in A.

Interleaving operator. In this process, P and @) execute
concurrently without synchronisation. For all intents and
purposes this is the same as P || Q.

0

Renaming operator. This process executes the event f(a)
whenever the process P can engage in the event a. The
renaming function does not affect v' events. In most
practical uses of renaming, f : ¥ — X is an injective
(one-to-one) function [Ros97, p. 87]. Note that the hiding
operator is a special case of process renaming.

Recursion operator. This process is the solution to the
equation P = F(P), where F(P) is a process term us-
ing P in its definition. In practice, process definitions
often make use of parameters (further discussed in Sec-
tion 3.2.2), but we ignore this here for conciseness of pre-
sentation.

Conditional statement, in which Cond is a boolean ex-
pression over variables whose value has been set either
through channel input or recursion. This process behaves
as P if Cond is true, or as @ if Cond is false.

17

Constructing a model of a realistic concurrent system in CSP usually involves
the formulation of a number of processes that are later combined to form a single
system. For this reason, CSP tools like FDR [For97] read CSP scripts which
contain a collection of possibly recursive process definitions in the form®:

P; = Fi(P;)

Example 1 A one-place buffer which inputs a value from channel in and outputs
it on channel out can be defined as:

COPY (in, out) = in?z — outls — COPY (in, out)

LOf course, actual CSP scripts contain other elements, such as channel definitions, but these
are beyond the scope of this introduction to CSP.
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2.1.3 Semantic models

There are three semantic models of CSP processes which form a hierarchy with
an increasing degree of expressiveness and detail. In other words, the more ex-
pressive model captures all semantic distinctions made by the less expressive one
while introducing an additional semantic distinction. As a result, two processes
indistinguishable in the less expressive model may be recognised as being different
in the more refined model.

Traces model

As discussed in Section 2.1.1, a trace of a process is a sequence of visible events
in which it may engage.

Notation 5 Traces are denoted by s, ¢, .. .; we write s = (a, b, ¢) to mean a trace
of events a, b, and c, in this order. The empty trace is denoted by (). The length
of a trace s is denoted as #s. The concatenation of two traces s and ¢ is denoted
as s°t. If 0 < i < #s, then s; denotes the i-th event in s.

A process can be associated with a number of traces observed at different
times and even different “runs” of the process. Traces consist of observable events
including termination as denoted by v'. Note, however, that v' can only be the
last event in a trace of a process.

Notation 6 The behaviour of process P after it has engaged in trace s is denoted
by P/s.

Notation 7 A* denotes the set of all finite sequences over A.

Notation 8 A™ denotes the set of all non-empty finite sequences over A.

Notation 9 A" denotes the set of all sequences of length n over A.

Notation 10 The set of all traces of a process P is denoted by:
traces(P) C X" U{s"(v) |s € ¥}

Definition 1 The state of process P after it has engaged in trace s € traces(P)
captures the behaviour of P/s.

In the basic traces model 7 the semantics of a process P is given by traces(P).
In other words, the semantics of a process is characterised entirely by its externally
observable behaviour. The traces model allows the formulation (and, as we shall
further show, proof) of some important properties of a process, for example:
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e A certain event can never happen;
e Event b can only occur after event a, etc.

On the other hand, externally observable behaviour is not sufficient to recog-
nise nondeterminism which is an internal process property that cannot be influ-
enced by the process environment. The traces model cannot distinguish between
deterministic and nondeterministic processes since [Hoa85:

traces(P O Q) = traces(P M Q) = traces(P) U traces(Q)

Clearly, a more expressive semantic model is required to capture nondeter-
minism.

Stable failures model

To distinguish between deterministic and nondeterministic processes, the notion
of refusal sets is introduced in CSP [Hoa85]. A refusal is a set of events a pro-
cess may refuse to engage in after a particular trace no matter how long these
events are offered by its environment. Thus, refusal sets carry information about
behaviours that a process may refuse to engage in. By definition, a state of a
process from which the internal event 7 can be performed does not contribute to
the refusals of the process, because the process will eventually engage in 7 and
leave that state.

To understand how refusals help distinguish nondeterministic from determin-
istic behaviour, consider the processes R = P O ) and R' = P 1M . Process
R cannot refuse to engage in any event that either P or ¢ can participate in.
Process R’, on the other hand, may refuse any event from the refusal set of P
if it chooses to behave as P, and can similarly refuse anything that @ can if R’
behaves as . Thus, the initial refusal set (that is, the refusal set of a process
after trace ()) of R’ is the union of the initial refusal sets of P and @ and is
different from the initial refusal set of R.

Clearly, if a process may refuse a set of events A, it will also refuse any B C A.
A mazimal refusal is the set of the largest sets of events a process may refuse after
a particular trace. As will become clear in the next chapter, maximal refusals are
much more convenient to manipulate in a computer program for the purposes of
automated refinement checking [Ros94]. Since refinement checking is the main
focus of this work, for convenience and conciseness maximal refusals are used
throughout the thesis instead of the standard definition of refusals from previous
work [Hoa85, Ros97].

The process termination event v' plays a special role with respect to the
refusals of a process. A process that is ready to terminate (i.e. perform V)
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can refuse to engage in any event other than v'. Also, a process that has already

terminated cannot perform any more events and, therefore, has a maximal refusal
of {X}.

Notation 11 The powerset of a set X is denoted as:
P(X)={Y | ¥ C X}

Notation 12 The maximal refusals of a process P after trace s are denoted by
refusals(P/s) C P(Z).

This allows the stable failures of a process P to be defined as:
failures(P) = {(s, refusals(P/s)) | s € traces(P)}

The semantics of a process P in the stable failures model F is given by
failures(P). This provides a formal treatment of nondeterminism and deadlock
in a very elegant way. A deterministic process has a unique maximal refusal af-
ter any trace. In contrast, a process P that is nondeterministic after a trace s
may contain more than one set of events in refusals(P/s). A deadlocked process
refuses to engage in any event from ¥, therefore, its maximal refusal is {X}.

Failures-divergences model

A divergent process is one which may perform an infinite unbroken loop of in-
visible events. Such a process is totally out of the control of its environment—a,
behaviour that is most likely unwanted in practice. More importantly, a diver-
gent process can refuse to engage in any event, much like the deadlocked process.
Thus, F fails to differentiate between divergent and deadlocked processes.

CSP does not model the behaviour of a process after it diverges [Ros97].
Instead, any two processes that can diverge are assumed to be equivalent, and
any process that can diverge after trace s may choose to do so after any trace
prefixed by s.

Notation 13 The set of traces after which a process P may diverge are denoted
by divergences(P). This set is closed under the prefix operator, i.e.:

s € divergences(P) = {s"t | s"t € traces(P)} C divergences(P)

In the failures-divergences model the definition of failures for a divergent trace
differs from the stable failures model and needs to be extended (closed up un-
der divergence) in order to reflect the choice of not being able to see beyond
divergence:

failures | (P) = failures(P) U {(s,T) | s € divergences(P)}
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A process P in the failures-divergences model A is characterised by the pair:
(failures | (P), divergences(P))

Thus, N augments the failures as used in F with explicit and complete in-
formation about the traces after which a process diverges. Consequently, the
failures-divergences model distinguishes between deadlocked and divergent be-
haviour.

2.1.4 Refinement and equivalence relations

The algebraic framework of CSP provides means for comparing (or relating)
two syntactically different descriptions of a concurrent system. Traditionally,
most process algebras define an equivalence relation between processes. In this
context, equivalence means having same behaviour in some well defined sense
within a semantic model. Such equivalence relations are often based on bisimu-
lation [Par81, Mil89, FM91].

CSP formalises the notion of refinement or implementation between processes.
In general, it is said that process @ refines process P (denoted as P C Q) if and
only if all possible behaviours of @ are also possible behaviours of P. In this
definition, P plays the role of the specification, and @ is the implementation
process.

As the semantic models of CSP define process behaviour in three different
ways, there are three different refinement relations defined as follows:

Definition 2 Traces refinement, denoted as P T+ @, is defined as follows:
P Cr Q = traces(Q) C traces(P)
Definition 3 Failures refinement, denoted as P Cx (), is defined as follows:
PCrQ=PCr QAVs € traces(Q) : refusals(Q/s) C refusals(P/s)

Definition 4 Failures-divergences refinement, denoted as P Ty @), is defined as
follows:

P Cy @ = failures | (Q) C failures, (P) A divergences(Q) C divergences(P)

The definitions of refinement in F and A models presented above differ
slightly in appearance from those given elsewhere [Hoa85, Ros97]. Our defini-
tions make use of maximal refusals and it is trivial to show that these definitions
are equivalent to previous ones [Hoa85, Ros97).
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CSP also defines an equivalence relation between processes that is based on
rcfinement rather than bisimulation. It is said that process P is equivalent to
process () (denoted as P = @) if and only if both P C @ and @ C P hold. Again,
the equivalence relation can be applied in any of the three semantic models T,
F, and M. As equivalence in CSP is defined in terms of refinement, any result
obtained for the latter would also be applicable to equivalence.

2.1.5 Refinement checking

Now that the notions of refinement and equivalence in CSP are formalised, a
valid question is: Given a pair of processes P and @, how to perform refinement
checking (i.e. check whether P C @)? Another related important question is:
can refinement checking be automated, to what extent, and how efficient would
the relevant algorithms be in terms of space and time?

One possible approach is to use the algebraic laws of CSP [Hoa85, Ros97)
to transform P and (@ syntactically until refinement can be decided. The main
attraction of this method is that the proof can be handled using the equational
(axiomatic) laws purely at the syntactic level. De Nicola et al. [NIN89] utilise this
idea in the context of the CCS algebra [Mil89] using term rewriting techniques.
This approach has also been demonstrated by Hoare throughout his book [Hoa85];
however, it has been only used to show equivalence, not refinement. Moreover,
for a lack of a clear strategy in applying the algebraic laws, an automated imple-
mentation of this method would likely require an automated theorem prover and
the assistance of an experienced user for any but the simplest processes [NIN89].

Another approach to refinement checking is to derive the denotational seman-
tics of the two processes and then compare them. Clearly, this method can be
completely automated; however, it has two major drawbacks. Firstly, the traces
or divergences of a process may be infinite, and secondly, the space requirements
for representing all traces, refusals, and divergences for both processes may be
prohibitive.

A third approach is to exploit the operational semantics of CSP [JH93, Ros97]
and represent the semantics of the CSP processes in the form of a labelled tran-
sition system. This method, previously suggested and proven in the context of
temporal logic model checking [CES86], has been also acknowledged as most vi-
able for checking refinement in CSP [Ros94]. Despite the fact that this approach
is, in general, only applicable to finite systems, there are cases when it can be used
on arbitrarily large examples [CGL92, RGG195]. Not surprisingly, this approach
forms also the basis of the work presented in this thesis.
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2.2 Labelled Transition Systems (LTS)

Labelled Transition Systems (LTS) are widely used to model both hardware and
software systems. One of the earliest attempts to use LTSs for the verification of
concurrent systems can be traced back to the work of Keller [Kel76], whose main
ideas are still valid and applicable. In general, an LTS contains a set of states,
a set of labels, and a set of transitions between states. Each transition may be
associated with one or more labels as defined by a labelled transition relation
between states. Thus, an LTS can be represented as a directed graph the vertices
of which are the states of the LTS, and the labelled edges of the graph correspond
to the labelled transitions of the LTS.

The semantic interpretation of an LTS is as follows: starting from one or more
initial states, the outgoing transitions are followed and the actions implied by the
labels of those transitions are performed. An LTS is deterministic if there is no
state in the LTS that has two or more outgoing transitions that lead to different
states but are labelled identically, and the set of initial states contains only one
state. If either of these conditions is not met, the LTS is nondeterministic. In
a deterministic LTS, the sequence of labels of the followed transitions uniquely
identifies the state from which the next transition will be chosen; this property
does not hold for nondeterministic LTS. An LTS is finite if the set of states and
labels in it is finite.

The basic definition of LTSs described so far can be further extended in a
number of ways to better suit a particular purpose. For example, finite state
automata [HU69] include the notions of input and output events as well as final
(accepting) states. One specific instance of finite state automata applicable to
temporal logic model checking is the Biichi automaton [Buc62]. Finite state au-
tomata have a variety of applications ranging from computation theory, languages
and regular expressions to digital logic design.

Roscoe et al. [RGG195] have defined a so called Generalised LTS (GLTS)
with application to state compression and LTS semantics representation of CSP
processes in the FDR2 tool [For97]. In a GLTS states may be labelled with
additional CSP-specific semantic information, such as maximal refusals and a
divergence flag. It has been shown that a GLTS often provides a more concise
representation of CSP semantics than an LTS. However, process semantics are
by necessity first obtained in LTS form; the translation to a GLTS is a compu-
tationally intensive step that is acceptable only for LTS of a relatively small size
or when run-time advantages are expected to offset the translation costs (e.g. for
the purposes of state compression).

Another specialised LTS derivative called Labelled Formal Concurrent Sys-
tems (LFCS) [God94] has been developed as a modeling framework that can
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capture a wide variety of concurrent systems and communication mechanisms.
LFCSs are general enough to distinguish between processes and objects on which
these processes operate as well as differentiate between control and data states.
Processes are allowed to communicate synchronously or asynchronously by means
of message passing or shared objects.

In this thesis, we use a generic version of finite nondeterministic L'TSs for the
representation of the semantics of CSP processes. Our choice is based on a num-
ber of considerations. Firstly, the operational semantics of CSP—an essential
element in the automated refinement checking approach—is provided in terms
of labelled transition systems [JH93, Ros97]. Secondly, we choose to use finite
LTSs because a central topic of this thesis—formal verification through model
checking—requires the construction of a complete model of the concurrent sys-
tem under consideration. Thirdly, a nondeterministic LTS can be encoded and
traversed efficiently using OBDDs (see Section 2.3), while an LTS with a more
complex structure of states and/or labels (such as GLTS or LFCS) may not be as
easily represented and manipulated in OBDD form. Thus, we have found finite
nondeterministic LTS ideally suited for our purposes. In our opinion, based on
extensive experience and experimentation, there are no substantial advantages to
be had by adopting a more elaborate formal semantic model such as GLTS or
LFCS.

In what follows we present a formal definition of finite nondeterministic LTSs
and a set of operations that are used throughout this thesis.

Definition 5 A finite nondeterministic LTS £ is a tuple £ = (S, &, R, T), where:
e S is a set of states;

e £ is a set of events (transition labels). £ may contain the special events 7
and v';

e R CSXxE XS is alabelled transition relation;
e 7 C S is a set of initial states.

In the rest of this thesis, the term LTS is used to mean finite nondeterministic
LTS unless otherwise noted.

Notation 14 We use vy, A, 0 € S to denote statesin £, and ", A, © C S to denote
sets of states in L.

Definition 6 An event a € £ is said to be enabled in the state A € S if and only
if there exists a state v € S such that A % v € R. Otherwise, a is said to be
disabled in ).
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Definition 7 Given a transition relation R, we define its transitive closure R*
as:

RY = {71 “ "y | Hi ) i 5 7 € RY

Definition 8 Let a* denote the possibly empty sequence of a events and T" C S.
We define the following functions:

= {A|3FyecT,acE: vy >3 XeR}
) = {A|3IyeT,ac€: A3 veR}

Image (T, L)
(T, £)

TouEzpand(T,£) = {A|3yeT:yDAeRY V7S AeRT}
(T, L)
(T, £)

)

BackImage

BackTauEzpand {AMIAyeT: 2D yeR"}
NextEvents {a | I € TauEzpand(T, L),0 € S :
ASOERNa#AT)
NextStates(T, A, L) = {0| 3\ € TauEzpand(T,L),a € A: X >0 € R}

1

)

)

Let us briefly describe the meaning of the functions defined above. Image
computes the set of states reachable from a given set of states I' via a single
transition. This operation is the basis for one of the fundamental algorithms
used in formal verification: reachability analysis (see next section). The states
computed by Image are often referred to as successors of I'. Similarly, BackImage
computes the set of states (the predecessors) from which a given set of states T
can be reached through a single transition.

The other four functions are specific to the refinement checking algorithms
presented later in this thesis. The function TauFzpand computes the set of states
reachable from a given set of states through a possibly empty sequence of invisible
(1) transitions followed by at most one v transition. Its purpose is to compute
all possible states in which a process may be after a particular trace, including
the possibility for a process to terminate (see Section 3.3). BackTauEsgpand, on
the other hand, computes the set of states from which a given set of states ' can
be reached through zero or more invisible transitions, and is used to compute the
divergences of a process (refer to Section 3.3.1). NextEvents computes the set of
visible events possible from the set of states I', whereas NextStates computes the

set of states reachable from a set of states I' through a single event from the set
A.

2.2.1 Reachability analysis

In order to check a global property of a system modelled as an LTS, the set of
all reachable states has to be explored. A state is reachable if there exists a
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sequence of transitions that connects an initial state of the LTS with that state.
The process of exhaustive state space exploration of a finite model is frequently
referred to as reachability analysis, LTS traversal, or state space traversal.

In general, reachability analysis starts from the initial set of states in a LTS
and follows all possible transitions. This approach is sometimes referred to as
forward reachability analysis. Any state that is reached is added to the set of
reachable states. If the LTS is finite its traversal is guaranteed to complete.
Transitions can be explored in any sequence, however, two strategies—depth-
first and breadth-first search (DFS and BFS for short)—have gained particular
popularity.

If one merely needs to check if a particular set of states I" are reachable
from the initial LTS states, another form of state space traversal—backwards
reachability analysis—can be applied. In this approach, state space exploration
starts from I' and proceeds backwards in the reachability graph, keeping track
of all states reachable in this fashion. If any of the initial states of the LTS are
encountered during the backwards state space traversal, then at least one of the
states in I' is reachable from the initial states.

Algorithm 1 computes the reachable states of an LTS using the breadth-first
exploration technique. Two sets of states are used: Frontier contains the most
recently reached states the successors of which are yet to be explored, and Reached
which accumulates all reached states. The LTS traversal starts from the set of
initial states Z and proceeds iteratively within the while loop. The n-th iteration
of this loop computes all states that are reachable from the initial ones through
a sequence of exactly n transitions.

Algorithm 1 Reachability analysis using breadth-first search
Require: An LTS L
Ensure: Reached contains the set of all reachable states in £
Frontier <+ 1
Reached + T
while Frontier # () do
Frontier < Image(Frontier, L) — Reached
Reached <+ Reached U Frontier
end while

Algorithm 2 computes the reachable states of an LTS using the depth-first
exploration technique. In this algorithm, Stack contains the set of states to be
further explored, and Reached again accumulates all reached states. Similarly to
Algorithm 1, DFS-based reachability analysis starts from the set of initial states
Z, however, a recursive rather than iterative approach is used for the exploration
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of the state space. The recursion is implemented by the procedure DFS. Unlike
the BFS strategy, the DFS algorithm does not explore new reachable states in
the order they were reached, instead, a last-in-first-out (LIFO) order is used.

Algorithm 2 Reachability analysis using depth-first search
Require: An LTS £
Ensure: Reached contains the set of all reachable states in £
procedure DFS
Pop vy from Stack
Reached < Reached U {~}
for all A € Image({7}, L) do
if A & Stack U Reached then
Push X onto Stack
call DFS
end if
end for
end procedure
{Start of the Algorithm}
Push Z onto Stack in any sequence
Reached < ()
call DFS

The theoretical complexity of reachability analysis with DFS and BFS explo-
ration strategies is the same, since every reachable state and transition is visited
exactly once. From the practical point of view, however, one may be chosen over
the other depending on other considerations. In refinement checking CSP, for
example, it is advantageous to find the shortest trace that shows the difference
in behaviour between two processes in order to aid the analysis of the problem.
This is easily achievable with BE'S] while computing the shortest trace with DFS
requires the complete exploration of the LTS. On the other hand, if reachability
analysis has to maintain additional information on a per state basis (as is the case
with sleep sets in Chapter 6) DFS may offer substantial space benefits compared
to BFS.

For a further discussion of various reachability analysis techniques and the
enhancements proposed by the author refer to Chapters 5 and 6.

2.3 Ordered Binary Decision Diagrams (OBDD)

Binary Decision Diagrams (BDDs) are rooted acyclic directed graphs that have
been independently introduced by Lee [Lee59] and Akers [Ake78] as a represen-
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tation of boolean functions used to model digital circuits’ behaviour. It has been
shown that BDDs may potentially be much more concise than classic represen-
tations of boolean functions, such as truth tables or Karnaugh maps [Ake78|.

Bryant [Bry86| further refined the work of Lee and Akers. He suggested a
restricted form of BDDs commonly referred to as Ordered BDDs (OBDDs)?.
OBDDs impose a strict total order of variable occurrence in their graph and con-
tain no identical subgraphs [Bry86]. This brings about two important properties
of OBDDs:

e They are canonical representations, that is, two boolean functions will be
represented by the same (isomorphic) OBDD graphs if and only if they
are equal. Consequently, testing of equivalence of two boolean formulae is
reduced to checking graph isomorphism of their OBDD representations;

e There are efficient graph-based algorithms for OBDD manipulation, which
cover the full set of boolean operators from predicate logic. The time com-
plexity of all binary operations is polynomial.

Essentially, an OBDD represents a boolean function f : B® — B, where
B is the boolean domain: B = {0,1} [Bry86]. The underlying data structure
is a rooted directed acyclic graph the nodes of which are labelled with a single
boolean variable, and have two outgoing edges marked with 0 and 1 that represent
the boolean constants true and false, respectively. There are also two terminal
nodes labelled with 0 and 1, which represent the value assumed by the boolean
function for a given assignment to its variables. As an example, the OBDD graph
representation of the function:

[y, 2) = (@ Ay)V(yA2)V(zAx)

assuming a variable ordering z < y < z, is shown in Figure 2.1. To evaluate
a boolean function given its OBDD and a particular variable assignment, one
has to start from the root node and follow the edge labelled with 1 or 0, de-
pending on the value of the variable at the current node. When a terminal node
is reached, its label contains the value assumed by the function for the chosen
variable assignhment.

Variable renaming and existential quantification are two important operations
for traversing labelled transition relations (see Section 2.3.3). Variable renaming

%In the literature, these are sometimes also referred to as Reduced Ordered BDDs (ROBDDs).
There is also a large number of other BDD-based data structures [Bry95], but OBDDs are still
the most widely used in practical applications because of the maturity of their algorithms and
abundance of available OBDD packages.
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Figure 2.1: OBDD for function (z A y) V (y A 2) V (2 A x)

substitutes occurrences of certain variables in a boolean function f with others

according to a mapping and is denoted as f ‘[ gl Existential quantification
mapping
over a single variable v in a boolean function f is defined as:

H'Uf - f Iv:OV f ’fu:l
and can be trivially extended to a vector of boolean variables V:

3y f=3,3,---3,.f

The size of an OBDD is measured by the number of nodes in its graph. OBDD
size for a given boolean function is very sensitive to the chosen variable order-
ing [Bry86, Bry92|, and in the worst case it can be exponential to the number
of its variables. Although finding an optimal variable ordering is shown to be a
coNP-complete problem [Bry86], some simple heuristics combined with empiri-
cal data available in the literature provide very good results for several classes
of boolean functions including those used for encoding labelled transition rela-
tions [Bry92, ATB94].

A number of fundamental mathematical objects such as sets, tuples, relations,
and transition systems can be compactly represented and efficiently manipulated
as OBDDs. A mapping (encoding) is required to translate these objects from
their original domains into the domain of boolean functions. In the next few
sections we discuss how this is achieved in practice.

2.3.1 Representing sets as OBDDs

Cerny and Marin [CM77] have suggested using so called characteristic functions
in order to represent and manipulate finite sets in terms of boolean functions. In
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this section, a slightly modified version of their approach is presented.

Let D be a finite domain with m elements: D = {d;}72,. Let Vp be a vector
of n > [logy(m)] boolean variables (v, v, ..., vP). Let a literal be a boolean
variable or its negation. It is possible to assign a literal from Vp to each element
of D by means of a mapping function {p : D — (B™ — B) such that:

Ve,ye D:x#y=&p(z) Nép(y) =0
Definition 9 The characteristic function vp : P(D) — (B" — B) ofaset § C D

is defined as:
vp(S) = \/ ()
z€ES
The variables from the vector Vp, in terms of which the characteristic function
vp is encoded, are called support variables, and the vector Vp itself is called the
support vector of the encoding of the domain D. Intuitively, the characteristic
function evaluates to 1 for all variable assignments corresponding to members of

S, and is O for all other assignments. From this definition of v it is easy to see
that for 7, > C D, the following equations hold [Bry92]:

I/D((D) =0
I/D(Sl U Sz) = I/D(Sl) V I/D(SQ)
I/D(Sl N Sz) = I/D(Sl) A I/D(SQ)
)

e Z/D(Sl) A l/D(Sg)

2.3.2 Representing LTSs as OBDDs

In a given LTS £ = (S,&,R,T), we can think of § and £ as domains of all states
and all events, respectively. Thus, any subset of states ' C S (including Z) can
be encoded as vg(I') and any set of events A C £ can be represented by vg(A).
To find a suitable representation for R, recall that R C & x & x §. Clearly,
the two S domains from the relation should be encoded using a different set of
variables. It is possible to use two completely different characteristic functions for
that, however, for the purposes of traversing (exploring) the LTS £ (described in
Section 2.3.3) it is quite convenient to derive the mapping v for the “next” states
in R from vg via simple variable renaming. Then, the characteristic function for
a single transition can be expressed as:

vr(y = A) = vs({7}) A ve({a}) A vs({A})

and thus, the transition relation R is encoded as:

n

v (R) = vl Ut 5 A3) = V/ vs(l) 4 vel{ed) A rb(A)

i=1
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Definition 10 We define a mapping function ¢ converting an LTS L into a four-
tuple of boolean functions as:

#(L) = (vs(8), ve(€), vr(R), vs(1))

2.3.3 Traversing an OBDD-based transition relation

Having described how to encode a complete LTS in the previous section, we
also have to provide means of computing the basic functions on LTS given in
Definition 8. As an example, let us consider the function I'mage. Its OBDD-
based counterpart I'mageoppp has to compute a boolean function that is exactly
the characteristic function of I'mage:

Imageoppp(vs(T), (L)) = vs(Image(T', L))

Intuitively, to compute the Image function one has to find all transitions in
L starting from a state in I', and thus derive the set of states that are reachable
via a single transition. This can be translated into the following definition of
Imageoppp [TSLT90]:

Imageoppp(vs(T), $(L)) = 3y v, (vs(T) A vr(R))) | (2.2)

(Vs V]
where [Vs < V{] denotes substitution (renaming) of each variable in the support
vector V§ with the corresponding variable in the support vector Vs, and 3y, v,
denotes existential quantification over the variables in Vs and Vg.

Equation (2.2) requires some explanation. Computing Imageoppp requires
three operations: conjunction, existential quantification, and variable substitu-
tion. The conjunction vs(I') A vz(R) derives the set of all transitions in R
starting from a state in T'. Since only the ending states of the transitions are re-
quired, existential quantification is used to abstract away the starting states and
the events labeling the transitions. Thus, the set of transitions is reduced to the
set of all next states. However, they are encoded in terms of the variable vector
V§ and not Vs as vg(T') is. This is taken care of by the variable substitution
operation, which effectively re-encodes the set of all next states in terms of the
vector Vg as required.

Computing the set of next states is a fundamental operation in reachabil-
ity analysis, therefore the space and time overheads of the Imagepppp function
should be kept to a minimum. The major contributors to the complexity of this
function are the conjunction and the existential quantification operators, because
the variable substitution is a constant time operation [Bry86]. To speed up the
computation of these two operations applied in sequence, Burch et al. suggest to
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Algorithm 3 Computation of TauFEzpandoppp
Require: An LTS £ in OBDD form ¢(L)
Require: A set of states I' C S encoded as vg(T)
Ensure: States = vs(TauEzpandoppp(T, L))
States + vg(T")
OldStates + 0
while States # OldStates do
OldStates < States
States < States U (y, v, (States A ve(T) A vr(R))) ’

end while
States < States U (Jy, v, (States A ve(v') A vr(R))) ‘

[Vs« Vé]

[Vs(—Vé]

combine them into a single operation called relational product [BCL*94], which
computes the end result without constructing the intermediate OBDD for the
conjunction.

Function BackImageoppp can similarly be derived as:

BackImageoppp(vs(T), (L)) = v ve (vs(T)

[ng—vs]/\ vr(R))

Algorithm 4 Computation of BackTauFEzpandoppp
Require: An LTS £ in OBDD form ¢(L)
Require: A set of states I' C S encoded as vs(I')
Ensure: States = vg(BackTauEzpandoppp(T, L))
States + vg(T')
OldStates < 0
while States # OldStates do
OldStates + States
States < States U3y,  (States
e

end while

[V"S<—Vs]/\ Vg(’]') A I/R(R))

Functions TouEzpandoppp and BackTauFzpandoppp are computed iterati-
vely until the largest set of states reachable through 7 transitions is derived.
These are presented as Algorithms 3 and 4. In both algorithms, the set of states
States grows monotonically starting from vs(I") until the fixed point of the while
loop is reached. TouEzpandyppp also includes an extra step to identify if the
process in its current state can terminate and add the termination states to the
result.
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Finally, functions NeztEventsoppp and NextStatesoppp can be computed as:

NextEventsoppp (vs(T), ¢(L)) =
Ay, vy (TauEzpandoppp (vs(T), #(£)) A vr(R))
NeztStatesoppp (vs(T), ve(A), #(L)) =
)

(3y,.v, (TouEzpandoppp (vs(T), (L)) A ve(A) A vr(R))) |

[Vs(—-V"S]

2.4 Tools for automated verification

A number of tools for automated verification, both academic and commercial,
have been developed over the last decade. In this section, we briefly present
those that are most relevant to this work.

2.4.1 FDR

FDR (standing for Failures-Divergence Refinement) by Formal Systems (Europe)
Ltd is a commercially available tool with a graphical front-end and an extensive
debugging facility [For93, For97]. It accepts a machine-readable version of the
CSP language extended with functional language constructs that simplify the
“definition of complex systems. The tool has been successfully applied to a number
of examples of practical significance and has been used, for example, in verifying
(and breaking) cryptographic protocols [Low96].

The FDR tool makes use of the operational semantics of CSP to derive LTS
models of the relevant algebraic process descriptions. The primary application
of the tool is refinement checking between two concurrent process descriptions in
CSP.

The specification process is compiled into an explicit finite model in a so called
normal form [Ros94], which is then used by the refinement check that follows.
The normal form LTS has an important advantage: the current state can be
uniquely identified given a valid process trace. However, LTS normalisation is an
expensive operation and can significantly slow down refinement checking when
the specification process contains a large number of states. This is rarely an issue
when the specification process is a simple description of an abstract property
(e.g. deadlock freedom) [Ros94], but a specification that is more complex (e.g.
an abstract description of a system design) can, in the author’s experience, be
problematic to normalise.

The implementation process, on the other hand, is not compiled into an ex-
plicit finite model as this would be prohibitively expensive in many cases. Instead,
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an approach very similar to that of on-the-fly model checking [FM91] is used®.
The process description is translated into a set of explicitly represented (but
hopefully small) LTSs for each so called low-level (sequential) components. The
exploration of the full LTS of the implementation process uses a set of rules that
allow the computation of the transitions and next states® of the whole system
(i.e. the Image operation).

During refinement checking, the FDR tool stores the reached states explicitly
as a list of binary vectors, each of them uniquely identifying a pair of states—
one for the specification LTS and one for the implementation LTS. A clever
reached state space management technique ensures that the performance of the
tool does not degrade significantly when the available physical memory is ex-
hausted [Ros94].

There exist two major revisions of the tool. The earlier version is referred to
as FDR1 [For93] and the latest is known as FDR2 [For97]. The front-end and
the compiler of FDR1 are written in the SML language which, in the experience
of the author, adds noticeable albeit relatively constant overhead when loading
CSP scripts. Also, the division of processes to low- and high-level in FDR1 is
restrictive—for example, terms like (P \ A) O (@ \ B) are not supported.

FDR2 improves on the previous revision of the tool by offering a rewritten
front-end and a new implementation of the CSP operational semantics which
relaxes the division between high- and low-level processes. Low-level operators
applied to high-level process descriptions are enabled by keeping internal struc-
tures similar to syntax trees and interpreting those at run-time [Ros97]. More
importantly, however, FDR2 features a set of sophisticated, semi-automated LTS
reduction techniques known as state compression [RGG195]. The general idea
behind state compression is to build the LTSs of the parallel components in a
system iteratively, deriving a semantically equivalent representation that is hope-
fully smaller on each iteration. This works very well for concurrent systems which
exhibit locality of communication and repetitive structure. An example of such
a system is the dining philosophers problem for which the size of the compressed
LTS remains constant when successively adding a philosopher and a fork pro-
cess and hiding the local events [RGG195]. For some other concurrent systems,
such as Solitaire and Monkey puzzle examples described in Appendix A, the state
compression algorithms built into FDR2 do not bring about any benefits.

Future versions of FDR will likely include further state space reduction tech-

30n-the-fly model checking is a general explicit model checking technique that does not
pre-compute the reachability graph prior to verification. Instead, an executable model of the
system is built and its state space is traversed concurrently with the verification activity. This
avoids the bottleneck of keeping the complete reachability graph in memory.

4A state of the full LTS in FDR is a tuple containing the local states of all low-level processes.
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niques such as data independence [Ros97]. The latter aims at proving properties
of concurrent systems using any data type based on demonstrating refinement for
a particular (smallest) finite data type which is known to preserve the original
properties of the system.

2.4.2 MRC

The Milano Refinement Checker (MRC) tool is an academic tool developed at the
University of Milan as a Master’s project [BMTV94]. Designed as an alternative
to an early prototype of FDR built at Inmos, it supports only a very limited
subset of the CSP language in a textual format that is not compatible with that
of FDR. These factors make running CSP scripts suitable for FDR on MRC
difficult.

Similarly to the ARC tool discussed in this thesis, MRC attempts to alleviate
the state space explosion problem in refinement checking CSP by using OBDDs
as an underlying representation of CSP semantics. However, some deficiencies
in its OBDD encoding and refinement checking algorithms result in severe per-
formance bottlenecks that prevent MRC in exploiting the full potential of the
OBDD approach. The shortcomings of the MRC tool are further discussed in
Chapter 3.

24.3 SMV

The SMV system is one of the earliest OBDD-based model checking tools devel-
oped by McMillan at CMU [McM92a, McM92b]. It checks finite system models
derived from a description in the SMV language against specifications expressed
in the temporal logic CTL (Computational Tree Logic) [CGP99]. The latter is
sufficiently expressive to capture various properties such as safety, liveness, and
fairness.

The SMV language, on the other hand, is specific to the tool and is targeted
at describing primarily digital hardware systems, although it can also be used as
a general language for describing transition systems. Consequently, most of the
applications of SMV reported in the literature concern sequential digital circuit
verification.

A case study on the use of SMV for the verification of communication pro-
tocols [BK95] pinpoints some deficiencies of the SMV language when used for
modeling of concurrent systems. In particular, difficulties have been experienced
in combining nondeterminism with simultaneous transitions, and in representing
asynchronous process execution. These problems not only necessitate the mod-
eling of concurrent systems to be done at the lowest abstraction level-—that of
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transition relations—but reportedly may also increase the size of the finite models
obtained after the compilation into OBDDs.

2.4.4 SPIN

SPIN is one of the earliest on-the-fly model checking tools for concurrent sys-
tems [Hol97]. It has been successfully applied to a wide range of problems in-
cluding a variety of protocols, operating systems code, concurrent algorithms, etc.
The tool can check for specific properties, such as deadlock, dead (unreachable)
code, and process invariants, and for general correctness requirements expressed
in linear temporal logic (LTL) [CGP99].

The system model in SPIN is described in a tool-specific language called
Promela. The language supports both synchronous communication through ren-
dezvous and asynchronous communication by means of buffered channels and
shared process memory. System descriptions can dynamically vary in the num-
ber of active processes, which can be seen as a unique feature of the tool.

What makes SPIN interesting from our point of view is the abundance of
advanced reachability analysis and verification techniques built into the tool.
The list of options includes scatter searching [Hol87], bit-state hashing [Hol88],
state space caching [Hol87, GHP92], and partial order methods [HP94, God94].
These algorithms represent different methods for increasing the capacity of the
tool, that is, the relative size of system models that can be handled when space
and time limits are imposed. We further discuss some of these techniques and
their applicability to our work in Chapters 5 and 6.

2.4.5 Others

A few other formal verification tools are also referenced throughout this thesis.
The CCS tool [EFT91] is one of the first to use OBDDs in a process algebra
setting and checks weak bisimulation equivalence. The Simple tool [DB95] uses a
general method for deriving an LTS model from algebraic specifications applicable
to a large class of process algebras whose operational semantics can be expressed
in terms of a Simple system.



Chapter 3

Basic OBDD-based Refinement
Checking

Overview

There is a considerable semantic gap between CSP process expressions and boo-
lean functions. In order to fully exploit the potential advantages of using OBDDs,
three key sets of algorithms are required: one for converting CSP terms into
OBDDs, another for computing the CSP semantics (traces, maximal refusals,
and divergences) in OBDD form, and a third for performing refinement checking
on the OBDD representations of the specification and implementation processes.
These representations and algorithms are the topic of this chapter. We also
present experimental performance data for these algorithms based on their im-
plementation in the ARC tool, contrast ARC’s performance with that of several
other tools, and analyse this data to identify strengths and potential bottlenecks
of our approach.

3.1 Related work

The initial research in symbolic model checking [CBM89, BCMD90, TSL*90] em-
phasises primarily the algorithmic aspects of model checking with OBDDs while
largely ignoring the issue of constructing the OBDDs on which the algorithms
operate. This is because the area of application of this technique was initially
restricted to digital hardware, which can be described through boolean functions
in a rather straightforward way. Although Burch et al. [BCM*92] describe how
their technique can be applied to checking strong and weak (observational) bisim-
ulation as well, no method for deriving an OBDD representation given an LTS

37
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or process algebra term is provided in the paper.

A central issue then is the derivation of a model (e.g. an LTS) from a syn-
tactic description of a process on which the verification algorithm operates. The
straightforward and naive approach of generating a transition relation by enumer-
ation of (simply following the operational semantics or otherwise) all transitions
v 2% 6 is computationally hardly better than explicit state enumeration, since
the number of transitions in a concurrent system is subject to the same explosion
problem as the number of states. Thus, although the OBDD derived by such an
approach may be as compact as with any other technique, the time overhead of
constructing it may be prohibitive.

This problem has been addressed by Enders et al. [EFT91], who provide a
method for generating OBDDs for the CCS algebra. Their approach is based on
defining an operator on OBDDs for each CCS operator from a certain subset.
The transition relation for an arbitrary process in that subset of CCS can thus
be obtained in a syntax-driven manner—OBDDs for process sub-expressions are
obtained while traversing the syntax tree of the input description. The OBDD
encoding for the LTS representation of a CCS process is, therefore, derived in a
compositional way. The computational complexity of the syntax-driven approach
is determined by the syntactic complexity of the process expression as opposed
to the semantic state space complexity. This basic idea has been widely accepted
and developed for a number of process algebras, including CSP [BMTV94], Cir-
cal [MM95, CCFP95], and Simple systems [DB95].

The approach presented in this chapter is similarly based on syntax-driven
computation of semantics and extends previous work done by the author [PY96a,
PY96b]. The majority of the techniques have been implemented in the ARC
tool [PY95, PY96b]. Our approach presents a considerable improvement over the
existing background body of research, in the following ways:

e The process algebras on which previous methods were applied [EFT91,
BMTV94, MM95, CCFP95], are relatively basic and most of them lack
support for advanced features such as recursion, parameterised processcs,
channel input/output, sequential composition, identifiers, and expressions.
In contrast to this, our semantic derivation technique supports all these
features;

e We provide a correct and efficient compilation of the external choice oper-
ator (O). In comparison, the translation technique suggested by Barrett et
al. BMTV94] is not only less efficient, but also contains a semantic flaw
as discussed in Section 3.2.5. Since external choice is used quite often in
practice, our technique results in a much smaller OBDD for the transi-
tion relation. The complex semantics of this operator would also likely be
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problematic to define in Simple [DB95];

e The re-encoding of sequential components provides inexpensive means to
further reduce the final OBDD for a process term both in the number of
boolean variables and in size (number of OBDD nodes);

e Process refusals are pre-computed in an efficient way and stored as an im-
plicit conjunction of boolean functions;

e The input language of the ARC tool is the de-facto standard for Scatter-
good’s text-based CSP notation [Sca92], which makes it largely compatible
with the FDR tool' [For97]. This sets it apart from the MRC tool which
uses a different syntax [BMTV94].

3.2 Compiling processes into OBDDs

Throughout this chapter, we refer to the process of deriving the semantics of
a CSP term in OBDD form as compilation, due to the many similarities with
the compilation of traditional programming languages. The task of translating a
process term in the CSP algebra into what is essentially a set of boolean formulae
is not trivial. The general background required for understanding the approach
presented in this section has been provided in Chapter 2.

A syntax-driven compilation technique similar to that described by Enders
et al. [EFT91] is used to build the process semantics while traversing the syntax
trees of process definitions generated by a parser for the standard text-based
CSP notation. As mentioned in the previous section, the parser used in the ARC
tool is based on the public domain parser by Scattergood [Sca92|, with a few
minor modifications and enhancements—most importantly, some syntax changes
introduced in FDR2 [For97] have been implemented. Throughout the rest of this
thesis it is assumed that the reader is already familiar with the text-based CSP
notation as described by Formal Methods (Europe) Ltd. [For97] and used by
Roscoe [Ros97].

Conceptually, our compilation technique works in three steps:

1. The relevant text-based notation is parsed and a corresponding syntax tree
is constructed;

2. A mapping function based on the operational semantics of CSP [JH93,
Ro0s97] is used to compute the LTS process representation from the syntax
tree;

'See Chapter 7 for a discussion of the input language ARC accepts.
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Figure 3.1: An example syntax tree

3. The LTS is encoded in OBDD form in preparation for the refinement check.

In practice, steps 2 and 3 can be combined into one to avoid the need for
an explicit (graph-based) representation of the intermediate LTS from step 2. In
this case, LTSs are stored and manipulated in OBDD form using the encoding
function ¢(L) introduced in Section 2.3.2.

A mapping function v : Process — LTS, where Process is the domain of valid
CSP process terms provided by Equation (2.1) is key to step 2 of our compilation
method. The mapping operates on the syntax tree of a process term, and, for
each CSP operator ®¢gp in the syntax tree, ¢ defines a corresponding operator
®r7s such that:

P[P Ocsp Q = [P]] Orrs Y[ Q]

The application of i to the syntax tree involves the traversal of the tree. We
describe this process informally on the syntax tree of the term ¢ — (P M Q)
shown in Figure 3.1. To construct the LTS corresponding to the root node, we
descend to the node representing P M (). Next, we construct the LTSs for P
and @ (handling of process references and recursion in general is detailed in
Section 3.2.2) in preparation for the construction of the LTS for P 1 @. Once
P[P N Q] is computed, we return to the root of the tree and compute the final
LTS for that tree.

In Definition 10, Section 2.3.2, we have introduced ¢ as a mapping from LTS
to a four-tuple of boolean functions. The composite mapping ¢ o ¢ implements
the translation of CSP semantics into boolean formulae, thus completing steps 2
and 3 described above.
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Before going into the details of the actual compilation, we need to introduce
the notions of identifiers, expressions, recursion, and OBDD encoding of domains.

3.2.1 Identifiers and expressions

Commonly throughout the literature, the CSP language is extended to allow the
use of identifiers in a way similar to functional programming languages. Identifiers
can be assigned a value (bound) only once [Ros97, pp. 159-160], either through
parameterised recursion (see Section 3.2.2) or channel input.

This interpretation of identifiers has the useful side effect of making the value
of all expressions using identifiers known at compile-time. This considerably
simplifies the compilation task at the expense of iterative compilation of certain
CSP sub-terms, e.g. the channel input operator. By iterative compilation we
mean the iterative translation of a given CSP term while changing the identifier
context of its compilation. An identifier context, on the other hand, is simply a
mapping from identifiers to values®. For conciseness, we assume that the domain
of values is that of the integer numbers, and that expressions are formed using
the basic arithmetic and comparison operators. In practice, at least one more
domain for identifiers is generally required for constructing processes—that of
event sets, as well as the corresponding set operators.

Notation 15 Identifier contexts are denoted by C, : IdName — ( ValueU{error}).
The semantic value of a process P under the identifier context C, is denoted by

[Ple,-

The special value error introduced above can be obtained, for example, when
an unknown (that is, unbound) identifier is encountered in an expression. Any
occurrence of error during the compilation stage in ARC causes the tool to abort
compilation and exit with an error message provided to the user.

As an introductory example of how identifier contexts affect compilation, con-
sider the following CSP script:

COMPARE (a,b) = if (a < b) then less — STOP else notless — STOP
MAIN = COMPARE(3,4

in which COMPARE is a process with two parameters (¢ and b), and engages
in the event less if the first parameter is less than the second one, or performs
notless otherwise. Process MAIN uses COMPARE to compare the constants 3

2Sometimes an identifier context is also referred to as environment [Sca98], but this term
could create a potential ambiguity with process environments.
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and 4. During the compilation of MAIN, the parameter o is bound to 3, and b
is bound to 4. Process MAIN can be rewritten as:

[MAIN] = [if (a < b) then less — STOP else notless — STOP] ;.3 .4

which after substitution of a and b with the corresponding values reduces to:

[MAIN] = [less = STOP]

In the above example, the mapping {a — 3, b — 4} represents the identifier

context for the compilation of the process MAIN.

There are several important properties of identifier contexts that have to be

taken into account when compiling CSP scripts:

1. Identifier contexts are valid only throughout the compilation of a single

process definition. It is meaningless to relate two identifiers with a common
name belonging to two distinct process definitions (see Roscoe’s related
discussion [Ros97, pp. 136-137]);

. Mappings IdName — Value can be added to identifier contexts in two ways:

e When a formal parameter in a process definition acquires the value
of an actual parameter in another process term that refers to that
definition (like in process COMPARE above), or

e When the channel input operator is used;

3. An attempt to add a new mapping IdName — Value to a identifier context

in which IdName is already bound to a value represents an error—identifiers
can be assigned values only once;

4. As previously discussed, evaluating an expression containing an identifier

not present in the current identifier context is an error that is detected at
compile time.

Note that the last two properties above essentially limit the syntactic con-

structs that are considered to be semantically correct CSP terms. For example,
the following process description is illegal because it attempts two consequtive
channel inputs into the same identifier:

ch?x — ch?7z — P
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As an example of an identifier bound to a value via channel input, consider
process MAIN?2 from the following script?:

domain = {1..9}
channel in : domain
MAIN?2 = in?x — COMPARE(z,5)

The environment of MAIN2 can communicate any value from the set {1..9}
through the channel in, and that value is passed on to COMPARE as a first
parameter. However, the identifier z, which is bound to the input value, can only
be assigned a value once. This is resolved by using iterative compilation of a CSP
term with a somewhat different identifier context. This allows the channel input
operator to be converted into what is essentially an equivalent indexed event:

MAIN2 = Die{l..g} in.i — [COMPARE(z,5)](4s4)

Iterative compilation can be applied in a similar fashion to more complex

process definitions containing, for example, more than one channel input operator,

the replicated versions of operators O, M and ||, etc. Tt is interesting to note that
A

the number of iterations required is proportional to the size of the data types used,
and this factor can be a major contributor to the complexity of the generated
LTS.

3.2.2 Process references and recursion

Using a reference to a process definition on the right-hand side of another pro-
cess definition is a common way of constructing non-trivial processes. Processes
MAIN and COMPARE defined in Section 3.2.1 provide examples of the use of
process references.

A chain of references forming a closed loop is generally referred to as recur-
sion [Ros97], because of the similarities with recursion in common procedural
programming languages [WG84]. Recursion may involve one or more process
definitions and their parameters. Clearly, the compilation of an arbitrary CSP
term requires a mechanism to deal with recursion in order to resolve the cyclic
dependencies between process definitions and produce a finite LTS that correctly

reflects the semantics of the process term?.

3This style of channel definition is specific to the ARC tool. For a further discussion refer
to Chapter 7.

4In general, the finiteness of the LTS cannot be guaranteed, because recursion combined
with parallel or sequential operators may result in a process with an infinite state space.
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A key to our approach for compiling recursive process definitions is keeping
track of so called process signatures. Process signatures consist of process defi-
nition names and actual parameter values used in a particular reference to that
definition, if any. Note that in CSP all process signatures are known at compile-
time. Process COMPARE from the previous section, for example, is used by
MAIN with the process signature COMPARF (3, 4).

In general, the compilation of a CSP term goes through a sequence of process
signatures—one for every process reference. If there is a process signature that
appears more than once in the sequence, there is a cyclic dependency (recursion)
among process definitions used by that CSP term. This solves the problem of
detecting recursion leaving us with the issue of resolving it in order to derive the
operational semantics of processes that use recursion.

Compilers for conventional procedural programming languages associate each
function and procedure with an entry point of the corresponding thread of con-
trol [WG84]. Similarly, a process signature can be associated with the set of initial
states in the LTS which would be derived by the compilation of the corresponding
process reference. As an example, consider the following CSP script:

COUNTER(z) = if (x == 0) then Skip else down — COUNTER(z — 1)
MAIN3 = COUNTER(2) N1 COUNTER(1)

Assuming left-to-right order of compilation of the internal choice operator in
the process MAIN 3, the derivation of its LTS would first construct the LTS for
the process signature COUNTER(2), which eventually constructs the LTS shown
in Figure 3.2. The initial state is marked with a double circle, and each state is
labelled with the corresponding process signature, if any. Next, the right-hand
side of the internal choice operator is being compiled, at which stage the process
signature COUNTER(1) is encountered. This process signature has been already
processed during the compilation of COUNTER(2), and there is a state labelled
with this signature. At this point, there are two options to be considered:

e To compile COUNTER(1) similarly to COUNTER(2) and then to appro-
priately combine the two partial L'TSs into one for MAIN3;

e To reuse the LTS from Figure 3.2, since the LTS of COUNTER(1) is con-
tained in that of COUNTER(2).

The first option appears to be a safer choice, however, if adopted as is, it
would be too restrictive as it would make impossible the compilation of recursive
process delinitions. The second oplion appears more attractive, [or it enables
the compilation of such process definitions. Attractive as it is, the second option
cannot be applied unconditionally. Even if a process signature is encountered
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© down O down "‘O tick O

COUNTER(2) ~ COUNTER(1)  COUNTER(0)

Figure 3.2: The LTS after compiling the process signature COUNTER(2)

more than once during the compilation of a process definition, we may still be
forced to construct separate LTS instances for that process signature. This can
be demonstrated using process MAIN4 defined as:

MAIN4 = COUNTER(1); COUNTER(1)

In this example, the semantics of sequential composition require that when
the left-hand-side process COUNTFER(1) terminates, the right-hand-side process,
which has the same process signature, is executed. To reflect this in the LTS for
MAIN 4 the compilation of sequential composition has to modify the LTS of the
left-hand-side process instance and connect it to the initial states of the right-
hand-side process instance (see Section 3.2.5). Because of this modification, the
two occurrences of the process signature COUNTER(1) in MAIN4 need two
separate instances of their LT'Ss.

It is evident that the proper handling of recurrent process signatures requires
an analysis of the syntactic context in which these signatures appear. In par-
ticular, one has to distinguish between CSP operators ®prs which modify the
LTSs of their operands from those operators which do not and merely build on
the LTSs of the processes they compose together. We call the latter group of
operators preserving and the rest non-preserving; the classification of each oper-
ator can be easily made by examining its operational semantics (more on this in
Section 3.2.5).

In general, when two identical process signatures occur in the context of
preserving operators, the LTS derived for the first occurrence of the signature
can be reused. This is the case with process MAIN3—as it is demonstrated
in Section 3.2.5, the internal choice operator is preserving. The final LTS for
that process is shown in Figure 3.3. In contrast to this, the sequential composi-
tion operator used in MAIN4 is non-preserving, and thus the process signature
COUNTER(1) has to be compiled twice in order to derive its semantics correctly.

Next, our approach to compiling recursive process definitions is detailed. The
main idea is to maintain a so-called recursion contert throughout the syntax-
driven compilation process. A recursion context is simply a mapping from process
signatures to sets of states—the initial states of the LTS corresponding to these
process signatures.
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O down © down ’O tick ’O

COUNTER(2) COUNTER(1) COUNTER(0)
MAIN3 MAIN3

Figure 3.3: The LTS of the process definition MAIN 3

Notation 16 Recursion contexts are denoted by C, : ProcSignature — S. The
semantic value of a process P given a recursion context C, is denoted by [[P]]CT.

Every process signature in a given recursion context is unique. Recursion
context information propagates through preserving CSP operators ®rs and does
not propagate through non-preserving ones. Because of this, it is guaranteed that,
whenever a process signature in the current recursion context is encountered
during compilation, the corresponding LTS recorded in the recursion context can
be reused. This mechanism also makes possible the detection of infinite recursion.

Our approach to handling parameterised recursion, which is later formalised
as a part of the syntax-driven process compilation presented in Section 3.2.5, is
further illustrated by the following example:

C=up—0; C
O = up — down — O O down — SKIP

The compilation of process C starts with an empty recursion context. Since
the process identifier C' is not found in the context, a new LTS representation for
C needs to be built, and an initial state for C' is created to update the recursion
context (Figure 3.4a). The next step is to compile the left operand of the sequen-
tial process composition (O ; C'), which is a process reference that is not found
in the recursion context, therefore, O is compiled separately obtaining the LTS
shown in Figure 3.4b. The right operand of the sequential composition is com-
piled next, however, since C is already in the recursion context, no further action
is taken, and the LTS for (O ; C) is given in Figure 3.4c. Finally, the transition
labelled with the event up is created to obtain the complete LTS representation
of the process C (Figure 3.4d).

It has to be noted that the treatment of recursive process definitions sug-
gested by Barrett et al. [BMTV94] is not only much more limited in scope to the
one presented here (it only considers self-recursion, and has no support for pa-
rameterised process definitions), but also fails to make the important distinction
between preserving and non-preserving operators in CSP. As a result, the LTS
semantic representation derived by the MRC tool for non-preserving operators is
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Figure 3.4: Buidling the LTS for a more complex recursion

incorrect. This has been confirmed experimentally on a copy of the tool by the
author.

The MRC tool is not the only one not providing full support for recursion in
its input language. Enders et al. [EFT91] do not present their approach to recur-
sion, although they provide an example (Milner’s schedulers [Mil89]) which uses
recursion without parameters. The Circal [MM95] and Simple [DB95] systems
and the Concurrency Workbench [CPS93] provide support for recursion but do
not appear to allow for process parameters. Procedures in the Concurrency Fac-
tory [CGL*94], which correspond to process definitions in our framework, cannot

be mutually or self-recursive, although they make use of parameters [Sok96, p.
36-37).

3.2.3 OBDD encodings of states and events

As discussed in Section 2.3, the encoding of a given LTS into a boolean formula
requires:

e A set of boolean variables, split into three vectors ( Vs, Vg, and V%) for the
encoding of the three separate domains—starting states, events (transition
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| Element of D l Index of the element | Binary number | Conjunction |

dy 0 00 = vp A=Y
dy 1 01 = vh A vy
dy 2 10 vh A v
ds 3 11 v A v

Table 3.1: Construction of unique conjunctions for a four element domain

labels), and ending states—used in the representation of the LTS, and

e A set of mapping functions from domain elements to unique conjunctions
of boolean variables, one for each of the domains.

A rather straightforward and commonly used approach to generating a unique
conjunction for domain elements d; € D (see Section 2.3.1) is to use the binary
representation of 4, consisting of exactly [log,(] D |)] digits (trailing zeroes are
added as appropriate). A boolean variable from the appropriate vector is assigned
to each of the digits in the binary representation. The conjunction for d; is
then constructed from those variables, where variables that correspond to 0 are
negated, and the others are not. As an example, consider a domain D with four
elements—dy, d;, dp, and d3. We need two boolean variables v2 and v}, for the
mapping &, the construction of which is given in Table 3.1.

To use this encoding scheme in practice, a mapping from events and states
to natural numbers is required. The text-based CSP language enforces the up-
front declaration of all events and channels in a CSP script via the channel key-
word [For97]. Therefore, the size of the universal domain of events ¥ is known
before process compilation starts and it is straightforward to come up with a
mapping from events to natural numbers.

In contrast, the compilation of a process definition may require an arbitrary
(that is, unknown in advance) number of states, yet conjunctions for new unique
states have to be generated for the construction of the LTS representation before
the size of S is known. In the ARC tool, this problem is resolved by assigning a
sufficiently large number of boolean variables to each sequential component P;.
The assignment of integers to states uses a simple counter, which starts from 0
and is incremented by 1 for each new unique state required by the compilation.
It has been shown that, on the average, using successive natural numbers for
adjacent state conjunctions is more efficient in terms of OBDD size of the final
LTS than alternative encoding schemes such as Gray code [TM96]. When the
full LTS for P; is constructed, the size of Sp, becomes known, and it is likely
that more variables have been used in the encoding than actually needed for the
states in P;. Since those extra variables do not contribute to the uniqueness of
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each state’s encoding, they are removed by existential quantification and may be
reused for the compilation of subsequent sequential components.

A related but, in our opinion, insufficiently explored issue is how the variable
vector Vs (and, respectively, V{) is used when compiling a process definition
and how new states are taken from the available state space when required. The
size and complexity of the OBDD representation of the LTS representation of
a process semantics can be very sensitive to the effectiveness of the particular
variable assignment scheme.

As mentioned above, our approach splits potentially large and complex pro-
cess definitions into sequential components P;. This occurs naturally within the
syntax-driven translation technique described in 3.2. In a similar way, the vari-
able vector Vj is split into sub-vectors Vg, one for each P;. The number of
variables in each Vg, is exactly [log,(| Sp, |)], i.e. the encoding of each sequential
component uses the minimum number of OBDD variables possible. The sub-
vectors Vg, are gradually merged by the parallel composition operators in the
definition of P to form the vector Vs (see Section 3.2.5).

Even more important to the size of the OBDD that represents the final LTS
is the choice of global ordering of boolean variables [Bry92]. The ordering that
has been chosen for the ARC tool is®:

o8 < v <ws <uS <. <uf <uS <vf <vf <. <of
<o <uff <<,

where variables v¥ belong to the vector V;, which is used to compute and store
maximal refusals (see Section 3.2.4). The number of variables in Vy is 2! — 2,
where [ is the number of boolean variables in Vg, because the special events 7
and v* are ignored for the computation of maximal refusals. The exact ordering
of the variables from V;, is not too critical because implicit conjunction is used
for storing process refusals.

Various researchers have reported that interleaving the variables v° and ’U;S
provides best results for encoding transition relations [EFT91, Bry92, ATB94].
Another popular heuristic is to keep the state variables corresponding to interact-
ing sequential components as close as possible [Hu95]. The variable assignment
technique presented in this section achieves that by composing the sub-vectors
Vs, and Vg in a syntax-driven manner thus forming a sub-vector ordering that
closely reflects the synchronisation patterns of the system.

Our experience with the ARC tool so far has strongly indicated that putting
variables from the vector Vg after those in vectors Vs and Vg consistently leads

5Actually, this is the default variable ordering for the ARC tool which allows for flexible,
user-defined ordering controlled by a command-line option (see Chapter 7).
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to smaller OBDD sizes and faster verification times compared to putting Vg in
front of Vs and V5. Note that this differs from Enders et al.’s proposed order-
ing [EFTI1], which is most likely due to the different OBDD encoding strategy
and the disparate mix of operations on the final LTS by the respective verification
algorithms.

3.2.4 Computing CSP semantics on LTS representations

Given a process term compiled into an LTS form, a method of computing its
semantics is required in order to check the properties of that process and its
relationship to other processes. In other words, we have to define the semantic
functions tracesy, failures;, and divergences; which operate on an LTS £ =
(S,€,R,T) of a compiled process P, instead of its syntactical representation.

It should be noted that, for the purposes of refinement checking, one does not
need separate computations to obtain failures(P) and failures | (P). By definition,
these two functions differ only for divergent traces, and our refinement checking
algorithm does not perform reachability analysis beyond the traces at which a
process diverges (see Section 3.3.2). Therefore, one only needs to compute the
semantic function for stable refusals failures; as long as it is not used on traces
for which divergences; computes to true.

It is important to make a distinction between an LTS state and a state of a
process that is translated to an LTS form. An LTS state v is merely a single
member of the set of all states: v € S. A process, on the other hand, may exhibit
nondeterministic behaviour; thus a process state I' is represented as a set of LTS
states: I' C S.

The traces of P can be computed by traversing the graph of £ and record-
ing the sequence of visible events (that is, all events excluding 7) labeling the
transitions being taken:

traces(P) = tracesi(Z,L) = | J tracesi(v, L) = {{)} U

v€eT

U U (a) " traces(NextStates({~},{a}, L), L) (3.1)

v€Z aeNextEvents({v},L)

The above equation is clearly valid for any process state and is useful when
computing traces(P/s). The computation of failures involves computing the re-
fusals of a process after a certain trace (or at a certain process state). Because
of the nondeterminism inherent in the process state, we have:

refusalsy (T, £) = | J refusalsi ({7}, £) (3.2)

yer
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and thus we need a way to compute the refusals of a single LTS state. To
accomplish this, we consider three possibilities:

1. The LTS state v has no outgoing transitions labelled with 7 or v* (such
states are called stable [Ros97]), and the set of labels of the outgoing tran-
sitions is A,. A process in this state will accept any event from A, and
refuse any other event:

refusals, ({7}, £) = {¥ — A,}

2. The LTS state v has an outgoing transition labelled with v'. A process in
this state may refuse any subset of 3:

refusalsy ({7}, £) = {Z}

since the environment of that process cannot stop it from terminating by
following the v* transition. Note that after termination the process enters
an LTS state with no outgoing transitions and continues to refuse {3};

3. There is a single outgoing 7-transition from = to another state A, where A
is stable and has outgoing transitions labelled with events from the set A,.
While in state -y, a process may accept any event from the set A, U Aj,
because the invisible transition is bound to eventually happen [Ros97]. On
the other hand, the 7-transition may overtake the offering of any visible
event from A,, moving the process into the state A\. Whether or not the
T-transition is going to “wait” for a transition on event from A, to happen
is nondeterministic, and in this case we have:

refusals, ({7}, L) ={X — A, — A\, E— A} ={E - A\}
since we are interested in the maximal refusals only;

4. The LTS state v has n 7-transitions to the stable LTS states {),}}_;. The
set of visible transition labels in v is A,, and that of A; is 4).. While in
state -y, a process may accept any event from A, and any event from one of
the sets Ay, (the choice of which ), the process will be in after a 7-transition
is nondeterministic). Similarly to the previous case, we have:

refusalsy ({7}, £) =UAS — A, — A JUUA{E - A} =
Ui{Z - Ay}

as we require maximal refusals.
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The results from the three cases above can be combined to derive the function
refusals,, in the general case using induction. Recall that the set of all LTS states
reachable from a given LTS state v by a sequence of 7 transitions and at most
one transition labelled with v" is computed by the function TauEzpand({y}, L)
(defined in Section 2.2). By unfolding refusals; until all states reachable via
T-transitions are covered, we obtain:

refusalsp ({7}, L) = U {Z-A,}= (3.3)
A€ TauEzpand({~},L)
U {E — NextEvents({A}, L)}

e TauEzpand({7},L)AF:A0ER
By combining Equations (3.2) and (3.3), we derive:

refusalsy(T', L) = (3.4)
U {2 — NextEvents({\}, L)}
A€ TauBrpand(T,L)ANTO: A0 R

We are now prepared to formulate the equation for failures, using equations
(3.1) and (3.4):

failures (T, L) = {(¢,r) | t € traces (T, L), r = refusalsy (TI(T', ¢, L), L)} (3.5)
where
(T, ¢, L) = {ma | Hm} Yy imo e TAVI€{1,2,...,#t} imios S m e RT)

is the set of LTS states reachable from T via a sequence of visible transitions .
The divergent states of £ are those which [Ros94]:

e Are part of a 7-loop, that is, states v such that £ v € RT, and
e Have a sequence of T-transitions to states vy as above.
Therefore, the equation for divergences; can be expressed as:
divergences, (L) = {y|IN€ S : 7 DA€ Rt AXD A e RT) (3.6)
and a process in state I is divergent if and only if:

T N divergences (L) # {} (3.7
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3.2.5 Syntax-driven transformation rules

Having presented the underlying issues of handling identifiers, expressions, recur-
sion, and state and event encoding, we are ready to present the syntax-driven
transformation rules controlling the compilation of the semantics of a process
into OBDDs. In this section, we only consider the CSP subset defined by Equa-
tion (2.1), although rules for other CSP operators and predefined processes, such
as the chain operator > or the Chaos process, may also be constructed in a
similar way [Ros97, p. 164-165].

We assume that the process term to be compiled is converted from its textual
representation into a syntax tree form, the non-leaf nodes of which contain CSP
operators. We proceed to define the mapping:

¢ : CSPTerm — LTS U{error}

for each of the CSP operators from Equation (2.1), making use of an identifier
context C, and a recursion context C,.. The special value error is obtained when
compilation does not succeed. C, contains the identifier values of the process
definition being compiled, while C, is used to pass on process signatures from pre-
viously compiled CSP terms and is updated with process signatures encountered
while compiling the terms associated with the current operator. In defining 1, we
closely follow the operational semantics of CSP provided elsewhere [JH93, Ros97].
For the rest of this section, it is assumed that ¢¥[P] = (Sp,Ep, Rp,Zp) with
a recursion context CF, ¥[Q] = (Sg,€q,Rg,Zg) with a recursion context C2,
and 7, A and 6 are distinct LTS states. Also, the notation C, < C,UCY is used to
denote updates to the recursion context that occur during process compilation.
Process Stop has only one state and no transitions (Figure 3.5a):

"pHStOPHCV,Cr<—C,U{Stop»—>{'y}} =({vh{HL{H {0

As Stop has the same semantics in any recursion context, it is added as a
separate process signature to C,. This allows other occurrences of Stop to reuse
the state . Process Skip also has a rather simple LTS semantic representation
having two states and a single transition between them, labelled with the special
event v' (Figure 3.5b):

wHSkip]]Cu,Cr(—CTU{Skip'—}{'y}} ={r, b {vh{r 5 AL {7}

As with process Stop, Skip is also added to C, with the intent to reuse its
LTS whenever possible. In general, this decision helps to reduce the final LTS
for certain processes (see Section 3.2.6). The mapping for the prefix operator is
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Figure 3.5: The mapping 1 for Stop, Skip, and prefix operators

defined as (Figure 3.5¢):

Ylla — P]]g,c,«-c,ucf = ({7} USs,
{a} USP,
(Y5 A| A eTp} URp,
{"hH

where v &€ Sp and P is compiled with the recursion context C,., because prefix
is a preserving operator. This can be seen by examining the resulting transition
relation—the LTS of P is not modified in any way other than by adding transi-
tions to its initial states. The internal choice operator is also a preserving one
and essentially joins all the elements in the LTS tuples of P and @ (Figure 3.6a):

P[P N QHCU,CT«—(CruchCrQ) =(SpUS, EpUEG,RpURG, Zp ULy)

however, the relationship between the recursion contexts C,, CF, and C? is more
complicated. Assuming a left-to-right translation sequence®, process P is com-
piled first with the recursion context C,, followed by the compilation of ) with
the recursion context C, U Cf .

The renaming operator f[P] is a typical example of a non-preserving operator.
It does not add or remove states or transitions in the LTS of P, but rather modifies
the transition labels (events) of Rp. Because of this, no recursion context is

SEither a left-to-right or a right-to-left translation sequence could be used, because internal
choice is a symmetric operator: ((P)N Q) = (P N (Q)).
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Figure 3.6: Example mappings for internal choice, renaming and hiding

passed from the environment of f[P] to P and vice versa (Figure 3.6b):

w[[f[P]]]cv,crecr = (Sp,
{f(a) | a € Ep},
1Ny 3 A e Rp),

Tp)

The OBDD encoding for the renaming operator requires further clarification.
The boolean formula ¢([f[P]]) can be constructed in two different ways. Firstly,
it is possible to use as many iterations as the number of events renamed by f and
change the transition labels in £p and Rp one event at a time. Secondly, it is
possible to create an OBDD representation of f and apply renaming as a com-
position of relational product and variable renaming. While the second approach
is clearly more efficient, either of these techniques is much less computationally
intensive than iterating through all transitions in Rp one transition at a time
that an explicit LTS building approach would require.

Hiding can be regarded as a special case of renaming, wherein a certain set of
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event labels A is substituted by the internal event 7 (Figure 3.6¢c):

qu\A]]C,,,Cr&-CT = (Sp,
Ep — A,
Y3 A|y=>XeRpAadg AU
Y S A7y > A€Rp Aac Al
Ip)

The computation of ¢(p[P \ A]) requires a constant number of boolean op-
erations, and thus is very efficient. Another observation of practical importance
is that ¢(¢[P \ A]) contains at most as many OBDD nodes as ¢(¢[P])) due to
the simplification of the boolean function for the transition relation after hiding.
Although the LTS of P \ A has exactly the same number of states and transitions
as P, the performance of the pair-by-pair refinement checking algorithm benefits
a lot from hiding (see Sections 3.3 and 3.3.3). In contrast, most explicit model
checking techniques” do not utilise the potential advantages of hiding as a means
for reducing the complexity of verification.

Whereas the internal choice operator can be thought of as introducing ez-
plicit nondeterminism in a process and its LTS representation by increasing the
number of initial states of that LTS, hiding leads to ¢mplicit nondeterminism by
introducing internal events, the execution of which cannot be controlled or even
registered by the environment of the process. Distinguishing between the two
forms of nondeterminism in an LTS is important for the correct definition and
efficient implementation of 1 for the external choice operator. The MRC tool
fails to acknowledge that external choice cannot be resolved by a sequence of
internal events (cf. [BMTV94]), while a superseded version of the FDR tool (ver-
sion 1.42) used hiding as a high-level operator and external choice as a low-level
one, effectively disallowing CSP terms like (P \ 4) O (@ \ B) [For93].

The mapping function for external choice is indeed quite complicated. There-
fore, it is presented in two steps:

e Firstly, we present a simpler definition that overcomes the semantic inac-
curacy of the MRC tool but is not as efficient in terms of size of the OBDD
representation of the computed LTS as it could be;

e Secondly, we elaborate on a more complicated algorithmic approach which
is, however, more eflicient in terms of OBDD size of the resulting LTS.

"Excluding those which use some form of post-processing of the LTS targeted at minimizing
it while preserving its semantics with respect to a certain relation. However, LTS minimisation
(or compression, as used in the context of the FDR2 tool [For97]) can be computationally
expensive and is, in general, only applicable to relatively small LTS.
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Our simpler version of the definition of the mapping function for external
choice overcomes the problem of the mapping used by Barrett et al. [BMTV94)
by adding two more terms (marked with (*)) to the equation:

P[PO QI = ((SpU{sr}) X (SqU{e}),

EPUSQ,

{(, )—>(A’,0)|0e8QAAl>A’eRP}u (
)\9) SN AeSpA0 L0 eRgI U (
A0 ()\, Q)'G#T/\GESQ/\)\&)\,GRP}U (
A,H)—“)(fp, ,)|G¢T/\)\€SPA01>9,€RQ}U (
M) S (N &) A SN eRpU (
{(§P) )_a> (
Ip x Ip)

(€p,0) 1050 € Rp},

The above equation requires some explanation. There are two new states
€p, &g ¢ Sp U S added to the state spaces of, respectively, processes P and ().
The terms marked with (*) capture the property of the external choice operator
that it cannot be resolved by a sequence of internal transitions (i.e. neither P
nor @ will be chosen after 7*). The terms marked with () stand for the choice
between P and ); when this happens the process which has not been chosen
makes a transition to its respective £ state. Finally, the terms marked with ()
represent the behaviour of P O @ after one of the processes has been already
chosen.

As far as recursion contexts are concerned, P and ) are compiled with empty
ones because they are translated into separate state domains. This is rather
restrictive, as it means that processes such as:

P=2g—-POb—>P

which are quite common in practice (see Appendix A) cannot be successfully
compiled as the compilation would result in infinite recursion. Furthermore, this
definition of v for external choice is quite inefficient, as it requires building the
product of the state spaces of P and (). Although this operation is relatively in-
expensive in terms of time when using OBDDs, it certainly increases the number
of OBDD variables and OBDD nodes in the final LTS. Considering that external
choice is an operator used frequently in CSP, any inefficiency in its LTS imple-
mentation is likely to become a serious bottleneck when compiling and checking
larger processes.

To overcome the shortcomings of the above compilation approach for external
choice, a new algorithmic approach has been developed by the author [PY96a]. In
contrast to building the product of two state spaces, it adds only a small number
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of additional states to the union of the original state spaces. Our algorithm works
in two steps.

The first step transforms [ P] and ¥[Q] into ¥[P] and ¥[Q] by removing
the potential implicit nondeterminism in Zp and Z; while preserving process
semantics in F and A. The initial states of the derived LTSs may have a 7
transition to themselves in order to preserve divergences, but do not have internal
transitions to any other states. This is achieved by the application of the LTS
transformation function TauTransform : LTS — LTS, which works as follows
(Figure 3.7a):

1. Tt derives the set of states I' reachable from any LTS state in Z via a sequence
of invisible transitions that have at least one possible visible transition or
no transitions at all (a Stop state):

I' = {y|v € TauEzpand(Z,L) A
Fa#T:y3AERVABa: 73 AER)}

2. f T' = {vi}i,, a new set of states A = {X,}7 is created, such that
ANS = {}, and there is a one-to-one mapping function fyqp : A — T;

3. The new LTS £’ is then constructed as follows:

L = (SUA,
5,
R U (%)
{A50|3ae:Xe A0 e NextStates({finap(MN) }, {a}, L)} U (1)
/{\))\ 5N fnap(A) € divergences (L)}, (1)

where the function NextStates, introduced in Section 2.2, is used to compute
the set of states reachable from f,,,()\) via a sequence of transitions from
the set 7*a. In the above equation, the term marked with (x) preserves
all transitions from £, the term marked with () adds transitions from A
to S, and the term marked with (f is introduced to preserve the potential
divergencies.

Theorem 1 TauTransform preserves the failures semantics, that is:

Jailures [ (Z, L) = failures (', L)
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(a) (b)

Figure 3.7: The mapping for external choice (some states are omitted)

Proof: To prove this theorem, we use Equations (3.1), (3.4), and (3.5) from
Section 3.2.4. From the definition of TauTransform we conclude that:

NextEvents(Z,L) = NextEvents(Z',L') (3.8)
NextStates(Z,L) = NextStates(Z', L) (3.9)

Another property of £’ that follows from the definition of TauTransform is
that the states Z' are unreachable after the first transition, and therefore:

Re{S-T}=R

where the > operator restricts a labelled transition relation. From this and Equa-
tions (3.1), (3.8), and (3.9) it follows that:

tracesp(Z,L) = traces (T, L) (3.10)
Vit € traces(Z,L),t # () : IIZ,¢,L)=T(T, ¢t L) (3.11)

From Equations (3.5), (3.10), and (3.11) we derive:

failures [(Z, L) = failures (T', L") & refusals (I, L) = refusalsy (Z', L) (3.12)
Applying Equation (3.4) to £ and L', we have:

refusals,(Z, L) = U {{Z — NexztEvents({v},£)}} (3.13)

€ TauBrpand(T,LIAF Ny AER

and

refusals,(Z', L") = U  {{Z— NexztEvents({~},£')}} (3.14)

YET Ay SvgR!
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The definition of TauTransform implies that for any v € Z':
NeztEvents({v}, L) = NeatEvents({fnap(7)}, £) (3.15)

and that:

{v |~ € TauEzpand(Z,L) AAX: v 3 AeR} C (3.16)
U Jmap(Y) € TauEzpand(Z, L)

YET Ay SyER!
From Equations (3.13), (3.14), (3.15), and (3.16) we conclude that:
refusals;(Z, L) = refusalsy(Z', L)

and applying Equation (3.12) proves the theorem. [ |

In general, the space cost of applying TauTransform is the addition of n
new states constituting the set I'. In practice, however, some of the states from
TauEzpand(Z, L) may become unreachable in £’ and, therefore, can be safely
removed from the state space of £'. Thus, the number of additional states actually
required by TauTransform is potentially fewer than n.

The second step in our algorithmic approach to the translation of the exter-
nal choice operator is combining TauTransform ([ P])) and TauTransform(y[Q]])
(Figure 3.7b):

P[P O Q]]cv,crecrucfucf’ = (SpUS{QU (Tp x Iy) — Ip — I,
ELUEY,
Rjp URY U
{(’le%’yJQ) i> A | )
Vb AERE Vg 2> AERGIU
{(7;3’7]Q) l> (7}3’7]6;2) l (*)
wap(Yp) € divergences(P) V (*)
fn?ap(,Y]Q) € divergencesL(Q)}, (*)
(Tr x I5))

where T, = {7p}12, and Tj; = {77Q 7. The term marked with (*) is used to
preserve the divergence in P O () after the trace () whenever P or () are divergent
after the trace ().

A definite advantage of this algorithmic approach is that P and @ are com-
piled in the same state space domain—that of the sequential component to which
they belong. Also, the algorithmic transformations preserve the initial transition
relations of both P and @; the added states and transitions are clearly unreach-
able from the original state spaces. This makes the external choice operator a
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channel a:{0..2}
y[aZx -> Q)] O

tick
v ©——=0O O
v[P;Q] T

vial 020 O<0O

(a) (b)

Figure 3.8: The mapping for channel input and sequential composition

preserving one. As a consequence, assuming left-to-right order of compilation?,
P is compiled with the recursion context C,, and ¢ with the recursion context
C,UCF.

The product (I, x T{,) used above does not introduce substantial overhead; it
merely means that mn new LTS states are created. Since L} and L}, are derived
using TauTransform, Ip and Zj; become unreachable in [P O @] and can be
removed from it. Thus, the second step of our algorithm requires mn — m — n
new states. The total number of states in ¢[[P O @] then becomes:

(| Sp|+m)+ (| Sq | +n)+ (mn—-m—n)=|Sp|+]|Sq | +mn

which compares quite favourably to the cost of the initial translation of external
choice | Sp | X | Sg |. In most practical CSP examples, neither P nor @ have
internal transitions possible from their initial states, in which case at most one
new state has to be added.

There are three syntactical constructs from the CSP subset defined in Equa-
tion (2.1) which do not require a separate definition of 1, but rather can be
implemented using the existing translation rules. Firstly, channel output can be
thought of as a form of the prefix operator, where the potentially complex chan-
nel communication has to be converted into a concrete event. Secondly, channel
input is a form of external choice, which can be compiled iteratively as discussed
in Section 3.2.1. Unlike the general form of external choice, however, this can be
implemented as a successive application of the prefix operator for all values of the

8 Again, either a left-to-right or a right-to-left translation sequence could be used, because
external choice is a symmetric operator: ((P) O Q) = (P O (Q)).
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input identifiers on a common initial state (Figure 3.8a), because the labels of the
outgoing transitions of thc initial statc arc clearly unique. Finally, the construct:

if Cond then P else @)

merely requires the evaluation of the logical expression Cond in the current iden-
tifier context and then the compilation of either P or ¢ depending on the value
of Cond.

The translation rule of the sequential composition operator is (Figure 3.8b):

P[P Q]]CH,CTFCTUCTQ = (SpUSq,
EpUEQ,
¥ B3A|7y2AeERpAa# VU
{y BA|yeESPANETIG A
30 Sp:v L 0eRp}URg,
IP)

where P is compiled with an empty recursion context, and ¢ with the recursion
context C,. The transition relation of 9(P) is modified in order to have all
v/-transitions in P become invisible 7-transitions ending at the initial states of
¥(@®). Thus, sequential composition is preserving with respect to process @ but
non-preserving with respect to P.

Before presenting the translation rules for parallel composition and interleav-
ing operators, it should be noted that there are two different treatments of the
operational semantics for these operators. The difference arises in the handling
of process termination (and therefore the special event v') within concurrent pro-
cesses:

e In the “classic” treatment [Hoa85, JH93|, it is assumed that the environ-
ment may prevent a process from terminating. Thus, the concurrent pro-
cesses synchronise over v;

e In the “modern” treatment [Ros97], it is assumed that the environment can-
not prevent a process from terminating when the latter is prepared to do so.
However, a concurrent process terminates only when all of its components
have terminated.

The above differences result in a subtle yet non-trivial difference in the CSP
compilation rules. The classic operational semantics of the parallel composition
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operator result in the mapping:
[P | Q] = (Sp x Sq,
A Cv,cr

Ep U(SQ,
{(vp,70) = (¥p,7Q) | Y@ € So AP = 7p € RpP A
ag AU{V}} U
{(vps10) = (v, 70) | 7P €SP Avg 27 € R A
ag AU{V}} U
{(ve,70) = (Vb 7Q) | 7P = 7 € Rp A
Yo = Vo €RoANa€ AU{V}},
IP X IQ)

where both P and () are compiled with the empty recursion context in separate
state domains. This allows the building of the product Sp x S and the resulting
LTS to be carried out on the OBDD representation implicitly using standard
set operations and logical conjunction. The size of the OBDDs constructed in
this way has been shown to grow polynomially to the number of the concurrent
components [EFT91].

The modern treatment of the operational semantics of the parallel composition
operator [Ros97, p. 164] calls for a more complicated compilation rule:

Y[P Ll Q]]c L= ((Sp U {&p}) x (Sq U {&0}),
T &puUéy,

{(vp79) = (Ve 7Q) 7@ €Sg Avp = 7p €RpP A
a g AU{V}} U
{(vp,7Q) = (Yo, 70) | 7@ € Sg A vp 4 Yp € Rp} U
{(vp, @) = (vp7p) | 7P €SP Ay D7 €ERg A
ag AU{V}}U
{(vp79) 2 (ve,7) | 7P € Sp A 7g % ¥y € Rg} U
{(ve,vQ) = (Vs 7) 7P = 7P ERP A
Y Yy ERgNa€ A} U
{(vp,70) é (€p,€Q) | FAp 1 Ap % vp € Rp A
3o 1 Ag 2 70 € Ro},
Ip XIQ)

——

1

Again, P and @) are compiled with the empty recursion context in separate
state domains. A new state &p (£p) is added to the state space of P (Q) to allow
for the introduced v* transition which becomes possible only after both P and @
have terminated themselves, while the v events in P and @) are hidden from the
environment.
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The mapping v for the interleaving operator can be easily derived from that
of parallel composition using the CSP law:

PlllQEPuQ

and therefore is not discussed separately.
Finally, we consider the mapping for process references (recursion):

if35: (P(X),5) eC, ({3, {h{1D)
¢’[[P(X)]]cu,c,<—c, ={ elseif3T: P(X)=T @[’[[T]]cg“,cre—crucf
else error

where P(X) is a process signature, T is a process term that is used to define
the behaviour corresponding to P(X) in the CSP description, C; is the identifier
context obtained by binding the formal parameters of the definition of P(X) to
the values of actual parameters in P(X), and CI denotes the updates to the
recursion context during the compilation of the process term T.

Despite the apparent complexity of the above equation it expresses a relatively
simple sequence of steps in handling process references that have been discussed
to some extent in Section 3.2.2. Firstly, if the process reference P(X) has been
already compiled, the mapping is a simple LTS that contains the same initial
states as used in the previous compilation of P(X) (the other elements of the
resulting LTS are empty because they are “reused”). Secondly, if P(X) has
not yet been compiled and there exists a definition that matches it in the form
P(X)= T, the mapping is the same as the mapping for T with the appropriate
identifier context. Finally, if P(X) has no definition, the result is the special
value error which can be used as a signal to abort the compilation process.

3.2.6 Re-encoding of sequential components

For a number of reasons, the size of the LTS (its number of states and transi-
tions) and its OBDD representation derived by applying the compilation rules
presented in the previous section may not be optimal. Some of the states in
the LTS may become unreachable and some of its transitions may never be fol-
lowed, especially for definitions that contain general choice, recursion, and the
Stop and Skip processes. LTS minimisation techniques aim to reduce the size of
an LTS while preserving the semantics implemented by this LTS with respect to
the chosen semantic model.

Roscoe et al. [RGG195] present several state compression algorithms which
have been incorporated into the FDR2 tool [For97]. Although the implementation
of their techniques is based on explicit state space exploration as present in FDR2,
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an OBDD-based implementation of those algorithms is certainly possible. For
example, an OBDD-based strong bisimulation minimisation algorithm has been
developed by Bouali and de Simone [BdS92].

We propose the use of a much simpler but nevertheless useful technique that
re-encodes sequential components whose LTSs are already encoded in OBDD
form as a result of the translation process described in the previous section. The
idea is simple—the LTS that is to be minimised is traversed starting from its
initial states, and an isomorphic LTS is constructed. The latter differs from the
original in the OBDD encoding of its states, and does not encode any unreachable
states and transitions that may be present in the original L'TS.

To understand the usefulness of this approach, let us assume that a particular
process with four reachable states requires nine states during its compilation. The
compilation will derive an OBDD representation that uses four OBDD variables
to encode just four unique states, which is clearly inefficient. The re-encoding
approach suggested above reduces the number of required variables for the LTS
of the process by four (two from the variable vector Vs and two from V() and
decreases the size of the OBDD as well. Since re-encoding of states occurs con-
currently with the traversal of the initial LTS, two states of the resulting LTS
connected by a transition have, in general, very similar encodings, which has the
potential to further reduce the number of OBDD nodes representing the modified
LTS.

Compared to most other LTS minimisation techniques this approach is com-
putationally inexpensive, since its complexity is linear in the number of states
and transitions in the LTS it is applied to. Thus, in cases where re-encoding does
not reduce the OBDD representation of the LTS, it would not incur too much
overhead. Tn the ARC tool, this technique is applied, when enabled by the user
through a command-line option, to the sequential components of the process de-
scriptions which generally do not have very complex behaviour—up to 100 states
for most examples we have run.

It should be noted that a similar or potentially better result to that obtained
by the re-encoding technique could be achieved if one compiles a process into an
explicit LTS representation, and then performs OBDD encoding as a subsequent
step. That way, the more complex and computationally intensive state com-
pression algorithms can be applied before the OBDD encoding of the minimised
LTS.

Two of the CSP examples presented in Appendix A benefit most from the
re-encoding of their sequential components and in both cases it is the key to their
successful verification. The first example is Monkey Puzzle for which re-encoding
lowers the number of OBDD variables required for state encoding from 108 to
66, and the size of the OBDD representation of the final LTS from 35147 to
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21449 nodes. For the second example—Solitaire Puzzle—the improvement is even
greater. The number of OBDD variables is reduced from 133 to 34 and the size
of the final OBDD from 18057 to 4619 nodes.

3.3 Refinement checking

3.3.1 Computing refusals and divergences

In this section, we introduce methods for computing the refusals and divergences
of a process in OBDD form which serve as a prerequisite for the presentation of
the refinement checking algorithm. The problem can be formulated as follows:
given an LTS £ and a process state I', how can one:

e Compute the refusals of T
e Check whether any state in I' is divergent?

In ARC the derivation of refusals during the refinement check is facilitated by
a pre-computed relation ref (£) : S x P(X) — B, which encodes the refusal sets
for every state of £L. The OBDD representation of ref uses the state vector Vg
for encoding states and | ¥ | OBDD variables from V, for encoding the refusals.
Each event ¢ € ¥ has an assigned boolean variable u, € V. Given ref(L),
the refusals of any process state I' € S can be derived using a single OBDD
operation—relational product:

w(refusals (T, L)) = 3y, (vs(T) A ref (L)) (3.17)

Obtaining ref (L) involves computing the set of states A, (L) C S which accept
the event a, for each a € ¥ using:

Ag(L) = {7y]F0eS:vB0eR}U

3.18
(7130eS:y"F0ec R} (3.18)

Then, the relation ref (£) is computed as:
ref (L) = N (vs(Aa(L)) A ug V = vs(Ag(L))) (3.19)

aEL

where — vg(A,(L)) is used as a shortcut notation for vg(S — A, (L)).

Equations (3.18) and (3.19) can be easily converted into an algorithm for the
derivation of ref (L) (Algorithm 5). Statements 3 and 4 are responsible for the
computation of the first and second line of Equation (3.18) respectively, whereas
the for loop and statement 5 iteratively derive ref(L).
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Algorithm 5 Computation of the refusal relation (initial version)
Require: An LTS £ and its OBDD representation ¢(L)
Ensure: Ref contains the refusal relation ref (L)
: Ref « 1
: for all @ € ¥ do

Lambda + avg,vg(VR(R) A ve(a))

Lambda < BackTauEzpandogpp(Lambda, $(L))

Ref = Ref A (Lambda A vy(u,) V — Lambda)
end for

SO A

The implementation of Algorithm 5 has uncovered two inefficiencies. The first
one is the presence of the LTS function BackTauFEzrpand in statement 5, which
can be an expensive operation for LTSs with a large proportion of 7 transitions.
The second problem is more subtle—experiments have shown that the OBDD
representation of ref (£) may require a very large number of OBDD nodes. In
fact, it has been found to grow exponentially with the size of ¥ and the complexity
of the LTS, and changing the ordering of the variables in the vector V;, has little
or no effect.

The first deficiency of Algorithm 5 is rather easy to overcome. Recall that
Equation (3.4) has demonstrated that the refusals of a process state I' can be
derived by examining the stable states (those that do not have outgoing 7 transi-
tions) in T" only. As the complete labelled transition relation is available in OBDD
form, it is possible to compute the set of all stable states first and then combine
statements 3 and 4 into one that does not contain BackTauEzpand. This change
alone has been found to improve the performance of Algorithm 5 by up to an
order of magnitude for certain examples (e.g. Milner's Schedulers).

The solution to the second problem lies in the experimental observation that,
although the OBDD representation of ref (£) may be quite large, the OBDD rep-
resentation of each sub-term of Equation (3.17) is usually very compact. There-
fore, the number of OBDD nodes required can be drastically reduced if ref (L) is
stored as an implicit conjunction of relations:

refa(L) = vs(Aa(L)) A ug V = vs(Ag(L))
Equation (3.17) can then be rewritten as:

vu(refusalsy (T, £)) = 3y, (vs(T) A N\ refu(L))

a€EX

Storing a complex boolean function as an implicit conjunction is not a new
idea for reducing the size of an OBDD. This approach has been applied in a
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different context, e.g. for reducing the size of an OBDD representing a large digital
circuit [BCL91b, BCL*94]. In ARC this method has resulted in considerable
space savings while incurring a negligible additional computational overhead.

Algorithm 6 Computation of the refusal relation (final version)
Require: An LTS £ and its OBDD representation ¢(L)
Ensure: Ref(a) contains the partial refusal relation ref, (L)
. StableStates +— — EVg,Vg(VR(R) A (ve(T) Vve(V)))
: StableTR + vr(R) A StableStates
: for all a € £ do
Lambda 3y, v (StableTR A vg(a))
Ref(a) <= Lambda A vy(u,) V - Lambda
end for

Algorithm 6 incorporates the two modifications to Algorithm 5 discussed
above. Statement 1 computes the stable states in the LTS from which Stable TR—
the subset of R which contains only transitions from stable states—is derived.
Inside the for loop Lambda is computed as the set of stable states which have an
outgoing transition labelled with the event a.

Algorithm 7 Computation of the divergence relation
Require: An LTS £ and its OBDD representation ¢(L)
Ensure: Div contains the divergence relation div(L)

: TauTR < vr(R) A ve(T)

o StateSetl <3y, TauTR ‘

: StateSet2 < 0

1
2
3
4: while StateSetl # StateSet2 do
5. StateSet2 < StateSetl
6
7
8

[Vs+V§]

StateSetl < 3y, . (StateSetl A TauTR) l

: end while
: Div + BackTauFEzpandoppp(StateSetl, (L))

[VsV§]

Equation (3.6) is the key to constructing Algorithm 7, which pre-computes a
relation div : S — B and is based on an approach discussed by Vaccari [Vac95].
Firstly, TauTR is computed as the OBDD representation of the set of invisible
transitions in R. The set of states StateSet] initially contains the set of all states
in § with incoming invisible transitions, whereas StateSet2 is set to empty in
statement 3. The purpose of the while loop is to compute the set of states that
form a 7-loop by iteratively excluding states whose predecessors in TauTR are not
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members of StateSetl. Finally, Div is derived by applying the BackTauFExpand
function on the fixed point from the while loop.
Given div(L), Equation (3.7) can be easily converted into an OBDD form:

divergent(T', L) < vs(T') A div(L) # 0

3.3.2 Pair-by-pair refinement checking algorithm

Algorithm 8 represents the pair-by-pair version of the ARC procedure checking
refinement and equivalence, which resembles the one used in MRC [BMTV94].
For brevity and conciseness, Algorithm 8 is presented in terms of LTS opera-
tions and functions whereas the actual implementation of the algorithm uses the
OBDD-based counterparts discussed throughout this chapter. The head, tail
and cons operations are the standard list functions.

The core functionality of the verification algorithm is contained within the
while loop in statements 5-38. The purpose of the loop is to go through all
pairs of process states (I'p,I'g) € Sp x Sg reachable from the initial pair
(TauEzpand(Ip, Lp), TauEzpand(Zy,Lg)). To ensure that each pair of states
is visited exactly once in the exploration, two lists of triples (I'p,T'g, Trace) are
maintained—Checked for the checked pairs, and Pending for the pairs that have
been reached but are yet to be checked. The last item in the triples ( Trace) con-
tains the trace of events which leads to the particular pair of states and is used
for debugging purposes when a violation of the relation being checked is found.

Each iteration of the body of the while loop performs one step in the veri-
fication on a pair of process states. The conditions checked at each step of the
loop in statements 10-27 depend on the model (Model) and type of relation ( Rel)
chosen for verification. These checks follow closely the definition of refinement
and equivalence in the corresponding CSP models as presented in Section 2.1.4.
The boolean flag divFlag is used to ensure that stable refusals are not computed
and used when either the specification or the implementation process are found
to be divergent at the current trace and the check is performed in the failures-
divergences model.

If the check for a particular pair of states is successful, all pairs of next states
reachable through a single visible transition from that pair of states and that
have not been encountered yet are added to Pending unless divFlag computes
to true (statements 29-37). If the relation being checked does not hold, the
user is provided with a list of traces of increasing length after which the two
processes behave differently. In other words, the verification analysis goes as far
as possible, unless the user explicitly disables this feature through a command-line
option (see Chapter 7). We believe that this may be more useful than reporting
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Algorithm 8 The refinement/equivalence checking algorithm

Require: Process I” and its LTS Lp

Require: Process () and its LTS Lg

Require: Rel is the relation to be checked

Require: Model is a CSP model for the check—one of {T,F,N'}
Ensure: All violations of the relation being checked are reported

1:

e e e e
AN > vl

16:
17:
18:
19:
20:
21:
22:
23:
24.

25:
26:
27:
28:
29:
30:
31:
32:
33:
34.
35:
36:
37:

{Start from the pair of initial states}

Pending « {(TauEzpand(Zp, Lp), TauEzpand(Ig,Lg),())}
{Initially, we have checked nothing}

Checked <

while Pending # 0 do

{Get the first pending pair of states}
(T'p,T'q, Trace) + head(Pending)
Pending < tail(Pending)
divFlag < Model = N A (divergent(T'g, Lg) V divergent(T'p, Lp))
if Rel is refinement then
if NextEvents(I'g,Lq) € NextEvents(I'p, Lp) then
{Traces error after Trace}
else if Model = N A divergent(T g, Lg) A - divergent(T'p, Lp) then
{Divergence error after Trace}
else if — divFlag A Model € {F,N} A refusals(T'¢q,Lg) € refusals(T'p,Lp)
then
{Failures error after Trace}
end if
else
{Rel is equivalence}
if NestEvents(I'g,Lq) # NextEvents(I'p, Lp) then
{Traces error after Trace}
else if Model = N A divergent(T'g, Lg) # divergent(Tp, Lp) then
{Divergence error after Trace}
else if — divFlag A Model € {F,N} A refusals(Tq,Lg) # refusals(Tp,Lp)
then
{Failures error after Trace}
end if
end if
Checked < Checked U (I'p, ¢, Trace)
if - divFlag then
for all a € NextEvents(I'g, Lg) do
Iy < NestStates(T'p,{a}, Lp)
Iy < NeatStates(Tq, {a}, L)
if AX:(I'p, [y, X) € Checked U Pending then
Pending < cons(Pending, (I'p, Iy, Trace™(a)))
end if
end for
end if

38: end while
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only the first encountered error (as in FDR1). For example, if a refinement check
reveals failures (liveness) errors but no traces (safety) ones (like in the dining
philosophers example), it provides some insight into the nature of the problem
and may hint as to what the possible solutions are. If the user is given only one
error trace, she cannot be sure whether there are other such traces or not.

It is interesting to compare Algorithm 8 with the corresponding algorithm
in the FDR tool. FDR employs an intermediate step between process compi-
lation and refinement checking—normalisation of the LTS of the specification
process [Ros94]. The normal form LTS is derived from the nondeterministic LTS
generated by the CSP compiler by constructing the corresponding deterministic
LTS with no hidden transitions where each state is labelled with its maximal
refusals and divergence status. Then, states belonging to the same equivalence
classes are joined into one. Each state of the CSP process corresponds to exactly
one state of the normal form LTS, which considerably facilitates the refinement
checking algorithm. On the other hand, the normalisation process can be expen-
sive for larger processes.

The advantage of normalisation is that it prevents working with sets of states
at the specification process end, as the latter can cause serious performance bot-
tleneck when states are stored explicitly as they are in FDR. On the other hand,
OBDDs do provide a compact representation for sets of states as well as efficient
algorithms for their manipulation. This is why Algorithm 8 works directly on the
nondeterministic LTS derived from CSP process descriptions and thus requires
no intermediate normalisation step.

Another distinctive feature of the algorithm presented here is that it may check
equivalence with virtually no additional overhead as compared to refinement. A
naive equivalence check in FDR would involve checking refinement both ways,
which would require the normalisation of the LTS of the potentially large imple-
mentation process. It is conceivable, of course, that FDR’s refinement checking
algorithm [Ros94] can be modified to allow equivalence checking as well.

3.3.3 Experimental results

The techniques and algorithms presented in this chapter have been implemented
in the ARC tool®. This has enabled us to obtain experimental results regarding
the performance of our algorithms in practice and also compare that to other
tools. We refer to our implementation as ARC/PP to emphasize the fact that
the results reported in this section are obtained with the pair-by-pair refinement
checking algorithm described in Section 3.3.2 without any of the enhancements

9See Chapter 7 for more information on the tootl itself.
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presented later in this thesis. The benchmark examples used are described in
detail in Appendix A.

Unless otherwise stated, all experimental results are obtained by executing the
corresponding tool on a PC with a Cyrix 5x86/120 CPU and 48MB RAM running
Linux RedHat 4.2 operating system. The execution times are measured with the
Unix time and ps commands, as some of the tools used do not report correct
CPU usage. The reported times include parsing, compilation, and refinement
checking. For FDR2 version 2.28 used in the tests, we have ignored the overhead
of the initial start-up of its graphical user interface. All tools are run with their
default options.

In most cases, we provide a comparison of the run-times of the tools used, but
not a comparison of their memory consumption. In our experience, it is difficult,
if not impossible, to provide an accurate measurement and comparison of space
requirements. The main reason for this is that different tools may have different
strategies for memory management. Various techniques for trading space for
speed, such as data caching and delayed garbage collection, may significantly
skew experimental data. A more realistic measure for memory consumption of a
given tool is the size of the largest problem instance that can be handled without
resorting to virtual memory. This metric is reported whenever an example does
reach the memory limit of the workstation used for the experiment.

Another interesting metric is the size of the OBDD (in number of nodes) rep-
resenting the labelled transition relation for a process. This reflects primarily the
effectiveness of the proposed compilation techniques and their implementation.
Smaller size of the relation generally means faster OBDD operations [Bry86] and
therefore results in faster verification.

We start with the run-time graphs of ARC/PP, MRC and FDR2 for the Syn-
thetic example presented in Figure 3.9. Synthetic is an example with a very large
number of states but simple behaviour of the sequential components. Two mea-
surements for FDR2 have been taken: one without the application of state com-
pression algorithms and the other with compression. As expected, the run-time
of FDR2 without state compression on this example grows at a fast exponential
rate with n (and respectively, the number of processes) and the tool is unable to
complete the refinement check for n > 4 because of insufficient memory. It is a
surprise, however, that the MRC tool, which is using an OBDD-based refinement
checking engine, also exhibits a very sharp rise in run-time with growing n, and
fails to complete the check for n > 4.

On the other hand, the performance of ARC/PP and FDR2 with state com-
pression is comparable. FDR2 exhibits a relatively constant compression time
overhead of about two seconds for n < 4, and then its run-time starts to grow at
a slower rate than ARC/PP’s run-time. Thus, although ARC/PP shows better
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Figure 3.9: Synthetic example verification times

run-times for n < 7, it is not surprising that its advantage disappears for larger
values of n, because ARC/PP actually requires 2"+ OBDD variables for the
encoding of the labelled transition relation of this example.

The run-time graphs obtained for variant 1 of Milner's Schedulers example are
provided in Figure 3.10. This example is based on the well-known n-schedulers
problem [Mil89] and contains a limited amount of hiding. Due to that, enabling
state compression in FDR2 is of little benefit. Once again, the performance of
the MRC tool is inferior compared with the other two tools and its run-time
on this example grows at a faster rate. FDR2 demonstrates a slower rate of
run-time increase than ARC/PP, which makes it the fastest tool® for n > 7.
However, FDR2 does not complete the normalisation of the specification process
for n = 13 in this example because it runs out of virtual memory. ARC/PP, on
the other hand, comfortably finishes the refinement check for n = 13 with only
35MB memory required, albeit it takes over twenty minutes to complete.

The main difference between variant 1 and variant 2 of Milner's Schedulers ex-
ample is that the latter checks a simpler property and thus more hiding is applied
to the implementation process. Consequently, we examine tool performance on
variant 2 of Milner's Schedulers for larger values of n (between 10 and 38) with
the experimental results presented in Figure 3.11. The data for the CCS tool
and Simple was provided by Dsouza and Bloom [DB95]. It should be noted that

10The enhanced verification techniques developed later in this thesis provide a considerable
improvement for ARC/PP’s run-times over the pair-by-pair approach used in this section.
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CHAPTER 3. BASIC OBDD-BASED REFINEMENT CHECKING 75

the results for these two tools are not directly comparable with the rest of the
data for neither the property verified nor the experimental setup machines are
the same. Nevertheless, it is interesting to observe that the rates of growth of
the run-time of Simple and ARC/PP are comparable.

The rest of the tools used for the comparison in Figure 3.11 can be clearly
divided into two groups with noticeable performance difference. FDR2 without
compression, FDR2 with inductive compression’! and MRC are one to two or-
ders of magnitude slower than the second group, and quickly reach the memory
limitations imposed by the workstation used for the experiments. We could not
get a failure-divergence check for n > 13 nor a traces check with n > 16 to finish
with FDR2 (no compression). FDR2 with inductive compression performed even
worse, failing to complete a check for n = 12. MRC also exhibits exponential
growth in memory requirements with this example and does not complete the
check for n = 14.

As with the Synthetic example, the ARC/PP and FDR2 with leaf compres-
sion are noticeably faster than the first group of tools. Leaf compression brings
remarkable results for this example, making the execution time virtually linear to
the number of schedulers. This is due to the fact that leaf compression reduces
the final LTS to just n states on which refinement checking is almost instanta-
neous. This is in contrast to ARC/PP which operates on the complete LTS of
this example similarly to FDR2 without compression. Nevertheless, ARC/PP
also demonstrates slow (but not linear) growth of tool run-time with n.

It is interesting to note that, for this example, the inductive form of state
compression in FDR2 not only fails to bring any run-time improvement but ac-
tually reduces performance by a factor of more than two. Thus, we believe that
the successful application of compression requires a certain amount of experience
with FDR2 and an understanding of its underlying verification algorithms.

We compare the OBDD sizes for the derived LTS process representations for
MRC, ARC/PP, the CCS tool and Simple in Table 3.2. The experimental data
for the latter two tools is once again provided by Dsouza and Bloom [DB95).
ARC/PP produces an OBDD that is less than half the size of that of MRC and
compares favourably with the other two tools (both using CCS as input language).
Note that the CSP definition of this problem requires an extra process to insert
a token into the scheduler ring that is not needed in the CCS description.

The experimental data for Dining Philosophers is presented in Figure 3.12. This
example was defined by Hoare [Hoa85] and the system being verified contains a
chain of sequential components modeling philosophers and forks. Again, the

1Roscoe presents a description of the difference between inductive and leaf compression and,
in particular, the big difference observed for variant 2 of the Milner’s Schedulers example [R0s97,
Section C.2.2].
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Number of processes | ARC/PP | Simple | CCS tool | MRC |
12 1135 1167 1200 2488
14 1447 1488 1528 3242
16 1798 1861 1897 4092
18 2182 2254 2297 5038
20 2603 — 2810 6080
40 8793 — — crashed

Table 3.2: OBDD sizes for Milner's schedulers, variant 2
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Figure 3.12: Dining Philosophers example verification times
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Figure 3.13: Alternating Bit Protocol example verification times

complexity of the example can be varied by specifying a different number of
philosophers (n). For this example, FDR2 has a clear performance lead for n > 4
over both ARC/PP and MRC. Of the latter two tools, ARC/PP performs the
verification faster, but its rate of run-time growth is not much better than that
of MRC.

Next, we consider the Alternating Bit Protocol example modeling a very simple
communication protocol over an unreliable media. Unlike the examples discussed
so far, this one allows the complexity of its instances to be determined in two
ways—by varying the size of the data type that is being sent and by varying
the maximum number of times the medium can lose data. The size of the data
type determines the amount of hiding (e.g. the number of events to hide) that is
required, whereas data loss by the medium is modelled by the use of nondeter-
minism. Thus, one can vary the mixture of hiding and nondeterminism in the
instances of this example by changing the values of the corresponding parameters
(datasize and maxerrors in the CSP script from Figure A.5).

Interestingly, we have not been able to apply FDR2’s state compression tech-
niques successfully for this example. Neither inductive nor leaf compression work
well as the explicated versions of the leaf processes contain a very large num-
ber of states. This confirms the earlier observation that the application of state
compression in FDR2 requires substantial user experience.

Figure 3.13 summarises the experimental data collected for the Alternating Bit
Protocol example. Two sets of runs have been performed: one with datasize=2
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| [ ARC/PP | EUMC | FDR2 |

OBDD variables in LTS 66 80 —
OBDD nodes in LTS 21449 115903 —
Run-time, s 295 1607 36

Table 3.3: Experimental results for Monkey Puzzle

| | ARC/PP| FDR278 |

Peak memory usage, MB 130 5000 (approx.)
Run-time, s 24016 | 45000 (approx.)

Table 3.4: Experimental results for Solitaire

and one with datasize=>5. In both cases, FDR2 exhibits exponential growth of
run-time, whereas ARC/PP’s run-time grows virtually linearly with respect to
maxerrors.

The two remaining examples from Appendix A—Monkey Puzzle and Solitaire—
contain no parameters and thus require only a single run of each tool. For Monkey
Puzzle, we compare the performance of three tools on two models of the example.
The first model is written by Geert Janssen in an IBM proprietary hardware
description language and solved with the Eindhoven University OBDD-based
model checker EUMC [Jan96]. The second model is written by Bill Roscoe for
the FDR2 tool and adapted by the author for the ARC/PP tool.

Table 3.3 presents the data collected for Monkey Puzzle. The run-time of
EUMC has been obtained on an HP 9000/755 machine with 256MB of RAM. The
results clearly show FDR2 to be the fastest of the three tools, while ARC/PP per-
forms better than EUMC both in terms of compactness of the labelled transition
relation derived and verification speed. The small size of the transition relation
can be largely attributed to the use of the re-encoding technique described in Sec-
tion 3.2.6. Without its use, the size of the transition system derived by ARC/PP
grows from 21449 to 35148 OBDD nodes using 108 instead of 66 OBDD variables
for encoding the state space of this example.

The unconstrained Solitaire was, until very recently, impossible to solve with
FDR2 [Ros97] due to its very large state space (23* potential and 187,636,299
actual reachable states) and the inability to apply state compression techniques.
To overcome this problem, we used a new version of the tool (2.78) which has an
improved state storage mechanism that allows the utilisation of secondary storage
(fixed disk file system) instead of main memory.

This challenging example also required us to run it on a Sun Ultra80 work-
station with 1 GB RAM instead of the configuration used for the examples pre-
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Figure 3.14: Change in OBDD size for the reachable states in Solitaire

viously discussed. The results are presented in Table 3.4. Unfortunately, we were
unable to complete Solitaire with FDR2 on this machine due to the lack of suf-
ficient amount of available free disk space, which was exhausted after exploring
approximately 82,000,000 reachable states. The figures presented in the table are
approximations of what the results for FDR2 should be assuming that the speed
of state space exploration does not drop significantly later in the search, and that
the disk space requirement grows linearly with the number of reached states.

Table 3.4 highlights a large difference in the space requirements of ARC and
FDR2 for Solitaire. This can be attributed to a much more compact representation
of the reachable state space of this example by OBDDs compared to an explicit
state encoding. Due to the use of hiding in Solitaire the entire reachable space
is computed in a single call to TauFzpandoppp that iterates through all possible
moves in the puzzle. Figure 3.14 shows the change of the size of the OBDD
encoding the reached state space for each iteration of TauFEzpandoppp. One
can see the characteristic hump in the resulting curve exhibiting an exponential
growth in the first fifteen iterations with a peak of more than 2,600,000 nodes
required at iteration 18 of TauFzxpandoppp, after which the size of the OBDD
gradually reduces to approximately 1,500,000 nodes. This means that the ratio of
total reachable states to OBDD nodes in their encoding in ARC for the complete
puzzle is more than 100:1, which easily explains the low space requirement for
OBDD-based refinement checking of Solitaire.

Since Solitaire contains a lot of hiding, ARC requires almost half the time that
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FDR2 would take to complete the example. In practice, the advantage of using
OBDD-based refinement checking for this example is even greater, because of the
following factors:

e The figure for the total time it would take FDR2 to go through the reachable
state space is an under-approximation, because going through the second
part of the reachable state space is likely to take more than the exploration
of the first part, which was experimentally measured;

e The execution times reflected in Table 3.4 are based on pure CPU usage
rather than wall (real) time as perceived by the user of the tool. While ARC
is consistently utilising 95% or more of a CPU, FDR2’s CPU utilisation has
been measured to be about 50% on the average and sometimes drop to
30% due to continuous disk access. In practice, this doubles the perceived
verification time by the tool’s user;

e The time required by ARC can be further reduced by a factor of six when the
computation of the TauFEzpandsppp utilises the PRS-enhanced reachability
analysis technique from Chapter 5 (see Section 5.4).

3.4 Discussion

Having presented our experimental results in the previous section, we consider
two most interesting questions regarding the algorithms developed in this chapter:

1. What are the relative efficiency advantages and disadvantages of the two
most popular model checking techniques—OBDD-based and explicit on-
the-fly algorithms—with respect to the problem they are applied to?

2. What are the bottlenecks of the compilation and refinement checking tech-
niques presented in this chapter, and can they be improved upon in any
way?

This section contains an analysis of these topics.

3.4.1 OBDD-based versus explicit refinement checking

Of all the tools that were used in the experimental study, FDR2 is the most
relevant and interesting one. Both FDR2 and ARC/PP accept a very similar
syntax of the same language (CSP), but differ vastly in terms of algorithms
and implementation details. This makes them ideal candidates for a comparison
targeted at the first question posed above.
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It is important to note that the comparison we are interested in is not one of
picking the better of the two tools. ARC is merely an academic, experimental pro-
totype tool that emerged as a result of this research work while FDR2 is a robust
commercial tool with a powerful input language, proven capabilities and frequent
updates; this obviously makes FDR2 the better tool product. Rather, we are
interested in a performance comparison of their back-end verification engines—
the OBDD-based one in ARC/PP and the on-the-fly explicit state enumeration
engine found in FDR2.

The approach we take in the algorithm comparison is to study the features
of the examples for which one of the tools demonstrates a clear performance
advantage over the other. In doing this, we temporarily ignore the effect that
state compression (which can be seen as a smart finite state model compilation
method rather than a reachability analysis technique) has on the verification
times. Then, we identify a set of common properties of these examples which,
provided our knowledge of the internal workings of FDR2 and ARC/PP, are most
likely contributors to the performance discrepancy being observed.

The examples for which ARC/PP’s back-end shows better performance are
Synthetic, Milner's Schedulers (variant 2), Alternating Bit Protocol, and Solitaire.
The Synthetic example is one with a very high number of reachable states and
is composed of many identical processes with no interaction between them. It
contains a high degree of nondeterminism since each sequential process is prepared
to engage in the event a at any time. This example also exhibits a large ratio
of LTS states to CSP process states (2"/n, where n is the number of processes).
These three factors result in small OBDDs for the transition relation and reached
state space, fast and efficient computation of relational product for LTS traversal,
and a small number of iterations of the main verification loop in the pair-by-pair
algorithm presented in Section 3.3.2.

A common feature of the second variant of Milner's Schedulers and Solitaire
is the extensive use of the hiding operator. Hiding has a two-fold effect on the
OBDD-based algorithms. Firstly, it reduces the “irregularities” in the transition
relation by making more transitions have the same label (7) which is reflected in
the OBDD representation of the relation in “smoothing” and size reduction. This
has a positive effect on the speed of state space traversal. Secondly, hiding results
in an increase in the LTS to CSP process states ratio which in turn reduces the
number of iterations of the refinement checking algorithm.

Although the sequential components in Alternating Bit Protocol have no par-
ticularly regular structure, the example contains a lot of nondeterminism. The
experimental results show that the performance benefit of the OBDD-based re-
finement checking algorithm in ARC/PP increases with the amount of nondeter-
minism. Again, the explanation of this observation can be seen in the increased
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LTS to CSP process states ratio observed with the examples discussed above.

FDR2’s verification engine is superior for the cxamples Dining Philosophers,
Milner's Schedulers (variant 1), and Monkey Puzzle. The first and third of these
lack any of the features that made ARC/PP excel in the examples discussed
above: they lack a regular structure, are completely deterministic, and contain
no hiding at all. Monkey Puzzle is the worst of the three with respect to perfor-
mance of the OBDD-based algorithms as it combines a relatively large number of
processes with small LTSs but engaging in a complex communication pattern. All
these factors combined result in the largest OBDD size for a transition relation
(more than 23,000 nodes) for any of the examples we have tried while the LTS
has less than 24,000 reachable states.

The first variant of Milner's Schedulers does contain hiding, but that barely has
any effect on the ratio of LTS to CSP process states. The number of iterations
required for the pair-by-pair refinement checking algorithm from Section 3.3.2
grows exponentially with the number of schedulers instead of linearly as is the
case with the second version of this example.

In general, we have found that state space traversal with OBDDs is less ef-
ficient than the explicit on-the-fly algorithms present in FDR2 when performed
on a single state at a time. This is to be expected as the underlying OBDD
operation—relational product—has a complexity proportional to the product of
the sizes of the OBDDs representing the starting state and the labelled transition
relation. The computation of next states in an optimised explicit model checking
algorithm can be expected to have a complexity roughly linear to the number of
sequential components in the example.

The picture changes considerably when the nature of the compiled CSP model
is such that state space exploration that is otherwise progressing one CSP process
state per iteration of the pair-by-pair OBDD-based refinement checking algorithm
is performed on multiple LTS states at a time. Not only an explicit verification
algorithm has to traverse the state space one LTS state at a time, but it also has
to store and maintain them separately until the end of the check.

Arguably, state compression as used in FDR2 can achieve efficiency improve-
ments comparable to those offered by OBDD-based verification algorithms for
a certain class of examples—those with a lot of hiding and/or nondeterminism
combined with some regularity of process compositions. However, there are ex-
amples (Solitaire and Alternating Bit Protocol from our problem suite) for which
compression does not bring about any benefit and may even make matters worse
due to very complex intermediate LTSs. ARC/PP is able to handle both exam-
ples in reasonable time. The opposite observation is also true—the author has
come across an example describing message routing in a mesh grid for which state
compression works while the OBDD-based approach has problems. Thus, we see
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these two approaches complementary to each other; it is very difficult to predict
which one will be able to verify a particular example in a purely analytical way.

Our findings in relation to the first question posed at the beginning of this
section can be summarised as follows:

e The OBDD-based compilation and refinement checking algorithms pre-
sented in this chapter have an advantage over the explicit verification algo-
rithm found in FDR2 for examples with a high ratio of LTS to CSP process
states;

e Hiding and nondeterminism are the two factors which affect the ratio be-
tween LTS and CSP process states in a model the most—the more they are
used the higher the ratio;

e Regularity and locality of inter-process communications is beneficial to
OBDD-based algorithms as it results in a generally smaller OBDD encoding
of the labelled transition relation of a process;

e Examples exhibiting a large number of processes constrained by a complex
interaction pattern are more suitable to refinement checking using explicit
state space exploration;

e State compression and OBDD-based verification engines can be seen as
complementary approaches addressing the state space explosion problem.

3.4.2 Bottleneck analysis

The system complexity that can be handled by a verification algorithm can be
limited either by space or time requirements. Thus, to identify the potential per-
formance bottlenecks in the CSP compilation and refinement checking techniques
presented in this chapter we should consider what determines the space and time
complexity of our algorithms.

The compilation of CSP scripts into a corresponding LTS representation in
OBDD form is not very time consuming as it performs a number of operations
roughly proportional to the size of the syntax tree. Therefore, assuming that
the input process does not contain excessively deep or infinite recursion, time
is not a limiting factor for the compilation step. On the other hand, space is
of concern, as the size of the OBDD required to encode the LTS representation
of a process can become prohibitively large (i.e. exceeding the amount of the
available physical memory). Tt is well-known that the performance of OBDD-
based algorithms drops by orders of magnitude when using virtual memory due
to the highly irregular pattern of memory access of these algorithms.
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The refinement checking algorithm requires space to store all reached CSP
states. When that space outgrows the available physical memory verification
may not be able to complete. On the other hand, the time necessary to complete
the pair-by-pair algorithm from Section 3.3.2 is proportional to the number of
CSP states it has to explore; the latter is then a limiting factor to the overall
verification performance.

To summarise our findings in relation to the second question posed at the
beginning of this section, there are several potential bottlenecks in the algorithms
presented in this chapter:

e Compilation of very large process descriptions into OBDDs may lead to
OBDD blow-up. In this case verification—complete or even partial—is
impossible;

e The state space exploration algorithm requires storing the reached CSP
process states which is another potential source of OBDD blow-up. Only
partial verification is possible in this case;

e The pair-by-pair nature of our refinement checking algorithm limits the full
utilisation of the OBDD capabilities of handling a very large set of states
at once. This may potentially result in a long run-time for the algorithm.

In the rest of this thesis, we present several improvements to the algorithms
developed in this chapter addressing each of the issues listed above. Each en-
hancement is then implemented in the ARC framework and further experiments
are carried out to assess the benefits and trade-offs of the proposed techniques.



Chapter 4

Hierarchical Partitioned
Transition Relations

Overview

In this chapter we develop a refinement checking technique that does not require
a monolithic OBDD representation of the full LTS of a process to be available. In-
stead, the complete model is kept in a hierarchical partitioned form combining the
behaviour of separate components of the concurrent system called “synchronisa-
tion hierarchy”. The structure of the synchronisation hierarchy reflects the static
communication structure of the concurrent system’s components. This technique
is developed to address the danger of OBDD blow-up during the compilation of
CSP processes with many sequential components and a very large state space.
Performance results of an implementation of the proposed method in the ARC
tool are presented.

4.1 Motivation

An implicit requirement of the pair-by-pair refinement /equivalence checking algo-
rithm as presented in Section 3.3.2 is the ability to build a four-tuple of boolean
functions ¢(L) for the LTS of both the specification and implementation pro-
cesses. The OBDD v (R) encoding the transition relation of an LTS is usually
the largest in size of the four OBDDs in ¢(£) and typically requires many times
more OBDD nodes than the other OBDDs in ¢(R). We call vg(R) a monolithic
OBDD representation of the transition relation R because of the fact that the
whole transition relation is encoded as a single boolean function.

Unfortunately, vg(R) can become very large. If its space requirement out-
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grows the available physical memory, the performance of OBDD operations and
thus the speed of the actual refinement check sharply declines.

From our experience with process compilation in the ARC tool, the following
factors have the most impact on the size of an OBDD encoding of the LTS
representation of a process:

e The number of states in the sequential components of the concurrent sys-
tem. This is mainly due to the fact that the larger the state space of the
LTS of a process, the more OBDD variables are required to encode that
LTS;

e The number of interacting processes and the complexity of their interaction
(synchronisation) pattern. Two processes executing asynchronously (e.g.
combined using the interleave operator) generally have a smaller OBDD
representation than those same two processes synchronizing over a set of
events. A good illustration of this phenomenon is the Synthetic example,
which has an extremely large number of states and a very compact OBDD
representation;

e The distance between the OBDD variables Vs, and Vs, used to encode the
LTS representation of two interacting processes P and . Recall that ARC
assigns OBDD variables in the order of traversal of the syntax tree. There-
fore, one should keep tightly coupled processes close in the CSP process
terms. A similar rule has been observed in another context by Hu [Hu95];

e The amount of hiding used. Although hiding does not affect the num-
ber of states in the LTS representation of process semantics, it effectively
“smooths” the OBDD representation and reduces the number of nodes re-
quired by renaming events encoded through the variables from V.

The above observations provide useful hints to the end-user of the ARC tool
for constructing processes in a way which minimises the OBDD representation of
their LTSs. This could speed up the refinement checking algorithm or even limit
the OBDD size blow-up for the LTS representation in certain cases. Nevertheless,
the general problem of OBDD blow-up during compilation still remains. An
automated technique that does not rely on the experience of the user to write
CSP scripts that have an efficient internal representation is much more desirable.
We explore some existing techniques addressing this issue in the next section.
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4.2 Partitioned transition relations

The problem of OBDD representations of transition relations growing too large
is well-known in the hardware verification domain. One of the proposed solutions
is to keep the entire transition relation R in a partitioned form' that reflects
the structure of the digital circuit being represented [BCL91a, BCL91b]. Each
partition of the transition relation R; represents the behaviour of a small part
(e.g., a bit of the state vector) of the whole circuit. There are two types of
partitioning—conjunctive and disjunctive—that have been proposed in the liter-
ature [BCL91a, BCLI1b].

Conjunctive partitioning is applicable to the OBDD representation of tran-
sition relations of systems with synchronous behaviour, e.g. synchronous digital
circuits. The conjunction operator is used for composing the transition relation
together because of the synchronous behaviour being represented—for a transi-
tion to occur, every component in the system has to agree to it. In a conjunctive
partitioned transition relation, the transition relation partitions R; are subse-
quently treated as implicitly conjoined (R = A; R;). Thus, instead of storing one
potentially very large OBDD for the transition relation, one stores and manipu-
lates a number of smaller OBDDs that encode the same transition relation.

Disjunctive partitioning, on the other hand, is applicable to the OBDD rep-
resentation of transition relations of asynchronous digital circuits. The asyn-
chronous behaviour means that when two or more transitions within separate
partitions are possible, they may occur in any sequence or even simultaneously.
Therefore, the partitions R; are stored as separate boolean functions and treated
as implicitly disjunctive (R = V/; R;) in the operations involving the OBDD en-
coding of the corresponding transition relation.

The advantage of partitioning compared to a monolithic OBDD for the tran-
sition relation is that the sum of the sizes of R; is typically much smaller than
the size of B. The latter OBDD may grow, in the worst case, as the product
of the sizes of the OBDDs for the partitions. In theory, R may also turn out
to be smaller in size than the sum of sizes of R;, however, the general consen-
sus in the literature is that this is very rare in practice. Furthermore, even if R
is quite small, there is no guarantee that the intermediate OBDDs required for
its computation will not exceed the memory limitations. The use of partitioned
transition relations provides at most a linear increase in the memory required
(which is very unlikely) while avoiding a monolithic OBDD representation of the
transition relation with a size exponential to the size of the partitions. In prac-

'In this section only, we adopt the shorter notation used by Burch et al. [BCL91a, BCL91b],
whereby R (R;) denotes the OBDD encoding of a transition relation rather than the relation
itself.
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tice, a partitioned transition relation can often be successfully computed when
the OBDD for the full transition relation grows too large.

To make partitioned transition relations useful for reachability analysis, re-
lational product has to be computed on OBDDs without building the entire
transition relation. For a disjunctive partitioned transition relation, we have:

VeVl (4.1)

Image(S,R) = (3,(S AV Ry)) |
?
where R; are the OBDD encodings of the transition relation partitions using the
variable vectors Vg and V{ for encoding the current and next states, respectively,
and S is the OBDD encoding of a set of states in the full transition relation.
It is known that disjunction distributes over existential quantification [Bry92].
In other words, if f and g are boolean functions and V is a vector of boolean
variables, we have:

3, (fVe) =3, fVIyg (4.2)
By applying the above, Equation (4.1) can be rewritten as:
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Thus, the relational product over the entire transition relation can be con-
veniently obtained by computing relational products over each of the individual
implicitly disjunctive partitions.

The relational product for conjunctive partitioned transition relation is:

) |[V5<— 1A (4.3)

Image(S, R) = (Jy, (5 A A\ R:
2
Since conjunction does not distribute over existential quantification, the re-
writing technique used for disjunctive partitioning is not applicable. However,
under certain conditions it is possible to move a conjunct outside of the exis-
tential quantification operator. If f and g are boolean functions and f does not
depend on the variables in the vector V, then:

Ay (fAg)=FfAFpyg (4.4)

Assuming that each R; in Equation (4.3) depends on a subset of variables
from Vg, it is possible to conjoin each R; with S iteratively while existentially
quantifying out any variables on which the remaining partitions do not depend.
The order in which the partitions are chosen can significantly impact the efficiency
of this method—it can be expensive and in the worst case there could be no benefit
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from the partitioning. In practice, finding a good order does not appear to be
difficult [BCLI1D).

The application of the above partitioning techniques to the domain of concur-
rent systems appears simple at first. Indeed, the concurrently composed compo-
nents in a concurrent system are natural candidates for partitioning the mono-
lithic OBDD for the LTS representation of such a system. However, the concur-
rent components may exhibit a combination of synchronous and asynchronous
behaviour—processes execute the events they synchronise on in lock-step while
the execution of the rest is independent. As a result, the semantics of the CSP
parallel composition operator presented in Section 3.2.5 is much more compli-
cated than the semantics of composition of digital hardware blocks. Therefore,
it is not possible to apply just disjunctive or conjunctive partitioning in the form
presented in this section to the labelled transition relation of a CSP process.

There is an additional difference in how partitioning is applied to hardware
and how it should be applied to a concurrent system. In digital circuits, there is
a single level of concurrency and that is naturally reflected in the conjunctive and
disjunctive partitioning. The structure of a concurrent system is more complex
in that it may form a hierarchy of connections between the components. Thus, a
representation of the partitioning hierarchy is required for concurrent systems.

In the rest of this chapter, we present a form of hierarchical partitioning of
the labelled transition relation of a CSP process called hierarchical partitioned
transition relation (HPTR). We develop a technique for computing OBDD rela-
tional products using a combination of the rules of disjunctive and conjunctive
partitioning and recursive relational product computation on the HPTR.

4.3 Hierarchical partitioned transition relations
(HPTR)

This section introduces a hierarchical form of a partitioned transition relation of
a concurrent system that is suitable for subsequent state space exploration and
refinement checking.

4.3.1 Definition

As a first step, we define the subset of CSP terms on which our technique operates.
We consider the following syntactic structures:

P:Pﬂ@|P|||Q]P\A1f[P]’Leafpmcess (4.5)
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Figure 4.1: An example synchronisation hierarchy

where LeafProcess is a process with an OBDD representation of its LTS. The
CSP operators from the above equation are termed high-level within the context
of FDR2 [For97], while the remaining operators are referred to as low-level. This
terminology is adopted here as well.

As is the case with partitioning for digital circuits, we are interested in parti-
tioning the concurrently executing components, thus the set of operators in the
Equation 4.5 includes parallel composition and interleaving. The other two oper-
ators included in that equation—hiding and renaming—have the property of not
affecting the concurrent decomposition of the system.

Leaf processes can be seen as partitions in a concurrent system and are com-
bined using the parallel, hiding and renaming operators to construct the be-
haviour of the system as a whole. The level of granularity of these processes
depends on the use of low-level operators, because any process term with a top-
level operator which is not high-level has to be, by definition, (a part of) a leaf
process. The leaf processes are similar to the low-level components in the FDR
tool [For93, For97] in the way they are used to construct the behaviour of the
complete system using high-level operators, but differ from low-level processes
in that they may contain high-level operators as well. For most practical pur-
poses, however, high-level operators in leaf processes are unnecessary, and the leaf
processes can be as fine-grained as the sequential components of the concurrent
system [Ros97].

The syntactic structures defined by Equation (4.5) can be easily presented in a
rooted tree form referred to as hierarchical partitioned transition rclation (HPTR)
which closely resembles the synchronisation hierarchy of a compound process.
The leaves of the tree are the leaf processes, and the non-leaf nodes contain the
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operators and related information—a synchronisation event set for the parallel
operator, a hiding event set for the hiding operator, or an event renaming function
f for the renaming operator. Figure 4.1 contains the synchronisation hierarchy
for the process P defined as follows:

PE(Pl\A)Qf[%!'Ps]

Synchronisation hierarchies are a natural way of representing a structural
decomposition of a concurrent system. The full LTS model of this system is im-
plicitly represented by the concrete OBDD encodings of the LTS representations
of the leaf processes, the structure of the tree, and the operators applied within
non-leaf nodes.

4.3.2 Structural optimisation

Synchronisation hierarchies closely resemble the syntax tree of a process term
and can be derived from the latter relatively easily?. Leaf processes in the tree
of a synchronisation hierarchy are identified by the first occurrence of a low-level
operator. The LTS of a leaf process is derived in the usual monolithic OBDD
form as described in Section 3.2.5. The initial HPTR obtained in this way can be
subjected to certain structural optimisations presented in this section. Here by
structural optimisation we mean a transformation of the tree of the synchronisa-
tion hierarchy aimed at reducing the size of the OBDDs for the labelled transition
relations of leaf processes and minimising the number of non-leaf nodes in the
HPTR.

Note that the example from Figure 4.1 contains a hiding node which is applied
to the leaf process P;. Since hiding reduces the size of an OBDD encoding of
the LTS of a process (see Section 4.1), one can expect that moving the hiding
node (i.e. “pushing” it down) as part of the leaf process P1 would provide a
more space-efficient representation of the concurrent system and, as discussed
in Section 3.4, likely result in a more time-efficient reachability analysis. This
example can be generalised as it is always beneficial to “push” hiding down the
synchronisation hierarchy towards and into the leaf nodes, subject to the CSP
algebraic laws [Ros97]:

(PlloNC = (PN(C-A)l(@\(C-A)\(Cn4)

TPINA = [P\ N4
(P\A)\B = P\ (AUB)

2A slight complication is the possibility that the syntax tree might span several process
definitions. However, this can be easily overcome and is beyond the scope of this chapter.



92 4.4. Recursive image computation on HPTRs

where f~! is the inverse of the injective event renaming function f. All of these
algebraic laws are aimed at reducing the size of the monolithic OBDD represen-
tation of the transition relation of a leaf process. The number of non-leaf nodes
may increase or decrease depending on which of the rules is used most—the first
rule above increases that number by two, the second rule does not change it,
while the last rule decreases the non-leaf nodes by one.

A similar transformation can be applied to the renaming nodes in the HPTR
as well. In fact, assuming that the renaming function is injective, this operator
distributes over all other CSP operators [Ros97]. Thus, it is possible to improve
the compactness and efficiency of the HPTR representation by “pushing down”
the renaming nodes all the way into the leaf nodes by using the following CSP
laws for injective renaming functions f [Ros97):

fPl @ = 1) ) sl

(4)

fIPNA] = [IPI\ f(4)

The successive application of these laws can effectively remove all renaming
nodes from a HPTR by making them a part of the leaf processes. However, the
size of the monolithic OBDD encoding of the labelled transition relations of leaf
processes is not impacted significantly.

4.4 Recursive image computation on HPTRs

The computation of the refusal and divergence relations as well as the pair-by-
pair refinement checking algorithm presented in Chapter 3 require the ability
to compute both forward and backward images from a given set of LTS states
and/or events. Therefore, to enable the operation of these algorithms on an
HPTR instead of a monolithic OBDD, a method is required to compute relational
product on an HPTR representing the LTS and an OBDD representing a set of
LTS states.

Let the HPTR of a process P consist of non-leaf nodes N; and leaf process
nodes P;. Each P; is compiled into a monolithic LTS Lp, represented in OBDD
form ¢(Lp,) which uses variable vectors Vs, and Vg for the encoding of the state
space of P;. The vector Vi, (Vy.) is defined to be the concatenation of the vectors
Vs, (Vé«j) of all leaf processes that are part of the process defined at N;. For a
non-leaf node N; with two children nodes we annotate the latter with left(N;)
and right(N;); we assume that for non-leaf nodes with a single descendant node
in the tree left(N;) = right(N;). Let Ny be the root node of the HPTR of P.

Since both forward and backward state space traversal using OBDDs involve
the same three basic operations—conjunction, existential quantification and vari-



CHAPTER 4. HIERARCHICAL PARTITIONED TRANSITION RELATIONS 93

able renaming—applied to different sets of variables, it suffices to present our ap-
proach on one concrete example. The derivation of any other form of relational
product computation is very similar and is left out of our presentation.

We consider the relational product which computes the pairs of next states
and events given a set of states I':

RelProd(vs(T), ¢(Lp)) = (HVS(VS(F) A vr(R))) |[VS<—V§]

Because of the recursive structure of an HPTR, it is convenient to compute
RelProd by traversing its nodes and deriving a partial relational product at each
node. We denote this partial product as RelProdgprr(F, N;), where F is an
OBDD that is passed to the node N; from its parent. For the particular relational
product under consideration F' is used to encode I', however, in a different context
F could be used to pass other information (e.g. an encoded set of events) specific
to that context.

It is known that injective (one-to-one) OBDD variable renaming is a relatively
inexpensive operation compared to disjunction and existential quantification, es-
pecially when the relative order of variables is maintained. Thus, it can be left
out of the recursive image computation and applied at its end. The RelProd
function can then be expressed via RelProdgprr as follows:

RelProd(vs(T), #(Lr)) = RelProdupr(vs(T), No) |, .
S

The other node types in a HPTR are hiding, parallel composition and in-
terleaving, as well as the leaf nodes. In the following sections, we present the
computation of RelProdyprg for each of these node types.

4.4.1 Leaf nodes

Since the OBDD for the transition relation of a leaf process is readily available in
a pre-computed form, RelProdyprr of a leaf process P can be computed directly
as:

RelPT'OdHPTR(F, P) = EIV.S,-(F N I/R(RP)) (46)

One can easily observe from the above that the result of this computation is
an OBDD which depends on the variables in V¢, Vg, and the support variables
of F except Vs,. Indeed, it is an invariant of the recursive image computation
for the chosen relational product that the intermediate result at any node N;
depends on the variables in V¢, V3. and those supporting F bar the vector V.
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4.4.2 Hiding nodes

A hiding node passes F' down to its child unchanged, but modifies the partial
relational product derived by the child by replacing the events from the hiding
set A with the internal 7 event. Thus, for a hiding node N which represents the
construct left(N) \ A we have:

RelP’I"OdHPTR(F, N) = an (RelProdeTR(F, left(N)) AN I/g(A)) A I/g(’r) V
RelProdeTR(F, left(N)) /A% I/g(A)
4.7)

4.4.3 Parallel and interleave nodes

The computation of the partial relational product for nodes representing a parallel
composition of processes is non-trivial and is a key component of our technique
of utilising HPTRs. This computation has to combine the two partial relational
products from its children nodes and take into account both synchronous and
asynchronous execution of events by the children processes. Since P ||| @ = P ||

@, interleave nodes can easily be handled as a special case of the parallel ones.
We consider a node N that represents the construct left(N) || right(N). To
A

aid the brevity of presentation, we introduce a number of abbreviations:

R1 = RelProdeTR(F, leﬁ(N))
RQ = RelProdeTR(F, nght(N))

Vi = Vs
Vi = Vl,eft(N)

V2 = Vright(N)
VQ’ = Vr’ight(N)

and define the boolean function Id; as:

_ , / ) '
Ii= A (Ao V=y Aoy
v EVi i€ V]

According to the CSP compilation rule for parallel composition from Sec-
tion 3.2.5 and the translation of set operators to OBDD operators in Sections 2.3.1
and 2.3.2, the OBDD encoding of the partial transition relation at a node N (de-
noted as Ry ) can be computed from the transition relations of the children of N
as follows:

vr(Ry) = —ve(A) ARy AldyV
- I/g(A) N Id1 A R2 V
Ve (A) A R1 A R2
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The first line of the above equation corresponds to the left child of N making
a transition that is not in the synchronisation set A, while the state of the right
child remains unchanged. The second line represents the case when the right child
performs an event different from those in A while the left one makes no transition.
The last line of the equation corresponds to the case when both children of N
make a simultaneous transition on an event from the synchronisation set A.

To derive the partial relational product at node N, we have to compute:

RelProdeTR(F, N) = EIV],Vz(F AN Z/R(RN)) =
ElVl,Vz(F A l/g(A) A R1 A [dg \%
F/\_|l/g(A)/\[d1/\R2V
FAve(A) AR ARy =
aVl,Vz(F A - I/g(A) AR A Idg) V
EIVl,V-;(F VA% Vg(A) A Idy A RQ) V
s v, (F Ave(A) A Bi A Ry)

where the last transformation applies the disjunctive partitioning rule (4.2). Let
us denote the three terms in the above disjunction with T}, Ty, and Tj.

In Ti, we can move — vg(A) outside of the existential quantification operator
as it only depends on variables in Vg:

Ty == ve(A) A3y, v, (F A By A Idy)

Next, we can rewrite operator HVth as two consecutive operators 3,, 3, . We
can further apply the conjunctive partitioning rule (4.4) to move R; and Id, which
do not depend on variables in V; outside of the second existential quantification
operator to obtain:

Ty =~ ve(A) A3y, (R A Idy A3y, (F))

Due to the way in which R, is derived, we know that B, A 3, (F) = Ry, from
which we can further reduce 7; to:

T1 = l/g(A) AN HVQ(Rl A Idg)

Since 3y, (Ry A Idy) = Ry | , we conclude that:

[V} Va)

Ty = - vg(A) A (R, | ) (4.8)

(Vi V2]
As T, is symmetrical to T, we have:

TQ = I/g(A) A (R2 ‘[V1'<—V1])
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A similar line of reasoning can be applied to T3 as well. We move vg(A)
outside of the existential quantification and remove the dependence on F':

Ty = ve(A) A3y, (Ry A 3y, Ry) (4.10)

The order of application of the existential quantification operators in the
above equation is chosen to keep the OBDD sizes of the intermediate products
in the computation as small as possible, which positively affects the time and
space requirements of the implementation. Equations (4.8), (4.9), and (4.10) can
be combined to derive the final equation for the partial relational product at a
parallel composition node of a HPTR:

RelProdgprr(F,N) = - ve(A) A (R | )V
~ve(A) A (R |, )V (411)
ve(A) A3y, (Ra A3y, By)

[V V2]

4.5 Experimental results

We have developed an implementation of an HPTR-based refinement checking
algorithm utilising Equations (4.6), (4.7), and (4.11) to implement forward and
backward relational product in the pair-by-pair refinement checking algorithm
from Section 3.3.2 and incorporated it in the ARC tool. We call this new imple-
mentation ARC/PP+HPTR. To assess its performance compared to the mono-
lithic transition relation used in ARC/PP, we use two examples from Appendix A:

e Monkey Puzzle, which is the largest example from Appendix A in terms
of size of the OBDD encoding of the labelled transition relation of the
implementation process;

e Dining Philosophers, which allows us to study the performance of HPTR
when the size of the example is varied.

Of primary interest are the amount of savings in terms of OBDD size for
the transition relation of the implementation process and the change in the total
run-time for the examples. The experimental results obtained are summarized
in Table 4.1. In the table, time; and size; refer to the total execution time (in
seconds) for a traces check and the size of the transition relation OBDD for
ARC/PP, and time, and sizep refer to the same data for ARC/PP+HPTR.

The number of OBDD nodes in an HPTR (i.e. sizey) is computed as the sum
of the sizes of the OBDDs for the transition relations of the leaf processes and
does not reflect the possibility of node sharing between these OBDDs. Thus,



CHAPTER 4. HIERARCHICAL PARTITIONED TRANSITION RELATIONS 97

Example ARC/PP ARC/PP+HPTR Ratios

timey I size; | times [ sizey i;:%f | 221

3 dining philosophers | 0.4 577 0.9 225 2.25 | 2.56

4 dining philosophers | 2.0 1021 7.0 306 3.5 | 3.34

5 dining philosophers | 17.5 | 1589 71.0 385 4.06 | 4.13

Monkey puzzle 295 | 21449 | 5769 3451 19.6 | 6.2
(with re-encoding)

Monkey puzzle 3079 | 35147 | 16975 4714 5.51 | 745
(w/o re-encoding)

Table 4.1: Performance with and without the use of HPTR

sizey is actually an upper bound for the number of OBDD nodes required by
the corresponding HPTRs. The last two columns in the table contain the space
saving offered by ARC/PP+HPTR (size; /sizes) and the corresponding slowdown
of the refinement check (timey/time;) compared to ARC/PP.

Prior to analysing the data in Table 4.1, it should be noted that none of the
examples run actually required more memory than physically available. This
means that the potential speed benefit of refinement checking using HPTR is not
revealed by our experiments. Such a benefit is possible when a check not using
HPTR hits the physical space limit while the same check using HPTR does not.
The slow, non-sequential access to virtual memory that a refinement check not
using HPTR has to perform in this scenario is expected to more than offset the
generally slower recursive image computation using HPTR. Unfortunately, we do
not have an example large enough to properly test such a scenario; the largest
LTS we could obtain was that of Monkey Puzzle with state re-encoding disabled.
Nevertheless, we hope that the results presented in this section demonstrate the
potential of HPTRs.

Looking at the results for Dining Philosophers in Table 4.1, we notice that
the space advantages of using HPTR instead of monolithic transition relation
are offset by a slow-down of an almost equal factor across the tests with three,
four, and five philosophers. This represents a trade-off between space and time
complexity and confirms similar findings by other researchers using partitioned
transition relations [BCLI91b, BCL.*94]. As expected, size, grows linearly with
the number of processes in the example.

Monkey Puzzle presents a slightly different case—the application of HPTR
slows the refinement check by a factor of nearly 20 while achieving a reduction
in the size of transition relation of slightly over six-fold. But is this really unex-
pected? This example consists of 20 fairly simple processes, ranging from 1 to
7 states each, and the bulk of the complexity is in the complex synchronisation
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pattern between these processes. As a result, the leaf processes in the HPTR. for
Monkey Puzzle arc of very fine grain which impacts the performance of the recur-
sive image computation negatively. We have run the same example with state
re-encoding disabled, which results in larger OBDDs for the transition relations
of leaf processes in the HPTR as well as a larger OBDD for the monolithic LTS.
This has positive impact on HPTR-based refinement checking compared to the
previous case—a greater than seven-fold reduction in number of OBDD nodes for
the transition relation at the expense of less than six-fold slow down.

4.6 A further enhancement

The literature on partitioned transition relations recommends combining several
small partitions into a larger one (assuming, of course, that the compound parti-
tion does not require more memory than is available), claiming that both space
and time advantages are possible [BCL91b, BCL*94]. Tn the case of HPTR, the
size of the partitions is determined by the syntactic representation of the com-
piled process description. Of course, it is quite feasible to modify the derivation
of an HPTR described in Section 4.3 to allow for non-leaf nodes in the HPTR to
be converted into leaf nodes with a monolithic OBDD-based transition relation.

A good strategy for obtaining an HPTR with larger partitions is to attempt
building a monolithic OBDD-based transition relation for each non-leaf node
during the construction of the HPTR. Then, if this operation does not result in
an OBDD blow-up and the size of the monolithic transition relation does not
exceed a predefined threshold, the non-leaf node is substituted by a leaf node
containing that transition relation; otherwise the non-leaf node and the sub-tree
under it is kept as is. The application of this strategy will result in constructing
an HPTR with potentially fewer leaf and non-leaf nodes.

A simpler variation of the above strategy is to impose a limit on the depth of
the synchronisation hierarchy, so that any sub-tree below a particular level under
the root node is “cut-off” and substituted by a leaf node containing a mono-
lithic OBDD-based transition relation. This technique has been implemented in
ARC/PP+HPTR.

Table 4.2 presents our experimental findings for Monkey Puzzle with varying
cut-off depth. It shows that the user of the tool can fine-tune the desired space
versus time trade-off by varying the depth of the cut-off. The best cut-off point is
one where the available physical memory is utilised to the highest possible degree
without actually exhausting it.
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Cut-off ARC/PP ARC/PP+HPTR. w/cut-off Ratios

depth | time; | size; | timeo ] sizes %ﬁf | 28l
3 295 21449 | 1047 16993 3.55 | 1.26
6 295 21449 | 1960 12474 6.64 | 1.72
9 295 21449 | 2982 8733 10.1 | 2.46
12 295 21449 | 4061 5871 13.8 | 3.65

Table 4.2: Experiments with ARC/PP+HPTR and cut-off depths on Monkey
Puzzle example

4.7 Related work

To the best of the knowledge of the author, HPTRs are the first partitioning
technique for the OBDD encoding of a labelled transition relation derived from
an algebraic description of a concurrent system. However, the idea of utilising a
structured (hierarchical) representation of a transition relation is not new.

Hu [Hu95] defines a high-level language for describing interacting systems and
distributed protocols. Not surprisingly, this work also addresses the potential size
blow-up of monolithic OBDD encodings of transition relations. Hu suggests that
three of the high-level language statements—sequence, if-then-else, and nondeter-
ministic choice—can be used to compute successor and predecessor states with a
simple OBDD recursive algorithm rather than simple relational product operation
on a pre-computed transition relation.

Alur et al. [AHR98] present an OBDD-based algorithm for the exploration of a
multi-level hierarchy of transition systems. The state space hierarchy is implicitly
defined by the use of a special temporal abstraction operator within the input
description of a circuit design. The authors develop a method of computing
the successors of a given state set based on conjunctive partitioning for parallel
(synchronous) composition of circuit modules and an algorithmic technique for
the temporal abstraction operator.

The technique presented in this chapter differs from the existing methods in
several aspects. Firstly, our approach combines disjunctive and conjunctive par-
titioning in a novel way to enable the addition of parallel composition to the
HPTR. Secondly, we include a set of structural optimisation rules that may sig-
nificantly improve the performance of the recursive image computation. Finally,
our technique is based on a very different set of operators than Hu’s [Hu95] and,
unlike the approach by Alur et al. [AHR98], does not rely on the user to explicitly
or implicitly define the structure of the HPTR.



100 4.7. Related work



Chapter 5

Pseudo-Root States

Overview

This chapter presents a novel tool-independent reachability analysis technique
that is applicable to both OBDD-based and on-the-fly model checking. This
technique identifies and selectively discards certain states, referred to as pseudo-
root states, which cannot be reached from outside of the reached state space. An
experimental implementation of this approach in the ARC tool has shown a two
to sixteen fold improvement in peak state storage requirements over conventional
reachability analysis. This chapter is based on material presented by the author
at TACAS’97 [PY97].

5.1 Existing reachability analysis methods

Exhaustive exploration of a finite state model is a key part of most automated
verification algorithms, which rely on checking all reachable states of the model
against a specification of desired properties. Conventional algorithms for travers-
ing the model starting from its initial states require storing the set of all visited
states. This is done in order to guarantee that each state is visited exactly once
and thus avoid redundant work when a reachable state may be reached more than
once through a different sequence of transitions.

The need to store all reached states is a major performance bottleneck for
automated verification algorithms. The amount of memory required for storing
these states is, in general, proportional to their number. Although some tools such
as FDR feature state space storage mechanisms targeting minimal time overhead
when non-direct access memory is used [Ros94], there is a general consensus
in the literature that the use of virtual memory considerably slows down state

101
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matching [Hol88, GHP92]. Thus, it is highly desirable that the verification is
performed within the bounds of the available physical memory. Since reachability
analysis involves a search through the stored states for each newly reached state,
there is a growing time overhead as well. Several approaches have been proposed
to alleviate this problem.

A popular approach for verifying complex systems is symbolic model check-
ing [BCM 192, McM92a] which uses OBDDs for encoding both the finite model
and the set of reached states. This brings about several potential advantages.
Firstly, the finite model is not constructed explicitly and, given a well chosen
variable ordering, an OBDD consisting of a few thousand nodes may represent
a model with a vast state space—10°" states and more. Secondly, if the set of
visited states exhibits some form of regularity, the OBDD representing this set
may require many orders of magnitude less space than, for example, a hash table
containing the corresponding state vectors. Thirdly, symbolic model checking
allows sets of states, not only a single state, to be checked at each iteration of the
reachability analysis procedure. Unfortunately, the size of the OBDDs represent-
ing the visited states is unpredictable, and in the worst case may be much larger
than the sum of sizes of the corresponding state vectors. A good example of this
in the context of the ARC tool is Monkey Puzzle (described in Appendix A), for
which the tool has to store 66 OBDD nodes plus the associated overhead instead
of the (minimum of) 66 bits required by methods based on storing state vectors.

Another reachability analysis method proposed in the literature is scatter
searching [Hol87]. The idea is to explore, within the limits imposed by the avail-
able memory or time, a subset of the full finite model and then declare the system
“error-free” with a certain degree of probability. Tt is possible to further increase
this probability by performing multiple runs with randomly chosen hashing func-
tions for state storage, effectively exploring random subsets of the global state
space. An error found in any of these subsets is an error in the complete model.
However, not finding any errors does not imply the complete correctness of the
model. The bit-state hashing technique [Hol88] enhances this method and allows
scatter searching to be carried out considerably faster and in less space. How-
ever, this is essentially a probabilistic method that may not be acceptable in cases
where a definitive result is required.

State space caching approach [Hol87, JJ91] stores in memory as many reached
states as possible. After the available memory is filled up, newly generated states
replace states from memory (chosen randomly or otherwise), the latter serving
as a cache of the set of visited states. As states discarded from memory may be
rcached again at a later stage of the rcachability analysis, there is a considerable
risk of the redundancy of repeated work. In practice, using a cache of size less than
a third of all reachable states brings unacceptable time penalties [Hol87, GHP92].
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An enhancement of the state space caching technique [GHP92] uses partial or-
der methods [God94, Val93, Pel94] to deal with interleavings of independent
transitions and reduce the number of times a state is visited during reachability
analysis. However, a state may be reachable more than once for reasons other
than pure interleaving—one example being cyclic behaviour. Thus, the risk of
revisiting discarded states, although reduced, is still present.

More recently, an approach combining state space reduction, partial order
driven reachability analysis, and a modification of the bit-state hashing technique
has been proposed [MK96]. A pre-computation stage involving exhaustive state
space exploration of the finite model is used to gather approximate information
about the number of times each state of the model is to be revisited during finite
model exploration. This information is then utilised in the course of the actual
model checking for a more selective removal of states from memory when space
limits are reached compared to that used earlier [GHP92]. This is a sensible
approach due to the number of states in the finite model often being much lower
than the number of the product states explored during model checking.

With the exception of the refined state space caching technique [GHP92] and
its further improvement [MK96], a common feature of the existing reachability
analysis methods is that states are treated as separate entities outside of the
finite model they belong to. In other words, the potentially advantageous infor-
mation about states and transitions in the model is not utilised; states are stored
obliviously.

In this chapter, a different view of the state space storage problem resulting
in a novel reachability analysis algorithm is presented. Whereas the refined state
space caching technique extracts the necessary information by applying higher-
level syntactic rules on the system description, our method is lower-level in that
it works by utilising information at the level of the model itself. More specifically,
our approach keeps track of the visited predecessors for each state and as soon
as all predecessors of a state are explored it is discarded from memory. States
that are no longer reachable from the unexplored state space are referred to as
pseudo-root states (PRS). We present an efficient algorithm for the identification
and deletion of a visited state that becomes a PRS. Complexity analysis shows
that this algorithm incurs at most a two-fold increase of the run-time compared
to the conventional reachability analysis algorithm. Our experimental results
indicate that this technique allows exhaustive state space exploration visiting
each state ezactly once while storing, at any one time, between 6-45% of the
reachable state space.

The rest of this chapter is organised as follows. Section 5.2 considers a generic
version of the conventional reachability analysis algorithm, and presents two ex-
amples which illustrate the intuitions behind our approach. Section 5.3 defines
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the notion of pseudo-root states and presents the modified state space explo-
ration algorithm. Then the time and space complexity of our algorithm is anal-
ysed. Section 5.4 comments on the performance results obtained with the ARC
tool [PY96a]. In Section 5.5 we discuss issues concerning the practical application
of the pseudo-root state method.

5.2 Background and motivation

5.2.1 Conventional reachability analysis

A slightly modified version of the pure reachability analysis algorithm (Algo-
rithm 1 from Section 2.2.1) which applies the verification function Check on each
reached state is provided by Algorithm 9. Two sets of states are maintained,
Checked for the states that have been visited, and Pending for the states that
have been reached but not checked yet. We use interchangeably the terms visited,
explored or checked for states from the set Checked, and refer to states from the
set Pending as pending. We call the states in Checked U Pending reached, and
the rest of the states in & unreached.

Algorithm 9 Conventional reachable states checking
Require: An LTS £
Ensure: Check is called on each reachable state in £ exactly once
1: Checked < 0
2: Pending + 1
3: while Pending # () do
4:

select s from Pending
5. Pending < Pending — {s}
6:  Check(s)
7. Checked < Checked U {s}
8: for r € Image({s}, £) do
9: if r ¢ Checked U Pending then
10: Pending < Pending U {r}
11: end if
12:  end for
13: end while

Initially, Checked is empty, and Pending contains the set of initial states of
L. Algorithm 9 is iterative and terminates when Pending becomes empty. Each
iteration explores one state s selected from Pending, which is then removed from
that set and added to Checked. Next, a call to the checking function with the
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Figure 5.1: LTS of the interleaved processes example

current state s is performed. At the end of each iteration the successor states of
s are examined and those not reached yet are added to Pending. Termination is
assured by the monotonic growth of Checked and the finiteness of S—eventually
all pending states will have to be checked.

Two strategies for selecting a state from Pending have become most popular.
Breadth-first search (BFS) tracks the pending states in a FIFO queue (a list),
while depth-first search (DFS) stores these states in a LIFO queue (a stack)!.

It may be observed that the set Checked is used solely for determining if
the successor states of s have been reached already, ensuring that each state is
visited exactly once. However, some states in Checked may be no longer reachable
from the outside of the explored state space. Keeping such states in Checked
is unnecessary as well as undesirable because that brings about performance
penalties:

e These states take up valuable space;

e The computation of the condition r & Checked U Pending is slower due to
the larger size of Checked.

In the rest of this section we present two simple examples which demonstrate
that some checked states need not be kept throughout the search. These exam-
ples served as motivation and encouragement for the development of the PRS
approach to reachability analysis.

5.2.2 Interleaved processes example

Consider two very simple models P and ¢ combined by interleaving (Figure 5.1)
and assume that the product LTS is explored by Algorithm 9 performing BFS.

1Strictly speaking, the DFS strategy actually requires a slight modification of Algorithm 9
along the lines of Algorithm 2,
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The search starts from the initial state 0, which is then put in Checked while
its successor states 1 and 2 are put into Pending. However, state 0 is a root
state (a state with no incoming transitions) in the LTS, and therefore it is not
reachable from any other state in that LTS. It may be safely discarded from
Checked without affecting the future behaviour of Algorithm 9.

At the next iteration state 1 is explored and moved into Checked. States 3
and 4 are put into Pending. State 1 may only be reached from state 0, which
itself has been already identified as unreachable. Therefore, state 1 is no longer
reachable, too, and its removal from Checked will not affect the rest of the LTS
exploration. A similar conclusion may be drawn for state 2 as well.

Following this line of reasoning at every step until the end of the reachability
analysis, it becomes evident that the LTS can be exhaustively explored, visiting
each of the nine states exactly once, by storing no more than three states (all in
Pending and none in Checked) at any one time. All that is required is extracting
and utilizing some information about the states from the LTS.

5.2.3 Counting example

This example models the behaviour of a finite counter. Figure 5.2 presents the
LTS of a counter between 0 and 3. Each of the states is labelled with the value of
the counter, which may be incremented by an inc transition and decremented by
a dec transition. Again, let us assume that the LTS of this example is explored
by Algorithm 9 using BFS.

Reachability analysis starts from the initial state 0. State 0 is moved to
Checked and its only successor state 1 is put into Pending. At the next iteration,
state 1 is explored and put into Checked, while its successor state 2 is stored in
Pending. At this point, Checked consists of states 0 and 1. However, any path
in the LTS starting from an unreached state and ending at state 0 must contain
state 1, as state 1 is the only predecessor of state 0. Therefore, state 0 may be
discarded from Checked without any risk of revisiting it again.

When state 2 is explored, it is moved into Checked and state 3 is put into
Pending. With states 1 and 2 in Checked, state 1 may only be reached through
state 2 similarly to the previous iteration. State 1 need not be kept in Checked
and may be discarded. State 3 is the last to be explored, as state 2 is its only
successor state, Pending becomes empty and reachability analysis terminates.

Although we have used a counter from 0 to 3 as a particular example, it is
not hard to see that any finite counter can be exhaustively explored while storing
only two of its states simultaneously. As the exploration progresses, we are able
to minimise the number of states in Checked by leaving in only a subset of the
reached states which, in a way, still uniquely represents (identifies) the full set of
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Figure 5.2: LTS of the counting example

reached states.

5.3 PRS-based reachability analysis

5.3.1 Pseudo-root states

The informal reasoning used in Sections 5.2.2 and 5.2.3 is based on two proposi-
tions for safely discarding an explored state. Suitable candidates for discarding
from Checked are either root states (which can obviously be only members of Z)
or states reachable only through other visited states. We call a state of the latter
kind a pseudo-root state.

Definition 11 A state ¢ in an LTS £ is a pseudo-root state with respect to a
set of states I' C S if and only if I' contains all predecessors of o

BackImage({c},L) C T

The interesting case is when I' in the above definition is the set Checked from
Algorithm 9, and in what follows pseudo-root state actually means pseudo-root
state w.r.t. Checked.

Theorem 2 Once a state becomes PRS during state space search, it remains
PRS until the end of the search.

Proof: The state set Checked representing the set of states visited during state
space exploration grows monotonically while the reachability analysis progresses.
Therefore, once all the predecessors of a state are included in Checked, they
remain there until the end of the state space traversal. [ |

The above theorem presents a very useful property. However, to achieve a
space saving compared to conventional reachability analysis such as Algorithm 9,
a mechanism is needed to remove states from Checked without affecting the state
space search in any way. The following theorem proves a basic property to support
such a state removal mechanism:
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Theorem 3 Let o0 € Checked be a pseudo-root state. Then, ¢ can be removed
from Checked without affecting Algorithm 9.

Proof: Let us assume that the removal of o from Checked does affect the sub-
sequent reachability analysis performed by Algorithm 9. An inspection of the al-
gorithm reveals that the only computation that depends on the state set Checked
occurs in the condition of an if statement on line 9 of the algorithm. The removal
of o from Checked can affect this condition in one of two ways:

1. Changing the condition from true to false. However,
r & Checked U Pending = r ¢ Checked U Pending — {c}
which is a contradiction;

2. Changing the condition from false to true. This can only be the case if r
and o are the same state. Also, if 7 and o are the same state, then they
should have the same set of predecessor states. Since o is PRS, all of its
predecessors have been in Checked prior to visiting state s. However, state
r has at least one predecessor, s itself, which was not in Checked prior to
exploring state s. This is a contradiction.

Both cases above lead to contradiction, which means that the initial assumption
that removing o from Checked affects the subsequent reachability analysis is
contradictory. This proves the theorem. |
To implement the removal of pseudo-root states from Checked, a technique for
identifying pseudo-root states is required. This is discussed in the next section.

5.3.2 PRS-enhanced reachability analysis algorithm

A state becomes pseudo-root as soon as all of its predecessors have been visited.
A straightforward implementation of this rule would be to keep, for every reached
state, the set of its visited predecessors and upon each update of that set compare
the latter with the set of all predecessors of the state. Although feasible, such
a solution would be rather inefficient, because the space and time overheads for
keeping sets of states for each reached state could be substantial.

Fortunately, there is a simpler way of identifying pseudo-root states. Assum-
ing that memory limits are not hit, Algorithm 9 has the property of exploring
each state in the LTS exactly once, although a state may be reached more than
once. Therefore, the set of its predecessor states need not be kept in memory
or re-computed at each iteration of the search—a simple counter of the number
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Algorithm 10 PRS-enhanced reachability analysis algorithm

Require: An LTS £
Ensure: Check is called on each reachable state in £ exactly once

1:
2%

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24.
25:
26:
27:
28:
29:
30:
31:

Checked <+ ()
Pending < T
for s € 7 do
{Set the reference counters of initial states}
Counter(s) < | BackImage({s}, L) |
end for
while Pending # () do
select s from Pending
Pending < Pending — {s}
Check(s)
if Counter(s) > 0 then
{s is not PRS, include it in Checked}
Checked < Checked U {s}
end if
for r € Image({s}, L) do
if r € Checked then
if Counter(r) =1 then
{r becomes PRS, discard it}
Checked < Checked — {r}
else
Counter(r) < Counter(r) — 1
end if
else if r € Pending then
Counter(r) « Counter(r) — 1
else
{r is an unreached state}
Pending < Pending U {r}
Counter(r) < | BackImage({r}, L) | -1
end if
end for
end while
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Figure 5.3: Visualisation of the PRS-based reachability analysis

of predecessors yet to be visited would suffice. This idea is similar to the ref-
erence counting approach used for garbage collection of dynamically allocated
memory [Coh81, Har90].

An implementation of the above pseudo-root state detection method is given
in Algorithm 10. Our modified reachability analysis algorithm is based on Al-
gorithm 9. Every state stored in Checked or Pending is paired with an integer
number Counter equal to the number of times that state is to be reached again. At
the beginning, Checked is empty and the initial states of £ are put into Pending
(lines 1-6 of the algorithm). Upon each iteration of the main loop, a state s is
selected for exploration and removed from Pending. If the reference counter of
s is not zero then s may be reached again through a predecessor which has not
been visited itself yet, and thus s is put into Checked. If the reference count of s
is zero then s has become pseudo-root and, therefore, can be discarded without
ever been put in Checked.

Next, all successor states r of s are considered (lines 15-30). If r is a member
of Checked, then its reference counter is at least one. If the reference counter
is equal to one, then s is the last of all predecessors of r which identifies r as
pseudo-root and r is discarded from Checked. If the reference counter of r is
greater than one, it is decremented by one to reflect the fact that another of its
predecessors has been visited. In case r is a member of Pending, its reference
counter is also decremented by one but the state is not discarded even if the result
is zero, because a pending state has yet to be visited. If r has not been reached
yet, it is included in Pending paired with its number of predecessors decreased
by one (as s, one of r’s predecessors, is already a checked state).

The operation of Algorithm 10 in progress is visualised in Figure 5.3. The
lightly shaded area represents the reachable state space of an LTS, the white dots
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are the initial states of the LTS, and the dark shaded area denotes the explored
state space. A conventional LTS traversal algorithm has to keep all states in the
dark shaded area, whereas the algorithm presented in this section only stores the
states on the border between the light and dark shaded areas (the dark dots),
because the inside of the reached state space is pseudo-root. As the algorithm
advances, the area encompassed by black dots will grow; the two separate dark
shaded areas will be joined and eventually all reachable states will be covered
and the black dots will disappear. This process is remarkably similar in nature
to burning dry grass on an island—the fire line quickly expands in all directions
from the fire’s ignition points until it is extinguished at the shores of the island.

5.3.3 Reaching physical memory limits

The PRS-based reachability analysis algorithm as presented in the previous sec-
tion does not consider the possibility of exhausting the available memory. An
interesting question is what can be done when, despite all efforts, the size of
Checked U Pending exceeds the available space. If the algorithm is to complete
successfully, then states which are certain to be reached again have to be dis-
carded.

One option is to discard a pending state with a reference counter greater than
zero. Such a state is certain to be reached again and therefore will not be missed
if deleted from Pending. The disadvantage of discarding a pending state with
a non-zero reference counter is that when that state becomes pending again its
reference counter will not reflect the fact that it has already been reached at
least once. As a result, the state will not become pseudo-root and will remain in
Checked until the end of the state space search. This approach, of course, does
not completely solve the space shortage problem, but rather provides means for
a graceful performance degradation of Algorithm 10.

At some stage, a checked state which is not pseudo-root may have to be
discarded. When this happens, state space exploration may “leak” back into the
reached state space and visit a state more than once. Under these conditions,
a DFS strategy is required in order to guarantee termination of the algorithm.
Essentially, the PRS-based reachability analysis algorithm starts to approximate
the state space caching algorithm with DFS presented elsewhere [Hol87, JJ91].
It should be noted, however, that Algorithm 10 is expected to reach the memory
limits much later in the search than the other algorithms because of the slower
growth of Checked.
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5.3.4 Complexity analysis

As with any other approach addressing the state space explosion problem, the
performance of the PRS-based reachability analysis algorithm greatly depends
on the actual example it is applied to, and more specifically, on the properties of
the LTS graph of the model. An in-depth complexity analysis should therefore
consist of not only worst-case, but also best-case and, if possible, average-case
scenario performance.

It is also useful to anticipate the trade-offs (in this case, space versus time) of
the new algorithm in order to evaluate its applicability to a particular verification
problem. Certainly, there is no replacement for experimental data, which is
provided later in Section 5.4. To estimate the space and time complexity of the
proposed algorithm we present a relative comparison with Algorithm 9.

Space complexity

As Algorithm 9 stores all reached states in L, its space requirements are of the
order of | § | XK, where K is the size of a single state in bits. Note that
K > [log, | S |]. In general, Algorithm 10 is expected to store far fewer reached
states, but for each of these states requires additional space for storing a reference
counter. The size of the reference counter must be at least [log,(dmax)]| bits, where
dmax 1S the maximum number of predecessors for a state in the LTS.

The worst-case space requirements of Algorithm 10 can be expected when
dmax =| S |, that is, when there is a state in § which has incoming transitions
from all states in S. Assuming that the pseudo-root state method cannot discard
any states from Checked until the end of the search, and that K = [log, | S |], we
obtain that the worst-case space complexity of PRS-based state space exploration
is twice as much as that of Algorithm 9.

Algorithm 10 would perform best on a model in which every state has at
most one predecessor—much like the counting example from Section 5.2.3, but
without the dec transitions. Then one bit would suffice for the reference count,
and Algorithm 10 would store at most one state at any one time. Such an LTS
can be explored using only K + 1 bits of storage.

For most practical examples we have come across, each state has at most sev-
eral incoming transitions and thus a reference counter of only a few bits length
is sufficient. On the other hand, the state vector of such examples may require
hundreds of bits [Hol88, God94]. Therefore, the average increase in space require-
ments for a single state is negligible. Also, our experimental results presented in
Section 5.4 show that PRS-based reachability analysis needs to store, at any one
time, between 2 to 16 times fewer states than Algorithm 9. This far outweighs
the additional storage required by the reference counters.
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Time complexity

In general, both algorithms execute the same number of iterations, exploring
each state exactly once and following each transition exactly once. However, the
PRS-based state space exploration performs two extra computations compared to
Algorithm 9. Firstly, it sets the reference counter of every reached state by com-
puting the set of its predecessor states, and secondly, it decrements this counter
for every reached predecessor. The total number of decrements is less than or
equal to the number of transitions in the LTS, because a state is connected to
each of its predecessors by one or more unique transitions. As decrement and
comparison operations are much faster (and take constant time) compared to
state space search, we may ignore them in the analysis. The important factor in
this analysis remains only the time required for the computation of predecessor
states.

In a given LTS L, the total number of successor states is equal to the total
number of predecessor states. If we assume that computing predecessor states
is of the same computational cost as deriving successor states then, in the worst
case, an iteration of Algorithm 10 would require approximately twice as much
time as an iteration of Algorithm 9 does. For both algorithms the number of
iterations is equal to the number of reachable states in S. Therefore, we may
conclude that the worst case running time of PRS-based reachability analysis is
approximately double that of Algorithm 9.

This informal worst-case analysis ignores the time required to search through
reached states. To estimate average and best-case time performance of Algo-
rithm 10 one would require some knowledge of the time complexity of state
matching relative to the complexity of computing a successor state, which is
implementation dependent (e.g. the LTS may be in OBDD form or computed on-
the-fly, states may be stored in a hash table or in a balanced tree, etc.). In ARC,
for example, the search through the reached states takes only a small fraction of
the total run-time and any improvements in state matching brought about by the
exclusion of pseudo-root states from the search set have only a marginal effect
on the run-time. In tools like SPIN, where state matching takes up a substantial
portion of the total run-time [Hol88], the average and best case time performance
of the PRS-based reachability analysis algorithm may be considerably better than
the worst case.

5.4 Experimental results

In this section we present experimental results for the PRS-based state space
exploration algorithm as implemented in the ARC tool and applied on some of the
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Number of Number of states Peak number of states Percentage of
philosophers | stored by ARC/PP | stored by ARC/PP+PRS | total states
3 154 69 44.8%
4 832 370 44.5%
5 4474 1940 43.4%
6 24040 10171 42.3%

Table 5.1: State savings for Dining Philosophers example

examples from Appendix A. We refer to our implementation of the PRS-enhanced
refinement checking algorithm as ARC/PP+PRS. Since ARC/PP uses breadth-
first search LTS traversal strategy, ARC/PP+PRS implements Algorithm 10 with
BFS as a state selection strategy in line 8 of the algorithm. Note that choosing a
different state selection strategy may result in obtaining different numbers (more
on this in Section 5.5.2).

For most examples we have run, the execution time of the refinement check
with PRS-based reachability analysis averages to approximately twice that of the
standard pair-by-pair refinement check. For larger examples, the overhead grows
beyond this figure. However, we consider this to be a specific feature of our
prototype OBDD-based implementation rather than a general deficiency of the
algorithm itself.

Table 5.1 summarises the experimental data obtained for the Dining Philos-
ophers example. The space reductions offered by Algorithm 10 for this example
are approximately two-fold and are in fact the lowest of all examples we have run.
We attribute this to the cyclic behaviour of both philosophers and forks and the
form of the LTS of this example, which has a bisectional width of the reachability
graph that is several times larger than the depth of that graph.

ARC/PP+PRS achieves a similar saving in the number of peak states re-
quired during reachability analysis for the Alternating Bit Protocol example. In
particular, when DATASIZE is set to 5, up to 29 of the 66 reachable states (or
43.9% of the reachable state space) need to be stored at any one time.

Another example on which we have run ARC/PP+PRS is Milner's Sched-
ulers. Again, we compare the peak number of states stored by Algorithm 10 to
the total number of reachable states (Table 5.2). Perhaps the most interesting
observation that can be made from Table 5.2 is that space improvements grow
with the number of schedulers. This can be explained by the slower growth of
the bisectional width of the LTS of this example as opposed to the growth in
the number of states. A similar although much less pronounced trend can be
observed in Table 5.1 as well.
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Number of | Reachable | Peak number of states | Percentage of
processes states stored by Algorithm 2 | total states
3 33 11 33.3%

5 193 50 25.9%
fi 1025 206 20.0%

9 5121 816 15.9%

11 24577 3262 13.3%

Table 5.2: State savings for Milner's Schedulers

The next example on which ARC/PP+PRS has been used is Monkey Puzzle.
We have modified Algorithm 10 to terminate immediately after the first solution
has been found. In our test run 23,679 states of the puzzle have been explored
before finding a solution to it while only a maximum of 1,425 states have been
stored at any one time. In other words, with this example Algorithm 10 results
in more than 16 fold reduction in memory requirements.

Finally, ARC/PP+PRS achieves comparable state savings on the Solitaire
example. Since a valid move in this puzzle irreversibly changes the number of
pegs on the board, a state reachable in n moves in Solitaire becomes PRS as soon
as all states reachable in n —1 moved are explored. As a result, a peak of slightly
over 27 million states reachable after the eighteenth move is required to explore
each one of the 187,636,299 reachable states in this example. This represents
close to a seven-fold reduction in the peak number of stored states.

As previously noted in Section 3.3.3, due to the use of hiding in Solitaire the en-
tire reachable space of this example is computed in a single call to TauEzpandoppp
that iterates through all possible moves in the puzzle. The application of PRS-
enhanced reachability analysis within the TauFzpandoppp function results in
storing only the set of all peg configurations reachable after a certain number of
moves rather than all reachable states. This significantly reduces the size of the
OBDD encoding of the set of states maintained by TauFzpandogpp, as shown in
Figure 5.4. This reduction has a rather positive effect on the run-time of ARC,
which drops from 24016 to 4389 seconds—a nearly six-fold reduction in run-time.

5.5 Discussion

5.5.1 Computing predecessor states

As it was stated in Section 5.3:4, the time complexity of the proposed PRS-
based state space exploration algorithm is dependent on the ability to effectively
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Figure 5.4: OBDD size for the reachable states in Solitaire with and without the
use of PRS

compute the number of predecessor states.

When the full LTS is available in OBDD form (as is the case with the ARC
tool) computing predecessors poses no significant problems. In this case, having
the complete transition relation of the finite model allows the computation of
the predecessor states to be done using the same relational product operation
proposed for the derivation of successor states [BCM+92, BCL194].

If on-the-fly verification technique is used, computing predecessor states might
be slightly more complicated, but not necessarily less efficient. For example, the
FDR2 tool [For97] stores the global LTS implicitly by storing the LTSs of the low-
level processes and applying a set of synchronisation rules to infer the complete
operational behaviour including successor states. Computing predecessors in this
context appears to be not too different from the problem of computing successors
and likely requires a comparable amount of time.

5.5.2 BFS, DFS and alternatives

Although our prototype implementation of Algorithm 10 uses BFS as the under-
lying search strategy, BFS may not be optimal for every LTS. One can expect
that for reachability graphs whose bisection width is greater than their depth,
DFS would tend to offer better space savings. In general, neither BFS nor DFS
can be expected to provide the best space savings for all cases. An open question
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for future exploration is whether there exists a heuristic criterion for dynamically
selecting a state from Pending that can be used to maximise the space benefits
of discarding pseudo-roots from the set of stored states.

5.5.3 Comparison to previous work

The main difference between our approach and Godefroid et al.’s refined state
space caching technique [GHP92] is in the type of information about states that
is used by the algorithm and the level at which it is obtained. Algorithm 10 works
by utilizing information about the predecessors of a state extracted from the LTS,
whereas the sleep set method presented by Godefroid et al. [GHP92] makes use of
information about transition dependencies extracted at the higher syntactic level
of system description (the source code or script). Our method is independent of
the input language and its semantics and, therefore, is applicable to a wide range
of tools. Also, it allows space reduction for tightly coupled concurrent systems
such as Monkey Puzzle, for which a partial order technique would have had little
or no effect.

The approach discussed by Miller and Katz [MK96] relies on approzimate in-
formation on each state predecessor gathered in the pre-processing of the finite
model. A hash function is used to map states of the model onto a (smaller) num-
ber of statically allocated predecessor counters. The total number of predecessors
for all states that map to a particular counter is calculated and stored in that
counter during the pre-processing stage. During actual model checking, every
time a state is reached, its corresponding counter is decreased by one and a state
can be safely discarded only when its corresponding counter becomes zero.

This technique can be seen as a very coarse approximation of the PRS ap-
proach, which associates a predecessor counter with each state and thus provides
exact information on state predecessors. With our approach states are discarded
as soon as they become pseudo-root, whereas the technique described by Miller
and Katz [MK96] requires that a set of states, all mapped to the same counter,
become pseudo-root in order to safely discard them. An additional advantage
of the PRS-based state space exploration is that predecessor counters are allo-
cated and discarded dynamically with their corresponding states, instead of being
statically allocated.
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Chapter 6

Exploiting Partial Orders

Overview

In this chapter, the pseudo root states approach presented in Chapter 5 is further
developed into a yet more space and time eflicient reachability analysis algorithm.
This is achieved in two steps. Firstly, we show how the sleep set partial order
technique can be applied to CSP refinement checking. Secondly, we uncover
properties of the sleep set enhanced reachability analysis algorithm that allow
pseudo root state identification to be performed concurrently with state space
exploration. The lower space and time requirements of the resulting reachability
algorithm are explained by its ability to identify certain states as being pseudo-
root earlier in the search compared to the original pseudo-root state approach.
Finally, we present experimental results that empirically confirm our performance
expectations.

6.1 Motivation

Encouraged by the good performance of the pseudo-root state method described
in Chapter 5, we set ourselves to find out if any further improvements to this
technique are possible. As the main benefit of the PRS-enhanced reachability
analysis is the saving in the number of states that need to be stored during
state space exploration, of most interest to our research are methods that hold
the promise of further reducing the space requirements at the expense of an
acceptable time overhead. This would make our technique even more beneficial
due to an improved space/time trade-off.

What are the avenues open to achieve such an improvement? One possibility
(already discussed in Section 5.5.2) is that the method for selecting a state from

119
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Pending can have an effect on the space saving offered by the PRS-enhanced
state space exploration. However, after further analysis it has been decided not
to explore this option, for the following reasons. Firstly, any such method would
constitute a heuristic rather than a systematic approach, because the global prop-
erties of an LTS, e.g. whether the bisection width of its reachability graph is
greater than its depth, cannot be known before the LTS is explored. Therefore,
the performance of such a heuristic would very likely be sensitive to the LTS it is
applied to. Secondly, such a heuristic could only deliver a marginal improvement
in space at the cost of some time overhead required to make the choice of state
to be selected from Pending.

Another option for further improvement of the PRS-enhanced reachability
analysis can be identified by analysing the way it operates. The PRS technique
depends on counting the number of predecessors of a given state that are yet
to be visited in the state space search. Therefore, a reduction in the number of
predecessors a state o has in the reachability graph of an LTS would likely result
in ¢ becoming pseudo-root earlier in the search. This, in turn, can be expected
to reduce the peak number of states to be stored during reachability analysis.
Further, if the number of predecessors of ¢ can be reduced to only one, o would
become pseudo-root immediately after it is visited by the algorithm.

As discussed in Section 5.1, partial order methods [God94, Val93, Pel94] have
been developed to reduce the amount of redundant work done during reachability
analysis. In particular, these methods can reduce the number of times a state is
visited in state space exploration which has already been utilised by Godefroid
et al.’s enhanced state space caching technique [GHP92].

Therefore, it appears very promising to seek the combination of the benefits
of the PRS and partial order methods, thus deriving a technique resulting in a
better space reduction than would be possible by either one alone. Indeed, with
such a combined approach it is to be expected that both fewer transitions will be
traversed and also fewer states need to be stored as visited. However, there is little
literature on the application of partial order methods in the context of process
algebras, and virtually none in the context of CSP. In the next two sections
we study these methods to establish their applicability to CSP and refinement
checking.

6.2 Partial order methods

CSP, similarly to many other process algebras, uses interleaving as a model of
concurrency. While this choice results in elegant and concise operational and de-
notational semantics, interleaving can be seen as a major contributor to the state
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space explosion phenomenon limiting the size of systems that can be successfully
verified. Indeed, a parallel composition of a set of processes with little interaction
results in a model that has, in general, a larger number of states and transitions
than a composition with tighter interaction of the same set of processes.

In addition, interleaving increases the redundancy in state space exploration,
since a particular state can be reached through a larger number of paths (se-
quences of transitions or events) in the model. Intuitively, this redundancy could
be avoided under certain conditions. For example, if a property of interest is
insensitive to the way a state is reached during state space exploration, it may be
unnecessary to explore all valid paths in the reachability graph in order to verify
that property.

Partial order methods [God94, Val93, Pel94] are a collection of techniques
aimed at reducing the burden of interleaving on state space exploration and ver-
ification. The main idea behind these methods is to treat concurrent executions
as partial orders imposed on the transitions involved in these executions. Ex-
panding the partial orders into a corresponding set of interleavings can then be
avoided when the order of execution is irrelevant to the property of interest—it
may suffice to examine just a small subset (sometimes even one) of the many
interleavings in order to check that property. Compared to reachability analysis
techniques that exhaustively explore every state and every transition in a finite
model, the use of partial order methods may bring savings in terms of both states
and transitions that need to be visited while still guaranteeing the correctness of
the outcome of verification.

Partial order methods rely on the notion of transition dependence to iden-
tify the interleavings that can be represented by partial orders. Informally, two
transitions are independent when neither can influence (that is, enable or dis-
able) the occurrence of the other, and dependent otherwise. More formally, event
dependence in the context of LTS can be captured by a dependence relation as
follows [God94]:

Definition 12 Let £ = (S,&,R,Z) be an LTS and D C £ X £ be a binary,
reflexive, and symmetric relation. D is a valid dependency relation for £ if and
only if for all independent pairs of events a,b € £ : (a,b) ¢ D the following two
properties are implied (A, X, )",y € S):

ASNeR=>EN €S A3 N eReTyeS: N Byer)  (61)
ASNERAADN eR=Ty: A B yeRANByeR  (6.2)

In the above definition, Equation (6.1) expresses the previously mentioned
property that independent transitions can neither enable nor disable each other.
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In addition to that, independent transitions are commutative as reflected in Equa-
tion (6.2)—in other words, when @ and b are both enabled in a particular state,
there exists a unique state that is reachable by executing these events in either
order.

A valid dependence relation D can be used to define an equivalence relation
on sequences of transitions as proposed by Mazurkiewicz [Maz86, God94]: two
sequences of transitions are equivalent if they can be obtained from each other by
successively permuting adjacent independent transitions. Naturally, this equiv-
alence relation allows sequences of transitions to be grouped into equivalence
classes called Mazurkiewicz’s traces. Mazurkiewcz’s trace semantics, which char-
acterise the behaviour of a concurrent system by its set of Mazurkiewicz’s traces,
is often referred to as a partial order semantics because it is possible to define a
correspondence between Mazurkiewicz’s traces and partial orders of occurrences
of transitions [Maz86, God94].

Partial order reachability analysis methods owe their name to the underpin-
ning role of Mazurkiewicz’s work [God94]. Of greatest importance to the founda-

tions of partial order techniques is the following theorem (formulated and proven
by Godefroid [God94]):

Theorem 4 If two equivalent sequences of transitions in the reachability graph
of an LTS originate from the same state, then they end in the same state.

Essentially, the above theorem formally states two properties of the reachabil-
ity graph of a concurrent system informally discussed previously in this section:

e A state may be reachable through more than one sequence of transitions
due to interleaving; and

e All interleavings of independent transitions (that is, sequences of transitions
from the same equivalence class) starting from a particular state (e.g. an
initial state) end in the same state.

At first, Definition 12 appears to bring little practical value, because a brute-
force computation of D would be at least as expensive as the traversal of the
corresponding LTS. Fortunately, there are purely syntactic techniques that can be
shown to be sufficient to guarantee transition (and event) independence [God94,
Pel94). For example, Godefroid [God94] has defined a set of sufficient syntactic
conditions for transition independence in a LFCS.

Since the dependence relation is central to all partial order methods, to enable
their usc in the context of CSP onc has to develop a similar syntax-based approach
for computing D for CSP process terms. We present an algorithm for this in
Section 6.5.
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Figure 6.1: Interleaved processes example revisited

6.3 Sleep sets method

The sleep set (SS) reachability analysis technique is a partial order method de-
veloped by Godefroid [God90, GHP92] to avoid the wasteful exploration of all
possible interleavings of independent transitions while providing a guarantee that
each reachable state would be visited at least once in the process of state space
exploration. Therefore, sleep sets provide means to reduce the number of transi-
tions that are followed. This brings a reduction in time complexity of reachability
analysis.

Despite not providing any savings in terms of visited states, the SS-enhanced
state space exploration has a considerable advantage over those methods which
do provide such a saving (e.g. Godefroid’s persistent set method [God94])—it is
independent of the property being checked and thus can be applied to any state-
based verification algorithm including refinement checking for CSP. In fact, the
application of the SS-enhanced technique requires only the availability of D and
some bookkeeping during the reachability analysis.

The intuition behind the notion of sleep sets is best illustrated by the in-
terleaved process example previously used in Section 5.2.2. For convenience,
Figure 5.1 is reproduced in Figure 6.1. Since the two processes P and () are com-
bined by interleaving, the pairs of events (a, ¢), (a, d), (b, ¢), and (b, d) are the
independent transitions in this example; all other pairs are dependent transitions.

Let us assume that the exploration of the compound LTS from Figure 6.1 is
performed in a depth-first manner, i.e. by Algorithm 2 presented in Section 2.2.1.
Reachability analysis starts from state 0. Suppose that the transition labelled
with event o leading to state 1 is selected first. Then, eventually, all states
reachable from state 1 are explored, after which the DFS algorithm backtracks
to state 0 and follows the transition labelled with ¢ to reach state 2. This state
has an outgoing transition labelled with a ending in state 4.

At this point, classic DFS state space exploration (Algorithm 2) would follow
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that transition, identify state 4 as being already visited, and backtrack to state 2.
On the other hand, a and ¢ are independent events and both are enabled in state
0. Therefore, by Definition 12, it is known that traces (a, ¢) and (¢, a) lead to the
same state. This means that, in our scenario, a state space exploration utilising
this knowledge may avoid following the transition from state 2 to state 4. The
same reasoning can be applied to the transition from state 5 to state 7, because
event d leading to state 5 cannot disable the occurrence of the independent event
a.

The essence of Godefroid’s approach of avoiding unnecessary transition traver-
sal is to associate a set of transition labels (events) called a sleep set with every
reachable state [God94]. The events in the sleep set of a state are enabled in
that state but an outgoing transition labelled with an event from the sleep set is
not traversed during reachability analysis. The sleep sets of the initial states are
empty. The sleep sets of all other reachable states are computed the first time
they are reached by the SS-based reachability analysis algorithm on the basis of
the following two rules:

1. If a state v € S has the sleep set ss() and a transition v % X is followed,
then ss(A) contains the events in ss(y) that are independent from a since
a can neither enable nor disable them in A;

2. If a state v € S has the sleep set ss(y) and a transition v = ) is followed
after a few other transitions out of v labelled with events from a set ft(~y)
were followed, then ss(A) contains the events in ft(y) that are independent
from a. The rationale for this requires some elaboration. Let b € ft(+) and
(a,b) € D. Since b is explored before a, all states reachable through the
trace (b) "s"(a) have been already reached by the time A and its successors
are traversed. Since a and b are independent, (a)"s"(b) will, by definition,
lead to those same reached states, therefore, b € ss(\).

The above two rules can be easily integrated into a DFS state space explo-
ration procedure such as Algorithm 2. The resulting SS-enhanced reachability
analysis algorithm is presented as Algorithm 11. The stack of the original DFS
algorithm is modified to contain pairs of states and sleep sets. The recursive pro-
cedure DFS-SS maintains an event set Followed Trans that accumulates the ex-
plored transition labels at each state in the stack. FollowedTrans is then utilised
in the application of Rule 2 for the computation of the sleep set of the newly
reached states.

Theorem 5 Algorithm 11 explores the same set of reachable states as Algo-
rithm 2.
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Algorithm 11 SS-enhanced reachability analysis algorithm
Require: An LTS L
Ensure: Reached contains the set of all reachable states in £
procedure DFS-SS
Pop (v, CurrentSleep) from Stack
Reached < Reached U {v}
FollowedTrans < ()
forallac{b|y >AXERAbE CurrentSleep} do
FollowedTrans < FollowedTrans U {a}
forall A e {#|y>6cR}do
if A & Stack U Reached then
{Compute the sleep set for A—first apply Rule 1, then Rule 2}
NewSleep < {b | b € CurrentSleep A (a,b) & D}
NewSleep <— NewSleep U {b | b € FollowedTrans A (a,b) ¢ D}
Push (A, NewSleep) onto Stack
call DFS-SS
end if
end for
end for
end procedure
{Start of the Algorithm}
Push {(v,0) | ¥ € Z} onto Stack in any sequence
Reached «+ ()
call DFS-SS
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Figure 6.2: SS-enhanced exploration of the interleaved processes example

Proof: Can be found elsewhere [GHP92]. |

The operation of Algorithm 11 on the example from Figure 6.1 is shown in
Figure 6.2. Each state is annotated with its sleep set. It is assumed that the
algorithm first explores the sequence of states along the trace (abed) and then
backtracks to state 1. At that stage, the transition labelled with ¢ into state 4 is
followed and, since the set FollowedTrans of state 1 contains the event b which
is independent of ¢, the sleep set of state 4 is {b}. This prevents the transition
ending in state 6 from being explored, and, therefore, only the transition from
state 4 to state 7 labelled with d is followed. Again, b and d are independent
events, thus the sleep set of state 7 is {b}. As there are no non-sleep transitions
out of state 7, Algorithm 11 backtracks to state 1. Applying a similar line of
reasoning as for state 4, the sleep sets of states 2 and 5 are computed to be {a}.

For this simple example Algorithm 11 traverses only 8 of the 12 transitions in
the LTS, whereas classic DFS or BFS has to explore all transitions. The cost of
achieving this reduction is the necessity to maintain the sleep sets and followed
transitions for all states in Stack. Therefore, the time trade-off offered by the
SS-enhanced reachability analysis algorithm depends on the relative overhead of
computing the outgoing transitions of a state and the on-going computation and
storage of sleep sets. Our experience with SS-enhanced reachability analysis in
the context of the ARC tool is discussed in Section 6.6.1.

6.4 Combining PRS and sleep sets

An inherent property of the SS-enhanced reachability analysis is that it reduces
the number of actual state predecessors because of the fact that some transitions
in the LTS are not explored. This is the key property that enables sleep sets
to perform very well in the enhanced state space caching method presented by
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Godefroid et al. [GHP92]. Indeed, the reduction in the number of state prede-
cessors directly lowers the probability of a state to be reached more than once
during reachability analysis, which in turn greatly enhances the effectiveness of
state caching. However, this probability is still non-zero and, therefore, Gode-
froid et al.’s refined state space caching technique [GHP92] still has to explore
some parts of the state space more than once.

In Chapter 5 we have presented a novel state space exploration method util-
ising so-called pseudo-root states (PRS) that achieves a space reduction for the
storage of reached states while guaranteeing that all reachable states are explored
exactly once. An examination of the LTS in Figure 6.2 reveals that every state
in that LTS has at most one predecessor when only the transitions followed by
Algorithm 11 are considered, but most states in the LTS have two predecessors
if all transitions are considered. Such a reduction in the number of predecessors
would have resulted in every state becoming PRS as soon as it is reached.

Unfortunately, a naive combination of the original PRS-enhanced reachability
analysis algorithm (Algorithm 10) with an SS-enhanced state space exploration
algorithm such as Algorithm 11 would not work well because of the mismatch
between the number of predecessors that Algorithm 10 would compute and the
actual number of predecessors from which each state would be reached because
of the use of sleep sets. This mismatch would result in many reachable states
never becoming PRS and, hence, the benefits of the PRS-enhanced reachability
analysis may be considerably diminished.

The key to enabling the sleep set and pseudo-root state techniques to work
together is to modify the approach to the computation of the number of pre-
decessor states (line 28 of Algorithm 10). This modification has to account for
the sleep transitions—those that are present in the LTS but not explored by
the SS-enhanced state space traversal technique (the dashed line transitions on
Figure 6.2)—and adjust the number of predecessors paired with each state ac-
cordingly. In the rest of this section we present a slightly refined version of a
technique first described by Yantchev and Parashkevov [YP97] that identifies in-
coming sleep transitions by computing and maintaining so-called insleep sets in
parallel with the sleep sets. When the predecessors of a state are to be computed,
the insleep sets are taken into account to exclude the incoming sleep transitions.

Our proposed technique for computing and maintaining insleep sets as an
extension of Algorithm 11 is based on two key properties of that algorithm. The
first property is that a sleep transition only occurs when there is a reachable state
with a pair of independent outgoing transitions. It is captured formally in the
following theorem:

Theorem 6 Let Algorithm 11 traverse two consecutive independent transitions
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A5 N, N Y v e R labelled, respectively, with a, b € £ : (a,b) ¢ D. Then, there
is an incoming sleep transition into 7y labelled with a.

Proof: Since independent transitions can neither enable nor disable each other
(Definition 12, Equation 6.1) and b is enabled in X', b is enabled in A. Therefore,
there exists A" € S such that A 5 )\ € R. Then, according to Equation 6.2,
there is also a transition \” % v € R. Since Algorithm 11 has traversed the
transition \ 2 7, then b is not in the sleep set of state A" which, in turn, means
that the transition A - A" will be followed by the algorithm after transition
A 3 )X. Then, when ) ENPURH traversed, a will be in the sleep set of A which
makes A" % v a sleep transition. This proves the theorem. |

The above theorem provides insight on how events are to be included in the
insleep sets during state space traversal as implemented by Algorithm 11. An
additional property of the algorithm, captured in the following theorem, addresses
the issue of propagating events in insleep sets between consecutive states in state
space traversal.

Theorem 7 Let state v € S be a state reached by Algorithm 11, and the insleep
set of that state be A C £. If the algorithm follows a transition v = A € R, then
the insleep set of A shall contain the set {b | b € A A (a,b) & D}.

Proof: Let b € A and (a,b) ¢ D. Since there is an incoming sleep transition
labelled with b in state 7y, there must be a reachable state 6 such that 6 LY . Since
independent transitions can neither enable nor disable each other (Definition 12,
Equation 6.1) and @ is enabled in -y, there must be a state ' € S such that
6 = ¢ € R. Further, from Equation 6.2 we derive that there exists a transition
9 % A e R. Since 6 5 v is a sleep transition, the sleep set of § includes b.

Then, since (a, b) ¢ D, the sleep set of § will also include b, which makes ¢’ LN
a sleep transition, too. This proves that b is in the insleep set of A. B

Theorems 6 and 7 underpin a new reachability analysis algorithm combining
sleep sets and pseudo-root states. We refer to it as Algorithm 12. It can be seen
as an extension of Algorithm 11. Each reachable state is annotated with two sets
of events—sleep and insleep sets, the event through which it has been initially
reached, and the number of predecessors through which it has to be reached to
become pseudo-root. Every time a transition v — X is explored and X is a new
reachable state, its insleep set is computed as:

Insleep(X) = {b | b € Insleep(y) U{c} A (a,b) & D}
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Algorithm 12 PRS- and SS-enhanced reachability analysis algorithm
Require: An LTS £
Ensure: Check is called on each reachable state in £ exactly once
procedure DFS-SS-PRS
Pop (7, SleepSet(7y), InsleepSet(vy), Event(y), Counter(vy)) from Stack
Check(7y)
if Counter(sy) > 0 then
{7 is not pseudo-root, include it in Checked}
Reached < Reached U {~}
end if
FollowedTrans + 0
foralla € {b |y > X €RADbE SleepSet} do
FollowedTrans < FollowedTrans U {a}
forall A e {#|y>0ecR}do
if A € Reached then
if Counter(A) =1 then
{A becomes PRS, discard it}
Reached < Reached — {\}
else
Counter(A) « Counter(A) —1
end if
else if A\ € Stack then
Counter(\) « Counter(A) — 1
else
{A is an unreached state}
{Compute the sleep set for A and store it in NewSleep}
{Compute the insleep set for A and store it in NewInSleep}
{Compute the PRS counter for A and store it in NewCounter}
Push (A, NewSleep, Newlnsleep, {a}, NewCounter) onto Stack
call DFS-SS
end if
end for
end for
end procedure
{Start of the Algorithm}
Push {(v,0,0,0,| BackImage({v},£) |) | v € T} onto Stack
Reached < ()
call DFS-SS
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where c is the event through which v was first reached. The insleep sets are used
to account for incoming sleep transitions each time the number of predecessors for
anewly reached state is computed, which enables the operation of the pseudo-root
state deletion technique.

6.5 Computing the dependence relation

As mentioned before, a necessary condition for the application of any partial
order technique is the ability to compute the dependence relation D. We have
not been able to track any background art discussing this computation in the
context of a process algebra like CSP. Fortunately, Godefroid’s thesis [God94]
provides a generic rule for transition (and event) independence in the context
of concurrent systems: a sufficient syntactic condition for independence between
two transitions a and b is that the set of processes that can perform a is disjoint
from the set of processes that can perform b.

How can one apply Godefroid’s generic rule to the CSP algebra? Our choice is
to operate at the level of leaf processes { P;}?_, in the synchronisation hierarchy
of a process P (as introduced in Section 4.3). According to the rule, any two
events that can be performed by a leaf process are dependent. Therefore, the
computation of D(P) iterates over all P;, determines «(P;), and updates D to
include each (a, bd) : a,b € a(P;). This is captured by Algorithm 13.

Algorithm 13 Computing the dependence relation of a CSP process
Require: A CSP process P
Ensure: D is a valid dependence relation for P over £p X Ep

D+ 0

{Determine the leaf processes {P;}?_, in the synchronisation hierarchy of P}

for Q € {P;}, do

D+—DU{(a,b)]abeal@)}
end for

The main motivation for using this approach is its relative simplicity, espe-
cially in terms of implementation in the ARC tool. However, in some cases, the
proposed technique for computing D can be overly pessimistic, that is, it may
rule two events dependent when they are actually independent. Consider, for
example, P = ¢ — (@ |wa R), where ) and R are purely sequential processes.

Since P itself is a leaf process, any pair of events is computed as being dependent.
In practice, two events from «(P) are dependent only if both are in a(Q) or both
are in a(R).
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Despite the potentially pessimistic dependence relation computed by Algo-
rithm 13, it performs very well for virtually all practical examples we have come
across, because most leaf processes are in practice purely sequential. This cer-
tainly holds for all examples in Appendix A.

6.6 Experimental results

Both reachability analysis algorithms presented in this chapter have been imple-
mented in the ARC tool. We refer to our implementation of the SS-enhanced
reachability analysis method (Algorithm 11) as ARC/PP+SS, and to the im-
plementation of the combined sleep set and PRS-based state space exploration
Algorithm 12) as ARC/PP+PRS+SS. In this section, we present experimental
results obtained using these tools on examples from Appendix A.

6.6.1 Performance of ARC/PP+SS

The performance of ARC/PP+SS is compared to that of ARC/PP to establish
whether the sleep set technique brings about time savings over the basic pair-
by-pair refinement checking algorithm from Section 3.3.2. Table 6.1 presents the
results for variant one of Milner's Schedulers example and Table 6.2 the data for
Dining Philosophers. A number of observations can be made on the basis of the
information in those tables:

e For transition relations of small size, there is no observable time penalty
due to the overhead of using sleep sets in state space exploration;

e The savings offered by ARC/PP+SS over ARC/PP are both in terms of
followed transitions and run-time, and grow with the size of reachable state
space of the example;

e For the largest transition relations for the two examples, a time saving of
a factor of three and a reduction in the number of traversed transitions of
five to six times is achieved by using the SS-enhanced reachability analysis.

In contrast with the above results, the use of the sleep set technique does
not improve performance when applied to the Alternating Bit Protocol exam-
ple, since the same number of transitions is followed by both ARC/PP and
ARC/PP+SS. This can be seen as a worst-case scenario for the use of sleep
sets because none of the reachable states contain two independent outgoing tran-

sitions. Again, ARC/PP+SS does not appear to introduce measurable time over-
head over ARC/PP.
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ARC/PP ARC/PP+SS
N | Reachable states | transitions | run-time, sec | transitions | run-time, sec
3 25 49 0.3 27 0.3
5 161 481 0.9 164 0.7
d 897 3585 3.9 906 2.6
9 4609 23041 27.4 4635 13.9
11 22529 135169 213.6 22548 77.0

Table 6.1: Experimental results of ARC/PP and ARC/PP+SS on variant one of
Milner's Schedulers example

ARC/PP ARC/PP+SS
N | Reachable states | transitions | run-time, sec | transitions | run-time, sec
3 154 411 0.5 209 0.5
4 832 2964 2.2 1122 1.6
5 4474 19925 16.7 6454 9.1
6 24040 128478 146.3 27901 47.0

Table 6.2: Experimental results of ARC/PP and ARC/PP+SS on Dining Philos-
ophers example

6.6.2 Performance of ARC/PP+PRS+SS

In order to experimentally check our expectation that Algorithm 12 requires
a lower peak number of states to be stored during the search than the original
PRS-enhanced reachability analysis technique (Algorithm 10), the performance of
ARC/PP+PRS+SS is benchmarked against ARC/PP+PRS. Table 6.3 presents
the results for variant one of Milner's Schedulers. Quite unexpectedly, the peak
number of stored states for ARC/PP+PRS+SS grows linearly with the numbers
of schedulers. This is the best improvement achieved on any example run with
ARC/PP+PRS+SS by the author.

Algorithm 12 provides less of an improvement for the Dining Philosophers
example (Table 6.4) by reducing the peak number of states required by three to
four fold compared to ARC/PP+PRS.
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Peak states
N | Reachable states | ARC/PP+PRS | ARC/PP+PRS+SS
3 154 12 14
) 832 51 25
7 4474 206 42
9 24040 814 59
11 22529 3271 71

Table 6.3: Peak stored states for variant one of Milner's Schedulers

Peak states

N | Reachable states | ARC/PP+PRS | ARC/PP+PRS+SS
3 154 69 46
4 832 380 168
5 4474 1963 592
6 24040 10171 3378

Table 6.4: Peak stored states for the Dining Philosophers example
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Chapter 7

The ARC Tool

Overview

This chapter contains a brief overview of the ARC tool—its design and architec-
ture details, user interface and command-line options. A concise user guide to
applying ARC in practice is provided along with some examples.

7.1 Introduction

The practical usefulness of an algorithm or collection of algorithms cannot always
be reliably predicted by theoretical complexity analysis alone. This is undoubt-
edly the case for the majority of state-based formal verification algorithms that
often have a worst case computational complexity that is at least exponential
to the size of the modelled system. However, practical implementations of these
algorithms rarely follow the theoretical predictions when applied to real-world
problems. Also, practical implementations of two algorithms that have the same
worst case complexity in theory may exhibit vastly different run-times when ap-
plied to the same problem. Therefore, the development of new state-based formal
verification algorithms should always be augmented with an experimental imple-
mentation to gather empirical data on the performance of those algorithms and
enable their analysis and further optimisation.

The ARC prototype tool, containing experimental implementations of most
of the algorithms discussed in this thesis, has been developed in the course of
this work. In the author’s experience, the practical experimentation with ARC
proved to be an invaluable learning tool on its own. It has demonstrated that an
algorithm that appears simple and elegant on paper may not be as efficient in
practice as another that is much more complex. Experimentation has also made
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us appreciate the unpredictable behaviour of OBDDs used for representing sets
and relations.

This chapter provides an overview and a short user guide for the ARC tool.
Throughout the thesis, ARC has been used in conjunction with a set of selected
benchmark examples described in Appendix A. These examples are useful both
for testing ARC’s algorithm implementation and for performance comparison
with other similar tools. The actual performance data on ARC with these exam-
ples is provided in the chapters discussing the particular algorithms.

7.2 Architecture

The high-level internal architecture of the ARC tool is shown in Figure 7.1. ARC
employs a modular software architecture obtained by structured analysis and
design of the verification problem it is solving. There are two major separate
steps in the data flow inside the tool: CSP compilation and encoding followed by
state space exploration and model checking.

Luckily, existing software artifacts could be reused in ARC—two of its five
modules shown in Figure 7.1 use publicly available software that is utilised with
little or no modification. This allowed us to concentrate on the more interesting
and relevant to our research tasks (compilation and verification). Consequently,
the first working prototype of ARC with rudimentary CSP and basic pair-by-pair
refinement checking support has been built within a couple of months of initial
design and implementation work.

The CSP parser module reuses Scattergood’s public domain parser [Sca92].
It has been slightly customised by adding a second pass in the parsing process
that rewrites the original parse tree in a more convenient format while populating
the symbol table. The second pass is also responsible for the parsing of pragma
statements that are not processed by the first pass.

The symbol table module is responsible for storage and access to all symbol
related information. Each input symbol (or, as it is often called, atom) falls into
one of the following categories:

e Process definition identifier. For these symbols, a reference to the syntax
tree node of the definition is stored. The compilation of process references
relies on this information;

e Constant and function identifiers. Again, a reference to the syntax tree
node of the constant or function definition is stored and later utilised in
expression evaluation during compilation;
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Figure 7.1: The architecture of the ARC tool

e Channel name identifier. For these symbols, the type of the channel is
stored. This information is later referred to during the compilation of chan-
nel input/output operators;

o Predefined identifiers. These include the internal symbols for the CSP op-
erators, sets and set operations, arithmetic and boolean operators, etc.;

e Other symbols, e.g. identifiers. No specific information is stored in the

symbol table.

The finite model compiler module is responsible for the semantic check of the
syntax tree and the generation of the OBDD encoding of the LTS representation
of the specification and implementation processes in preparation for the subse-
quent refinement check. The syntax tree of the process definitions is explored via
recursive descent to build the final LTS in OBDD form in accordance with the
CSP compilation rules presented in Section 3.2.5.

David Long’s public domain OBDD library [Lon93] is reused “as is” in the
OBDD engine module. It is one of the first OBDD libraries to become publicly
available; much more powerful and complete implementations exist nowadays (for
example, the CUDD library [Som98]!). An additional software layer is added on

1A comparison of OBDD packages (including Long’s library and CUDD) in the context of
model checking can be found elsewhere [YBO98].
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top of the OBDD library to provide functions for encoding sets and relations and
exploring nondeterministic finite state automata encoded as OBDDs.

The verification module performs one of the refinement and equivalence check-
ing algorithms developed in this thesis as selected by the user using ARC’s
command-line options. Since verification may take a long time, the user is con-
tinuously informed of the progress of the search (the number of unique CSP state
pairs explored). When a check fails, debugging information is provided to the
user. This information includes the trace that leads to the error and a description
of the error—for example, a trace error would provide a list of next events for the
specification and implementation processes.

The ARC tool is implemented in approximately 6,800 lines of C code (in-
cluding comments but excluding the parser and OBDD engine modules). Tts
execution is highly customisable through the use of command-line options dis-

cussed in Section 7.4. Section 9.2 covers various existing and future extensions
of the ARC tool.

7.3 Input language

As the main emphasis of this research is on OBDD encoding and verification
algorithms implemented in the ARC tool, the finite model compiler in ARC has
been implemented to handle only the core CSP language features®. This includes
the subset defined in (2.1) with the necessary extensions to handle expressions and
channel declarations. Thus, even though the input syntax is compatible with that
of the FDRI1 tool because of our choice to build on Scattergood’s public domain
CSP parser, there are several CSP script features not supported by ARC. These
include functional extensions, sequences, replicated operators, and data types.

It should be noted that, although ARC does not support the same rich input
language as the commercial FDR1 and FDR2 tools do, the CSP subset that
ARC supports is sufficient to define any process that the richer language can,
although it may require a greater effort on the user’s part. This is demonstrated
in practice by the wide range of examples using the ARC subset of CSP presented
in Appendix A.

Despite our intent to keep ARC’s syntax as close to that of FDR1 as possible,
several changes have been introduced:

e The specification and implementation processes for the refinement check
need to be declared in separate pragma constructs specific to ARC:

2However, there are extensions to the ARC tool as described here, which handle much larger
subset of the language. See Section 9.2 for more details.
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pragma spec COPY
pragma impl SYSTEM

e Channel type definitions have to be separated into a single definition, and
each sub-range (element of the dot construct) has to be a contiguous se-
quence of integers specified using the ’..’ operator. An example of legal
channel declarations in ARC is as follows:

XMIN = 1
XMAX = 3
YMIN = -1
YMAX = 1
Type = {XMIN..XMAX}.{YMIN..YMAX}

pragma channel left,right: Type
pragma channel done

The new style of channel declarations introduced in FDR2 that makes the
keyword pragma obsolete is not supported in ARC.

e Identifiers in process definitions have to be capitalised:

count(X) = if (X < 0) then STOP else a -> count(X-1)

e To simplify the building of complex concurrent systems such as those mod-
eling the behaviour and the state space of various puzzles, a new parallel
operator notation is introduced. This operator forces its left and right
operand processes to synchronise on all common events, similar to Hoare’s
parallel operator working with implicit process alphabets [Hoa85]. The im-
plementation of this operator computes the alphabets of its operands as the
set of events in which they can participate. In order to avoid changes to
the CSP parser an existing non-process operator (.) has been reused for
the new notation, as illustrated in the following example:

impl = (full(i,1,BWBWBW).full(1,2,BBBWWW).full(1,3,BWBWWB).
full(2,1,WWBWBB) .empty(2,2).full(2,3,WWBWBB).
full(3,1,WBBWBW) .full(3,2,BBBWWW)) \ hideset

7.4 Command-line options

ARC supports a number of command-line options which can be seen by running
the tool with no options supplied—Figure 7.2 contains the help screen output by
ARC. These options can be split into several categories:
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ARC - a CSP refinement/equivalence checker v1.2

Copyright 1995-99 AP, UofA, All Rights Reserved

USAGE: arc [options] [input~file]

OPTIONS:
-bdd<n> Bdd node limit (default: 1000000 nodes)
-cf Check failures
-cin Read from standard input instead of disk file
-cpu<n> Change the ratio speed to memory usage (default: 2; range: 0-3)
-ct Check traces (default: failures-divergencies)
-def Define symbols (example: -def N 10)
-dfs Use DFS strategy (default: use BFS strategy)

-eq Equivalence check (default: refinement check)

-fa Use full abstraction check (default: don’t use it)

-hptr Use HPTR for LTS (default: use a monolithic LTS)

-id Use strict state identity function (default: relaxed function)

-intf  Check process interfaces before the verification phase
~ord Use the BDD vector order E<S (default: S<E)
-pTSs Apply PRS reachability analysis algorithm

-qfe Quit after the first encountered error
-sb Use sequential component re-encoding
-ss Use the sleep set algorithm (forces DFS strategy)

~v<n> Set verbosity level to <n> (default: 2; range: 0-4)

Figure 7.2: ARC’s help screen

Options controlling the type of check;

Options relating to the finite model compiler module;

Options controlling the OBDD engine module;

Options relating to the refinement/equivalence checking module;

General options

In the following sections, we present a brief description of each run-time option
by category.

7.4.1 Verification mode options

-ct Makes the check in the traces model (7). By default, a check
in the failures-divergences model (N) is performed.

-cf Makes the check in the failures model (F). By default, a check
in the failures-divergences model (N) is performed.



CHAPTER 7. THE ARC TOOL

Checks the specification and implementation processes for
equivalence in the chosen semantic model. By default, the tool
checks if the refinement relation between the specification and
implementation processes holds in the chosen semantic model.

7.4.2 Compilation options

-def

-id

-hptr

Provides a definition of integer constants at the command-line.
This makes possible running ARC in batch mode on verifica-
tion problems of varying sizes. For example, the option “-def
N 10” shall set N to be the integer constant 10 within the CSP
script being read in the run.

Enforces a more strict definition of the identity relation on
the state space of a sequential process. The end result is a
larger OBDD for the LTS representation of the process, but
also fewer unreachable states in the final LTS. This is useful
when the PRS reachability analysis is used, but slows down
the check otherwise. Thus, a relaxed definition of the identity
relation is used by default.

Enables the re-encoding of sequential components as per Sec-
tion 3.2.6. This option is often useful for processes composed of
many sequential components with complex descriptions. Re-
encoding is disabled by default.

Directs the tool to use an HPTR instead of a monolithic tran-
sition relation as described in Chapter 4. This option should
be used only if the monolithic LTSs obtained are very large or
cannot be computed. HPTR compilation mode is disabled by
default.

7.4.3 OBDD related options

—-cpu<n>

Controls the trade-off between memory consumption and
speed. Lower values from the allowed range 0 < n < 4 favour
smaller memory footprint at the expense of a slower execu-
tion, whereas larger values trade faster execution for increased
memory requirements. The default value is n = 3.
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-bdd<n> Set the OBDD node limit to n nodes. The run will be aborted
if that limit is exceeded and internal garbage collection in the
OBDD engine cannot free any nodes. One useful application
of this option is to avoid the use of virtual memory by ARC,
which is known to slow it down considerably. As a rule of
thumb, one should specify an OBDD node limit of m /25, where
m is the number of bytes of physical memory available to the
application. The default value is n = 1000000.

-ord Allows control over the relative order of the OBDD variables
used in encoding the state space of a transition relation (Vs
and Vs ) and events (V). By default, the state variables are
before the event ones; if this option is specified the order is
reversed. On most examples we have run, the default ordering
results in better performance.

7.4.4 Verification algorithms options

-dfs Directs the state space exploration algorithm of the pair-by-
pair algorithm to use depth-first search strategy. By default,
breadth-first search is used.

-fa Performs the refinement checking using the full abstraction
technique described in Chapter 8. This option works only for
checks done in the traces model (7).

-ss Directs the state space exploration algorithm of the pair-by-
pair algorithm to utilise sleep sets. When specified, this option
enforces a depth-first search strategy. By default, using sleep
sets is disabled.

-prs Directs the state space exploration algorithm of the pair-by-
pair algorithm to use the pseudo-root state technique from
Chapter 5. This option can be combined with -ss for even
better results. By default, the PRS technique is disabled.

-intf Enables a check of interfaces between the specification and
implementation processes prior to verification; the run is then
aborted if the implementation can potentially perform an event
that the specification cannot engage in. This option is there for
purely historic reasons. No interface check is done by default.
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-qfe

Directs the tool to quit after the first error has been found.
By default, ARC continues the check after the first error to
uncover as many other problems as possible in a single run.

7.4.5 General options

-v<n>

-cin

Sets the verbosity level during the run of the tool to n, which
is a number between 0 and 4. A higher number implies more
detail is printed. Verbosity level 0 should be used when only
the truthfulness of the relation being checked (e.g. a yes/no
answer) is required; level 1 adds some run-time statistics. The
default verbosity level (2) further includes progress updates
during the check. Level 3 adds a print-out of every trace that
is being checked. Finally, the highest verbosity level (4) out-
puts the compiled LTS of the specification and implementation
processes.

Directs ARC to read a CSP script from the standard input
stream. By default, ARC expects an input file name to be
specified at the command-line.

7.5 Example run sessions
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This section aims to familiarise the user with running ARC and the information
printed by the tool during its execution. Due to the large number of options
supported by the tool, it is very difficult to cover all of them; instead, a set of
few representative ARC sessions is used.

In this section, we use the Dining Philosophers example taken from Appen-
dix A. Our first attempt is to check the example for only two philosophers in the
traces model:

rama: :/home/ata/ARC
% ./arc -ct -def n 2 -v0 examples/dinphil-varl.csp

ARC - a CSP refinement/equivalence checker v1.2
Copyright 1995-99 AP, UofA, All Rights Reserved

_________

______________________________________

spec [T= impl is TRUE.

Since we are only interested in the outcome of this check, we specified the -v0
option. Because of this, ARC prints only its banner and a statement containing
the relation being checked (including the model) and its truthfulness.
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Next, we want to perform the exact same check in the failures-divergences
model, but require more detail on the progress of the tool (thus the use of -v1
instead of -v0):

rama::/home/ata/ARC

% ./arc -def n 2 ~v1 examples/dinphil-varl.csp

ARC - a CSP refinement/equivalence checker v1.2

Copyright 1995-99 AP, UofA, All Rights Reserved

Specification ’spec’: 1.200e+01 states, 4 BDD vars, 77 BDD nodes
Implementation ’impl’: 9.000e+02 states, 10 BDD vars, 246 BDD nodes
BDD encoding took 0.3 secs CPU time

Traces check...

...done (so far 0.4 secs CPU time)

Computing acceptances...done (so far 0.5 secs CPU time)

Computing divergences...done (so far 0.5 secs CPU time)
Failures-divergencies check...

%% FAILURES ERROR at step 11 after trace
<sitsDown.1,sitsDown.2,picksUp.2.2,picksUp.1.1>

spec refuses {{picksUp.2.1,sitsDown.1,sitsDown.2,putsDown.1.1,
putsDown.2.1,getsUp.1,getsUp.2,putsDown.1.2,putsDown.2.2,
picksUp.1.2,picksUp.2.2},{picksUp.1.1,sitsDown.1,sitsDown.2,
putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,putsDown.1.2,
putsDown.2.2,picksUp.1.2,picksUp.2.2},{picksUp.1.1,picksUp.2.1,
sitsDown.2,putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,putsDown.1.2,
putsDown.2.2,picksUp.1.2,picksUp.2.2},{picksUp.1.1,picksUp.2.1,
sitsDown.1,putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,
putsDown.1.2,putsDown.2.2,picksUp.1.2,picksUp.2.2},{picksUp.1.1,
picksUp.2.1,sitsDown.1,sitsDown.2,putsDown.2.1,getsUp.1,getsUp.2,
putsDown.1.2,putsDown.2.2,picksUp.1.2,picksUp.2.2},{picksUp.1.1,
picksUp.2.1,sitsDown.1,sitsDown.2,putsDown.1.1,getsUp.1,getsUp.2,
putsDown.1.2,putsDown.2.2,picksUp.1.2,picksUp.2.2},{picksUp.1.1,
picksUp.2.1,sitsDown.1,sitsDown.2,putsDown.1.1,putsDown.2.1,
getsUp.2,putsDown.1.2,putsDown.2.2,picksUp.1.2,picksUp.2.2},
{picksUp.1.1,picksUp.2.1,sitsDown.1,sitsDown.2,putsDown.1.1,
putsDown.2.1,getsUp.1,putsDown.1.2,putsDown.2.2,picksUp.1.2,
picksUp.2.2},{picksUp.1.1,picksUp.2.1,sitsDown.1,sitsDown.2,
putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,putsDown.2.2,
picksUp.1.2,picksUp.2.2},{picksUp.1.1,picksUp.2.1,sitsDown.1,
sitsDown.2,putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,
putsDown.1.2,picksUp.1.2,picksUp.2.2},{picksUp.1.1,picksUp.2.1,
sitsDown.1l,sitsDown.2,putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,
putsDown.1.2,putsDown.2.2,picksUp.2.2},{picksUp.1.1,picksUp.2.1,
sitsDown.1,sitsDown.2,putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,
putsDown.1.2,putsDown.2.2,picksUp.1.2}}

impl refuses {{picksUp.1.1,picksUp.2.1,sitsDown.1,sitsDown.2,
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putsDown.1.1,putsDown.2.1,getsUp.1,getsUp.2,putsDown.1.2,
putsDown.2.2,picksUp.1.2,picksUp.2.2}}

(so far 0.7 secs CPU time)
...done

spec [FD= impl is FALSE.
Found 0 trace error(s), 1 failures error(s) and O divergence error(s).
28 states and 50 transitions were explored.

**k* Total 0.7 secs CPU time

The above contains considerably more detail than the first run. Following the
ARC banner, the tool provides information regarding the compilation and en-
coding of the specification and implementation processes: the number of states?,
the number of OBDD variables required for encoding the state space of the pro-
cess, and the number of OBDD nodes in the transition relation of the process.
The time taken by parsing and compilation of the CSP script is printed prior to
commencing the refinement check. The latter proceeds by performing state space
exploration and traces check first, followed by computing the refusal and diver-
gence relations and failures-divergences check. The traces check is separated from
the failures-divergence one for performance reasons only—due to OBDD caching
effects this leads to 10-20% speed improvement.

Complete error information—type of property violation, trace after which it
is observed, and the discrepancy between the behaviour of the specification and
implementation processes—is printed by the tool for the well-known deadlock
state in the implementation process. At the end of the ARC run, the type and
number of errors is reported in addition to the verification result and the total
run-time for this run.

Next, we would like to check this example for n = 5. Since we know this would
take more than a few seconds, we use the default verbosity level (2) and enable
the sleep set method. The following is a printout from the ARC run excluding
the rather long error information:

ARC - a CSP refinement/equivalence checker vi.2

Copyright 1995-99 AP, UofA, All Rights Reserved

Specification ’spec’: 3.000e+01 states, 5 BDD vars, 203 BDD nodes
Implementation ’impl’: 2.430e+07 states, 25 BDD vars, 1336 BDD nodes
BDD encoding took 0.7 secs CPU time

3This number can be seen as the upper limit on the number of reachable states, as it is
the product of the number of states of each of the sequential components in the corresponding
process.
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Traces check...

50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900
950 1000 1050 1100 1150 1200 1250 1300 1350 1400 1450 1500 1550 1600
1650 1700 1750 1800 1850 1900 1950 2000 2050 2100 2150 2200 2250 2300
2350 2400 2450 2500 2550 2600 2650 2700 2750 2800 2850 2900 2950 3000
3050 3100 3150 3200 3250 3300 3350 3400 3450 3500 3550 3600 3650 3700
3750 3800 3850 3900 3950 4000 4050 4100 4150 4200 4250 4300 4350 4400
4450 ...done (so far 19.8 secs CPU time)

Computing acceptances...done (so far 20.5 secs CPU time)

Computing divergences...done (so far 20.5 secs CPU time)
Failures-divergencies check...

50 100 150 200 250 300 350 400 450

<error found, debugging information printed here>

(so far 24.2 secs CPU time)

500 550 600 650 700 750 800 850 900 950 1000 1050 1100 1150 1200 1250
1300 1350 1400 1450 1500 1550 1600 1650 1700 1750 1800 1850 1900 1950
2000 2050 2100 2150 2200 2250 2300 2350 2400 2450 2500 2550 2600 2650
2700 2750 2800 2850 2900 2950 3000 3050 3100 3150 3200 3250 3300 3350
3400 3450 3500 3550 3600 3650 3700 3750 3800 3850 3900 3950 4000 4050
4100 4150 4200 4250 4300 4350 4400 4450 ...done

spec [FD= impl is FALSE.

Found O trace error(s), 1 failures error(s) and O divergence error(s).
4474 states and 6454 transitions were explored.

Maximum DFS depth was 110

*** Total 52.5 secs CPU time

Memory manager bytes allocated: 11567112
Approximate bytes used: 1673272

Number of nodes: 31810

Node limit: 1000000

Overflow: no

Approximate bytes per node: 52.60

Cache entries: 13609

Cache size: 131042

Cache load factor: 0.10

Cache look ups: 2421913

Cache hits: 404164

Cache hit rate: 0.17

Cache insertions: 2017749

Cache collisions: 1863152

Number of variables: 1544

Number of variable associations: 52
Number of garbage collectioms: 1

Number of nodes garbage collected: 407431
Number of find operations: 1534919

There are few differences with the second run. Firstly, a progress indicator
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(the number of pair of states explored) is printed during the refinement check.
Secondly, the sleep set method enforces the use of depth-first state space explo-
ration and the maximum depth of the reachability graph is reported after the
number of states and transitions explored. Finally, a number of OBDD engine
statistics are printed at the end of the session.
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Chapter 8

Extensions and Future Work

Overview

This chapter discusses a number of topics that extend the work presented so
far in this thesis, and highlights avenues for further investigation. We present
an application of the full abstraction property of CSP semantics that allows the
reduction of a refinement checking problem to a simpler reachability problem
that can be efficiently computed using breadth-first OBDD-based reachability
analysis on an unlabelled transition relation. This technique also enables the use
of promising SAT-based formal verification methods in the context of CSP. We
explore the notion of semi-formal verification and its applicability to our work.

8.1 Introduction

Due to its practical significance and fundamental computational complexity, re-
search in automated formal verification can be seen as an open ended process, and
we expect it to remain so for a long time to come. To ensure the continuity of this
process, research activities are not only concerned with solving previously iden-
tified and known problems, but also searching for and formulating new problems
and challenges that are yet to be addressed. The present work is no exception to
this.

In the author’s view, the results presented so far in this text can be seen as a
coherent and, in a way, complete work. However, we have also been successful in
identifying a number of research areas where further investigation appears to be
quite promising. This chapter summarises these open areas as opportunities for
further advancement of our knowledge.
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8.2 Reducing refinement checking to a reacha-
bility problem

8.2.1 Pair-by-pair refinement checking

An inherent property of all refinement checking algorithms presented so far is
that their execution explores the product of the reachable state spaces of the
specification and implementation processes one pair of CSP states at a time.
While this works fairly well when the ratio between LTS and CSP process states
is high (see Section 3.4), it becomes a disadvantage when the ratio becomes
close to 1 : 1, for example when the processes being checked for refinement are
deterministic. This worst case scenario is demonstrated by the Monkey Puzzle
example, for which the OBDD-based refinement checking is about eight times
slower than explicit state space exploration techniques (see Section 3.3.3). This
phenomenon is due to the relatively high cost of performing relational product on
OBDDs—an operation used in the computation of successor states. This cost is
amortised over the LTS states reachable from another set of LTS states through
a single visible event.

The need to perform the refinement checking on a pair-by-pair basis is neces-
sitated by the relatively complex refusal and divergence semantics that have to
be computed at each iteration of the algorithm. On the other hand, it is known
that OBDDs are usually more efficient when applied on sets of many states at
a time. A typical reachability analysis procedure using OBDDs in the literature
obtains the states reachable through exactly n transitions from an initial state on
the n-th iteration of the reachability analysis algorithm (see, for example, Burch
et al.’s original symbolic model checking algorithm [BCM*92]).

There is, however, a well-known class of safety properties that allows the ex-
tensive use of hiding on the implementation process for the purposes of refinement
checking in the traces model. These are properties that check the ability of the
implementation to perform a specific event. This event may be named fail or
error if it represents a deviation from expected behaviour, or done in the con-
text of finding solutions to combinatorial problems such as puzzles. A refinement
check of this nature can be performed by reachability analysis of the LTS of the
process IMPL \ ¥ — {fail} followed by a check if any of the reachable states have
outgoing transitions labelled with fail. If there is no such state, the refinement:

Stop C7 IMPL \ ¥ — {fail}

holds, and vice versa. One of the examples from Appendix A on which this
approach could be successfully applied is the Solitaire puzzle. We estimate that
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the use of hiding in this manner has reduced the run-time by at least two orders
of magnitude!.

While the approach described above appears to have a restricted application—
checking a specific property in the traces model only—it made us aware of the
feasibility of a more general refinement checking algorithm that would operate
on all reachable LTS states at once instead of performing the check one pair of
CSP states at a time. Such an algorithm holds the promise of providing a better
fit for the strengths of OBDD-based LTS representations.

In the rest of this section, we show how such an algorithm can be built by
exploiting the full abstraction property of the CSP semantics. Essentially, the
check for refinement between two processes is translated into a reachability search
on an LTS of a so-called composite process suitably derived from the specification
and implementation processes of the refinement relation.

8.2.2 Full abstraction in CSP

The notion of full abstraction is rather theoretical and involved [Ros97, Sec-
tion 9.3]. Generally speaking, it measures how “good” the chosen semantics of a
language is. In particular, appropriately chosen semantics should provide for the
existence of a context C]-] for distinguishing between processes based on some
simple test T.

A context can be seen as a procedure for building a process C[P] (which
we call a composite process) from another one denoted as P. As an example,
a context may put the original process in parallel with a certain environment
process ENV and possibly hide some of the events of the compound process:

C[P|=ENV || P\ B

A test T is a simple well-defined aspect of the behaviour of a process, which
can be either true or false. Examples of such tests are the propositions “the
process deadlocks after trace ()”, “the process’ traces contain (fail)”, etc. A test
may contain several propositions combined using boolean operators.

In a semantic model that is fully abstract with respect to T, any two processes
P and @ with unequal semantic values should be clearly distinguished by a
context C[] applying T to C[P] and C[Q)], whereby exactly one of the composite
processes passes the test and the other does not.

Roscoe [R0s97] has established the existence of suitable semantic contexts and
tests in each of the three CSP models. He has formulated the following tests:

'In fact, this is a very conservative estimate since we have never been able to run a complete
refinement check on Solitaire without the use of hiding due to space restrictions.
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e Tr: A process fails this test if its traces include a specific one, e.g. (fail),
and passes the test otherwise. The traces model 7 of CSP is fully abstract
with respect to T;

e Tx: A process fails this test if either its traces contain (fail) or if it dead-
locks immediately on trace (), and passes the test otherwise. The failures
model F is fully abstract with respect to T £;

e T,: A process fails this test if it immediately deadlocks or diverges on
trace (), and passes the test otherwise. The failures-divergences model N/
is fully abstract with respect to T .

8.2.3 Refinement checking with observers

The main idea behind the application of full abstraction to refinement checking
can be summarised in the following three step technique for verifying the relation
PCuy Q:

1. From the description of the specification P derive an observer process
Ou(P);

2. Construct the LTS of the composite process:
(Ou(P) | \ ¥

where ¥/ = ¥ — {fail} (fail is a special event that is not part of the alphabet
of P nor Q);

3. Apply the test Ty to the composite process. The outcome of the test
reflects the truthfulness of P Ty Q.

Step 1 above requires the computation of an observer process (in LTS form)
derived directly from the specification P. Essentially, the observer monitors the
behaviour of the implementation process without affecting or restricting it in any
way. More importantly, the observer process is capable of detecting behaviour
that is not permitted by the specification process, and signaling the presence of
that erroneous behaviour in a way that allows detection through the application
of the test T ;.

Since the semantics of refinement depends on the CSP model M, the algorithm
for deriving the observer process is specific to each of the three CSP semantic
models. The significance of the time and space complexity of step 1 above is
limited by the fact that the specification process P, unlike the implementation
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@, usually has a small number of number of states. In practice, it is acceptable
that the computation of the observer has a similar computational complexity to
process normalisation—a procedure that is a pre-requisite to refinement checking
in FDR2 [For97].

Step 2 above combines the observer and implementation processes to execute
in a lock-step mode, meaning that the observer process is able to observe every
visible event that the implementation can engage in, and thus monitor its be-
haviour. The construction of the LTS of composite process in OBDD form is
straightforward using the compilation techniques outlined in Chapter 3.

Step 3 above performs the actual refinement checking. Recall that the pair-
by-pair algorithm has to explore two LTSs—one for the specification and one for
the implementation—and perform the relatively complicated and time consuming
computation of CSP semantics on each pair of CSP states. In contrast to this,
step 3 of the proposed approach traverses only one LTS (that of the composite
process) and the tests that are to be checked can be applied to all reachable LTS
states at once. Given the set of reachable states and the transition relation of the
composite process, the propositions contained in the tests T+, T and Ty, can
be checked as follows:

e The proposition “Composite process never performs a certain event” (i.e.
the fail event) is equivalent to determining that no reachable state has an
outgoing transition labelled with that event;

e The proposition “Composite process cannot immediately deadlock” can be
reduced to determining that all reachable states have at least one outgoing
transition;

e The proposition “Composite process cannot immediately diverge” can be
tested by ensuring that there is no unbroken loop of internal events reach-
able from any of the initial states by a sequence of 7 events.

The application of the above checks is relatively easy and thus the computa-
tionally intensive part of Step 3 is reachability analysis.

This novel refinement checking algorithm achieves the objectives set in Sec-
tion 8.2.1 because the reachability analysis in Step 3 can be performed using
OBDD-based breadth first search on a single LTS in contrast to the pair-by-pair
refinement checking algorithm. The full abstraction results proven by Roscoe
guarantee the soundness of this approach.

In the presented three step checking refinement technique, the construction
of the observer process Oy (P) from an arbitrary specification process P is the
key step. It is discussed in the next section.
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8.2.4 Transforming specifications into observers

Because of the semantic correlation between an observer process Oy (SPEC)
derived from a specification process SPEC, one would intuitively expect that the
construction of the former from the latter process would be semantically driven.
Therefore, it is proposed that the construction is performed in two stages:

e Firstly, the LTS representation of the specification process is normalised to
obtain the LTS of the process normal(SPEC);

e Secondly, a transformation is performed on the LTS representation of the
process normal(SPEC) to obtain Oy (SPEC);

The procedure for obtaining a normal form representation from an LTS rep-
resentation of a process obtained from its CSP description has been extensively
discussed in the literature [Ros94, For97, Ros97]. The normal form of a pro-
cess is closely related to its semantics and behaviour. In particular, two pro-
cesses are semantically equivalent if and only if their normal forms are syntac-
tically equivalent [Ros97]. For our purposes, the most important property of
normal (SPEC) is that for each trace in traces(SPEC) there exists a unique state
from normal(SPEC) that corresponds to a sequence of transitions labelled with
the events from that trace starting from the initial state of the normal form.

The normal form of a process can be represented using an LTS augmented
with a couple of mapping functions?:

e minaccs : § — P(€) maps a set of minimal acceptances to each of the
states in the LTS. Semantically, the elements of the set minaccs(vy) for a
state v € S represent sets of events {4;}?_; that the normal form can stably
accept in v and the normal form cannot stably accept any subsets of A;
in 7. Also, UL, 4; should be the same as the set of event labels on the
outgoing transitions of ;

e div : S — B maps a boolean divergence condition to each of the states in
the LTS. Semantically, a state v € S is divergent if and only if div(y) is
true.

The second stage of obtaining an observer process—computing Oy (SPEC)
from normal(SPEC)—is dependent on the model M in which the refinement
check is to be performed. In the rest of this section, we show how this can be
achieved for the traces model.

2This results in a representation that is essentially the same as Roscoe et al.’s Generalised
LTS [RGG195].
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labels from
Z - {a,b,C}

Figure 8.1: Transformation of a state in normal(SPEC) to obtain a state in
Or(SPEC)

To apply T+ to the composite process, an observer process for checking T
has to perform the fail event whenever the observed (implementation) process can
engage in an event that SPEC does not allow after a particular trace ¢. Since any
trace s € traces(SPEC) can be mapped uniquely to a state of normal(SPEC),
if the occurrence of a disallowed event in any of the states in the normal form
can be detected, then one can also detect a traces refinement violation after any
trace of SPEC.

For a given state v of normal(SPEC), the enabled events enabled(vy) can
be computed simply as the union of the event labels of all outgoing transitions
or, alternatively, as the union of all minimal acceptance sets of 4. To detect
an occurrence of a disallowed event in 7y, new outgoing transitions are added as
follows:

{v3 X a€X— enabled(y)}

where X has a single outgoing transition labelled with the event fail.

This operation is depicted on an example in Figure 8.1. Figure 8.1a shows a
state v from normal(SPEC) which has three outgoing transitions labelled with
the events a,b and ¢ connected with the rest of the LTS of normal(SPEC).
Figure 8.1b illustrates the transformation of v to obtain the corresponding state
in O7(SPEC). This involves adding extra transitions from < to A labelled with
each event that is disallowed by v in normal (SPEC), and a transition from A to a
special error state labelled with the event fail. Note that it is not necessary to add
A and error states to Or(SPEC) for every state in the normalised specification—
one pair of these states is sufficient for an observer in the traces model.
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By performing this transformation on all states of normal(SPEC), an ob-
server process Or(SPEC) is obtained. This observer can then be used to build a
composite process to perform refinement checking of SPEC C+ @ for any process
@ as described in Section 8.2.3.

8.2.5 OBDD-based reachability analysis

Once the refinement checking problem is reduced to a reachability analysis prob-
lem on an LTS in OBDD form, a number of techniques known in the context of
symbolic model checking become applicable. In this section, we briefly discuss
the techniques that appear most relevant to our needs.

The LTS representation of the composite process obtained using the approach
discussed in Section 8.2.3 has transitions that are labelled with at most two dif-
ferent events—r and fail. At the implementation level, it is possible to substitute
the use of the fail event in T+ and Tx with a special “error” state. An “error”
state of the LTS of the composite process contains the observer process state
which has a single outgoing transition labelled with the event fail. Avoiding the
explicit use of fail in the composite process makes all the transitions in its LTS
internal, which in turn enables the use of an unlabelled transition relation during
reachability analysis.

During the reachability analysis, which proceeds in breadth-first manner us-
ing OBDD image computation, it is often acceptable to abort the state space
exploration after a sequence of transitions from the initial states to an error state
is found. This technique is often referred to as “short-circuiting” the symbolic
model checking algorithm [McM92a], and can be implemented in a straightfor-
ward manner by checking whether an error state has been added to the set of
reachable states after each iteration of the OBDD image computation.

While all of the reachability analysis techniques discussed so far perform for-
ward traversal of the state space starting from the initial states, transforming
the refinement checking problem into a reachability problem allows the use of
backwards transition relation traversal. With this approach, the search starts
from the “error” states in the LTS and proceeds backwards until either an initial
state is reached or a fixed point is reached. In many cases, backwards traversal
has been found to be more efficient than forward traversal.

Last but not least, full abstraction and the use of observer and composite
processes makes it possible to perform refinement checking with SAT-based model
checking techniques that are discussed later in Section 8.6.
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8.2.6 Related work

The idea of transforming a specification process to obtain an observer process and
constructing a composite process to check the validity of a refinement relation
is related to the automata-theoretic approach to temporal logic model check-
ing [WVS83, VW86, Var95]. The latter approach uses the theory of automata to
capture computations that can be described both through programs (models) and
specifications (temporal formulae). The translation from programs and specifica-
tions to the common automata representation allows questions about programs
and specifications to be reduced to questions about automata.

More specifically, given a temporal logic formula ¢, it is possible to construct
a so-called Biichi automaton [Buc62] A, that accepts all computations satisfying
¢ [Var95]. This construction is generally of exponential complexity to the length
of the formula ¢, but this is rarely a problem in practice because the formulae
to be checked are usually very short. To determine whether a model A satisfies
a temporal logic formula ¢, a product automaton Ap of the model and A- 4 is
built. Then, by construction, Ap accepts all computations that satisfy — ¢, that
is, violate the original property being checked. Thus, the model check will succeed
if and only if Ap is empty. There are several algorithms for checking emptiness of
a Biichi automaton [GH93] that work in linear time to the size of the automaton
and can be performed while the product automaton Ap is being built. SPIN can
be seen as a typical linear temporal logic (LTL) model checking tool utilising this
approach [Hol97].

Despite the apparent similarities between the refinement checking technique
presented in this section and the automata-theoretic approach to temporal logic
model checking, there are also a number of differentiating factors. CSP refine-
ment checking is inherently a single language approach, whereas temporal logic
model checking requires separate languages for describing properties and models.
Consequently, the observer process in our approach is obtained by LTS transfor-
mation rather than by compilation of a temporal logic property into automata.
Another difference can be seen in the construction of the composite process. Our
technique utilises parallel composition and hiding in a similar way to CSP term
compilation, deriving an LTS in OBDD form, whereas the automata theoretic
approach to temporal logic model checking proposes to build the product Biichi
automaton on the fly.

Perhaps surprisingly, there is very little research on the links and relation-
ships between temporal logic model checking and refinement-based verification
techniques in general and in the context of CSP in particular. One notable excep-
tion is Leuschel et al.’s work [LMCO00], which explores the problem of performing
LTL model checking via CSP refinement checking using FDR2. It has been found
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that converting an LTL formula into a specification process suitable for refine-
ment checking against the model process is very difficult and, in fact, impossible
in the general case. On the other hand, applying the observer/composite process
method to this problem has been successful. Leuschel et al. [LMCO00] have shown
how a Biichi automaton A-, 4 derived from the LTL formula ¢ can be converted
into an observer process (called tester process in their paper). The latter is then
appropriately composed with the model process being checked and two refine-
ment checking tests are applied to establish the truthfulness of the original LTL
model checking problem.

8.3 Optimised pair-by-pair refinement checking

By construction, the basic pair-by-pair refinement checking algorithm imple-
mented in ARC/PP and presented in Section 3.3.2 explores all pairs of CSP
states (I', A) of the specification and implementation processes being checked. In
essense, this algorithm works on the normal forms of the specification and imple-
mentation, and I" and A are actually states of the corresponding normal forms.
Therefore, the number of pairs of states that are explored is proportional to the
size of the normal form of the implementation.

In contrast to ARC/PP, the FDR2 tool explores the product of the normal
forms of the specification process and the LTS states of the implementation pro-
cess [Ros94]. Therefore, the refinement checking algorithm in FDR2 may have to
explore considerably fewer pairs of states when the normal form of the implemen-
tation process is larger than its LTS, e.g. if the implementation process contains
complex nondeterminism. The inefficiency of the refinement checking algorithm
in ARC/PP arises from the fact that it may be proving that a given LTS state
of the implementation refines a particular normal form state of the specification
many times over instead of a one-off proof as in FDR2.

Fortunately, the issue discussed above can be resolved with a couple of small
modifications to the original Algorithm 8 from Section 3.3.2, which results in the
optimised pair-by-pair refinement checking procedure in Algorithm 14. Firstly,
Algorithm 14 can no longer support equivalence checking as seamlessly as Algo-
rithm 8 does, therefore, Rel is not an input parameter and all references to it in
the body of the algorithm are removed. Secondly, the addition of new pairs to the
set Pending described in lines 31-35 of Algorithm 8 is modified in the following
way: for every new pair of states (I', A) visited, we remove from A all © such that
the pair of states (I', ©) is already visited or pending. This change is captured in
lines 20-24 of Algorithm 14.

We suggest that, as a part of future research, Algorithm 14 is implemented
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Algorithm 14 The optimised pair-by-pair refinement checking algorithm
Require: Process P and its LTS Lp
Require: Process @ and its LTS Lg
Require: Model is a CSP model for the check—one of {7, F,N}
Ensure: All violations of the relation being checked are reported
1: {Start from the pair of initial states}
2: Pending < {(TauEzpand(Zp,Lp), TauEzpand(Lg,Lq),())}
3: {Initially, we have checked nothing}
4. Checked < 0
5: while Pending # 0 do

6:  {Get the first pending pair of states}

7. (Tp,T'g, Trace) + head(Pending)

8:  Pending < tail(Pending)

9:  diwFlag < Model = N A (divergent(Tg, Lg) V divergent(T'p, Lp))
10:  if NextEvents(T'g,Lq) € NextEvents(I'p, Lp) then
11 {Traces error after Trace}
12:  else if Model = N A divergent(T'g, Lg) A — divergent(Tp, Lp) then
13: {Divergence error after Trace}
14:  else if - divFlag N Model € {F,N} A refusals(I'g,Lg) € refusals(Tp, Lp)

then

15: {Failures error after Trace}
16: end if

17:  Checked < Checked U (T'p,Tg, Trace)
18:  if - divFlag then

19: for all a € NextEvents(I'g,Lg) do

20: Iy < NextStates(T'p,{a},Lp)

21: Iy + NestStates(T'g, {a}, Lq) — {A | (I'p, A, X) € Checked U Pending}
22: if Ty # 0 then

23: Pending < cons(Pending, (I'p, Iy, Trace"(a)))

24: end if

25: end for

26: end if

27: end while
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in the ARC tool and its empirical performance on a wide variety of examples
is studied. While the optimised pair-by-pair refinement algorithm can clearly
be expected to have better worst-case time requirements, it remains to be seen
how its average-case performance compares to that of Algorithm 8. Another
open research question is how Algorithm 14 compares to the refinement checking
technique from Section 8.2, which bypasses the pair-by-pair approach completely
in favour of the simpler reachability analysis.

8.4 Other partial order methods

In Chapter 6, we have looked at the application of one particular partial order
method—sleep sets—in the context of refinement checking CSP. Tt has been es-
tablished empirically that. the use of sleep sets independently or in conjunction
with the PRS-enhanced reachability analysis brings about considerable time and
space savings. Specifically, the utilisation of sleep sets has provided a significant
reduction in the number of transitions that need to be explored for a particular
model. In the light of these findings, one can anticipate that other partial or-
der reduction methods are quite likely to provide further improvements to our
refinement checking algorithms.

One suggestion that may be fruitful is to study the application of Godefroid’s
persistent set technique [God94]. This technique enables the so called persistent-
set selective search, which performs a restricted form of reachability analysis (i.e.,
not all reachable states are visited) that has useful properties—for example, it is
guaranteed that all deadlock states are reached [God94]. Note that the sleep set
technique does not offer a saving in terms of the states visited during reachability
analysis, but only a reduction in the number of transitions followed. However,
it is not clear how persistent sets can be applied to refinement checking of an
arbitrary pair of processes and this is where the main challenge of this task is.

8.5 OBDD-based state compression

State compression techniques [RGG195, For97] as applied in the FDR2 tool aim
at reducing the reachable state space of an LTS of a process by computing a
simpler LTS that is semantically equivalent to the original. In fact, one such
technique—normalisation—has to be applied to the specification process in a re-
finement check for all versions of the FDR tool. As discussed in Sections 3.3.3 and
3.4.1, state compression is very useful for a number of practical problems, partic-
ularly when a concurrent system is built iteratively from components exhibiting
locality of communication and repetitive structure, such as the Dining Philosophers
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example. Although we have not looked at implementing OBDD-based versions of
the state compression algorithms, it is certainly feasible to do so. However, what
is to be gained from that apart from a straightforward application to examples
for which we already know explicit state compression algorithms work well?

A closer look at the state compression algorithms as implemented in FDR2
reveals an implicit requirement to explicate the LTS of the process to be com-
pressed [Ros97]. This is a potential bottleneck as explicating an LTS can be a
space and time consuming task. In our experience, explication essentially pro-
hibits compression algorithms for processes with more than approximately twenty
to thirty thousand states in their explicated LTSs. This has been the case for
the Alternating Bit Protocol example used in our empirical performance study in
Section 3.3.3.

Therefore, the main advantage in pursuing OBDD-based implementations of
state compression techniques can be seen in circumventing the need to perform
an initial explication of the LTS. As demonstrated extensively in the literature
and in this thesis, OBDDs can handle sets of states and relations quite efficiently.
In fact, OBDD-based versions of other LTS minimisation problems have already
been proposed. For example, an OBDD-based strong bisimulation minimisation
algorithm has been developed by Bouali and de Simone [BdS92].

8.6 SAT-based verification

The general boolean satisfiability (SAT) problem has a very simple formulation:
given a boolean function f : B® — B, determine if there is an assignment to the
boolean variables of f that makes f evaluate to 1. Despite this apparent simplicity,
SAT is a computationally hard problem—in fact, it is the first problem shown
to be NP-complete [CooT71], and, therefore, currently has no known algorithmic
solution of lower than exponential complexity®. Since many practical problems
in a variety of application areas—scheduling, artificial intelligence, digital circuit
design and verification, etc.—are in the same complexity class, it is possible to
apply a SAT solver to any of these problems after a suitable translation.
Although the first practical algorithm for SAT solving—the Davis-Putnam
procedure [DP60]—has been around for more that forty years, major improve-
ments to it in the past few years [MSS99, MMZ%01] have made SAT solving
powerful enough to be able to work on functions with hundreds of thousands

3What the author finds even more exciting is that finding efficient SAT solving algorithms
is directly related to the fundamental mathematical question of whether P=NP. It is hard to
overestimate the significance of this seemingly theoretical debate on our perception of the world
and may be even day-to-day life.
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variables. These algorithmic advances have, in turn, generated a lot of interest
in using SAT techniques as an alternative to OBDDs for model checking.

8.6.1 Bounded model checking (BMC)

The idea of using SAT to perform a restricted form of model checking called
bounded model checking (BMC) has been introduced by Biere et al. [BCCZ99].
BMC solves the problem of finding a path from the initial states to an error state
of a finite state system, whereby the path may consist of up to k transitions.
Since bounded model checking is concerned with finding error traces of length
limited by the bound k, it is targeted at finding short counter-examples and is
not exhaustive since the presence of error traces of length greater than % is not
checked for. Despite this apparent limitation of BMC, its industrial application in
the context of digital circuit verification has demonstrated its practical effective-
ness [CFF*01]. Therefore, it appears that there is empirical evidence to suggest
that a significant amount of errors in real-world models can be exposed via a
relatively short sequence of transitions.

Similarly to the OBDD-based model checking approach, BMC requires that
the transition relation of the system model is encoded as a Boolean formula using,
for example, characteristic functions as described in Section 2.3.1. Let In:t be
the boolean encoding of the initial states of a finite model, Rel the encoding of its
transition relation, and Err the encoding of the error states. The propositional
formula describing a path of length £ starting from one of the initial states is
built by unrolling the transition relation as follows:

k
Pathy = Init A /\ Rel;

i=1

where Rel; encodes the set of possible transitions after 1 — 1 transitions from the
initial states and is obtained from Rel by variable renaming. Then, the formula:

k
Fk = Pathk A (v E’f‘f‘i)
=1

where Err; encodes the error states occurring after 4 transitions from the initial
states of the model, is satisfiable if and only if an error state is reachable from
the initial states after m (m < k) transitions [BCCZ99]. Any variable assignment
that makes F} evaluate to 1 is a boolean encoding of a sequence of transitions
leading to an error state, which is useful in diagnosing and fixing the error.

A refinement of the basic BMC technique that is currently being researched
aims to exploit the structural similarities between the boolean encodings of the
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BMC problem when the bound is incremented by one [WKSO01]. Since Pathy; is
obtained from Pathy by conjoining the latter with Rel;., information obtained
when SAT solving Fj, such as the learned implicants of Fj, can be useful when
checking Fj,,. This is expected to lead to performance and useability improve-
ments in using bounded model checking.

How would BMC apply to the work presented in this thesis? At first, it might
appear that a change from an OBDD- to a SAT-based verification engine would
require a significant rework of the CSP compilation techniques developed in this
thesis. However, we believe that there is a significant scope for reuse since OBDDs
are already encodings of boolean formulae. In particular, the CSP compilation
rules from Chapter 3 should remain largely intact; one aspect that has to change
is the way sequential components are composed together and unfolded to produce
Rel.

A positive sign with regards to adding SAT-based refinement checking to the
ARC tool is also the fact that the Bounded Model Checker tool (BMC) [BCCZ99]
is built on top of the popular OBDD-based model checking tool SMV [McM92b|.
Since ARC can also be viewed as an OBDD model checking tools targeted at
the CSP framework, the amount of work needed to accommodate a SAT-based
verifier should be comparable to those made by Biere et al. [BCCZ99].

8.6.2 Applying induction and hybrid methods

Since the amount of verification done by bounded model checking can be di-
rectly controlled by increasing the bound £, it is, in principle, possible to per-
form exhaustive verification by setting k£ to be equal or larger than the size of
the longest non-cyclic sequence of transitions from the initial states of the finite
state model (that is, the diameter of the corresponding reachability graph) being
verified [BCCZ99]. However, there is no known general and computationally in-
expensive algorithm to compute the diameter of the system and, therefore, this
technique can be applied only in certain special cases. For example, in a concur-
rent system composed of a number of sequential components executing concur-
rently, it is possible to achieve complete verification by computing the worst-case
diameter of the reachability graph of the system as the product of the diameters
of its sequential components. Still, the worst-case diameter obtained in this way
may well be much larger than the actual one, and the bounded model checking
algorithm could be potentially performing a lot of unnecessary computations.
To overcome this limitation of BMC, a number of researchers have explored
other techniques for SAT-based reachability analysis and model checking. One
proposal is to augment the path formula Path; with additional predicates guar-
anteeing that only non-cyclic paths are considered [SSS00]. Then, it is attempted
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to prove (via a suitable encoding as a SAT problem) that if no error trace exists
when a bound of k is applied, then no error state can be reached with a bound
of k + 1. If this proof succeeds, then, by induction, no error state can be reached
after any number of transitions. Note that the induction step will succeed when
k is equal to the diameter of the reachability graph of the model, although it may
as well succeed for a much lower k.

A hybrid approach that utilises a non-canonical representation of boolean for-
mulae called Boolean Expression Diagrams (BEDs) and a symbolic reachability
analysis algorithm that uses both OBDDs and SAT algorithms for checking satis-
fiability is presented by Williams ef al. [WBCGO00]. Since a standard reachability
analysis algorithm is used, this approach, unlike BMC, provides for exhaustive
verification.

The main requirement for the implementation of both the induction-based
and hybrid methods discussed above is the same as for BMC—the availability of
the transition relation as a boolean formula. Therefore, either of these techniques
can be implemented in ARC.

8.7 When everything else fails: semi-formal ver-
ification

Despite the promising technological advances in the area of automated formal
verification, there will always be systems that are sufficiently complex to be well
beyond the capacity of formal verification techniques due to the high compu-
tational complexity of this verification methodology. This is quite unfortunate,
because the more complex a system is, the higher the amount of verification it
will require to identify and eliminate design errors. In other words, formal veri-
fication may fail to deliver on system designs that are most critical to verify and
get right.

Of course, one can always apply the traditional informal testing and simu-
lation methodology discussed in Section 1.1, because it only requires some form
of executable model to work with and, therefore, scales up in terms of space re-
quirements for the model very well*. However, test-based verification is hardly
automated and requires a significant amount of manual effort to reach a given
level of design coverage. Thus, one can see formal and informal (test-based)
verification occupying the opposite ends of the spectrum in terms of capacity
versus automation and coverage trade-off, leaving a large gap in between the two

*Indeed, if a system being designed can be built in practice, then a model of that system,
which by definition is a mathematical abstraction of that real system, can also be built.
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Figure 8.2: The semi-formal verification setup

methodologies. There is a growing need to fill this gap by inventing verification
techniques that combine the advantages of the formal and informal verification
methods.

One approach to addressing the verification gap that the author is famil-
iar with through his current professional experience is presented by Yuan et
al. [YSP*99]. This technique is commonly referred to as user-directed random
testing and simulation or, perhaps less accurately, semi-formal verification. Fig-
ure 8.2 presents a diagram of the verification setup used by this method. The
design that has to be verified is represented as an executable model with in-
puts, outputs and an internal state that can be sampled at any time during the
verification procedure. This model receives input stimuli from its environment,
performs certain internal computation and, in turn, provides input to the en-
vironment. The environment is modelled by a simulation driver that generates
sequences of stimuli for the executable model being verified. The sequence being
generated is determined by a set of constraints and probabilities and a random
seed provided by the verification engineer. The constraints are boolean expres-
sions over the set of model inputs, outputs and internal state, which need to be
satisfied for any valid sequence of input stimuli. The probabilities determine how
often would a particular input value be offered to the model. The provision of an
initial random seed allows verification runs to be deterministically repeated at a
later stage, for example as a part of a regression test suite.
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A third optional component in the semi-formal verification setup—a cover-
age meter—keeps a record of all visited states in selected components of the
executable model. This provides valuable feedback about the coverage achieved
with a particular set of constraints and probabilities and allows for fine-tuning
these verification parameters.

Unlike formal verification techniques, semi-formal methods do not suffer from
model capacity limitations and can be applied to any design provided an exe-
cutable model is available. However, semi-formal verification does not guarantee
complete coverage of all possible scenarios. In contrast to informal verification
methods, it does not require laborious test case generation, instead offering a
formal framework (constraints and probabilities) for describing the environment
of the system under test. User-provided constraints can also be seen as a formal
design documentation of the interfaces in a larger system. They also facilitate
hierarchical design verification practices whereby a large system is constructed
and verified in a bottom-up fashion. In this case, environment constraints at one
level of the design hierarchy will act as specifications (proof obligations) at the
next (higher) hierarchy level.

How relevant is semi-formal verification to CSP refinement checking? Recall
that an on-the-fly model checker essentially creates an executable finite state
model that is exhaustively explored by recording the set of states that are visited
during reachability analysis. That fits very well with semi-formal verification,
which, however, does not need visited state storage. Since FDR2 uses on-the-fly
model checking, it could be easily adapted to semi-formal verification by adding
the simulation driver and the optional coverage meter components.

On the other hand, the ARC tool builds an OBDD-based LTS (either mono-
lithic or partitioned) of the processes that are to be checked, which is not particu-
larly suitable as an executable model for two reasons. Firstly, for large processes
it may not be possible to build the OBDDs for the corresponding transition re-
lations, therefore the scalability of the implementation would suffer. Secondly,
computing next possible transitions and states would involve computationally in-
tensive OBDD relational product operations, which would certainly take longer
time than on-the-fly techniques. However, neither of these two factors is com-
pletely preventing the application of semi-formal techniques in ARC. In the next
section, we propose a novel semi-formal technique that combines Yuan et al.’s
approach [YSP*99] with local symbolic state space exploration using either SAT
or OBDD-based algorithms.
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Figure 8.3: State space exploration for semi-formal verification

8.7.1 A symbolic semi-formal verification method

In a number of examples of practical interest, it may be possible to build a sym-
bolic (OBDD- or SAT-based) transition relation but impossible to perform com-
plete reachability analysis and verification because of space or time constraints; it
may only be possible to do state space exploration up to a limited bound (depth).
For such examples, one can attempt to exploit the advantages of both formal and
semi-formal techniques. This has been first recognised by Ho et al. [HSH100)
who have developed a tool called Ketchum unifying formal and simulation-based
verification. The goal of Ketchum'’s algorithms is to explore the state space of a
model while covering as many reachable states in selected model components as
possible. Ketchum’s reachability analysis algorithm uses heuristics to switch from
semi-formal model exploration to local symbolic reachability techniques when the
distance between the current and the target states is small [HSH*00]. The pri-
mary application of this method is sequential test pattern generation.

Figure 8.3a illustrates the operation of the state space exploration of a semi-
formal verification algorithm by Yuan et al. [YSP*99]. The rounded box repre-
sents the entire reachable state space of the executable model, while the little
circle is the set of initial states of the model. The simulation driver then gener-
ates sequences of inputs that change the state of the executable model driving it
through an execution trace denoted by the seesaw line with arrows.

Assuming that a symbolic representation of the transition relation of the exe-
cutable model can be built, it is possible to perform bounded symbolic reachabil-
ity analysis from any given state of the model. This would increase the coverage
density in the sense that not only a single trace but rather a set of traces guided
by the original semi-formal verification trace are explored. This is illustrated by
the shaded ellipses overlapping the semi-formal verification trace on Figure 8.3b.
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The size of each ellipse and, correspondingly, the depth that each run of sym-
boling state space exploration reaches can he either explicitly set by the user or
implicitly determined by limiting the space and time available for each run.

We are now ready to construct a verification algorithm that utilises both a
semi-formal and formal (bounded) reachability analysis (shown as Algorithm 15).
Our proposal allows for a number of concrete implementations characterised by
a set of functions required by Algorithm 15:

Algorithm 15 Symbolic semi-formal verification algorithm
Require: An LTS £ and its symbolic representation ¢(L)
Require: Error states FErrorStates
Require: Bounded symbolic reachability analysis procedure BSRA
Require: Semi-formal simulation driver SFSD
Require: Simulation exit condition EzitCondition
Ensure: ReachedErrorStates C FErrorStates contains the set of reached error
states in £
States «+ ¢(Z)
while — EzitCondition do
call BSRA(¢(L), States)
Depth + number of iterations of BSRA
LocalStates + states explored by BSRA
ReachedErrorStates < ReachedErrorStates U (LocalStates N ErrorStates)
States + state reached by SFSD(States, Depth + 1)
end while

e Function BSRA performs bounded symbolic reachability analysis. It may
be utilising either SAT- or OBDD-based techniques. This function performs
a breadth-first search on the reachability graph from a given set of states
up to a certain number of iterations (depth). As discussed above, the depth
of the search may be predefined or implicitly provided by limited space and
time resources for the function;

e Function SFSD implements the semi-formal simulation driver algorithm.
It is guiding the state space exploration similarly to the pure semi-formal
method described by Yuan et al. [YSP199];

e The predicate ExitCondition controls how long the symbolic semi-formal
verification is run. Again, there are several options for defining this predi-
cate based on the length of the trace explored, number of error states found,
time limit, coverage threshold, etc.
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The operation of Algorithm 15 is contained within a single while loop that
is executed until the EzitCondition predicate becomes true. Tt starts with a
bounded symbolic reachability analysis using BSRA from the set of initial states
and up to some bound k. If the intersection of the states reached by BSRA and
the error states is not empty, then the states from that intersection are added
to ReachedErrorStates. Then, function SFSD is used to perform a user-guided
random simulation from one of the initial states to a state that is reachable
through exactly k + 1 transitions. This state is then used instead of the initial
states and another iteration of the while loop is executed.

Although Algorithm 15 appears promising from the theoretical point of view
as it improves the overall state coverage compared to basic semi-formal verifi-
cation, its practical usefulness can only be measured empirically. A key open
question is whether the simulation speed measured as the number of new reach-
able states explored per unit of time attainable by semi-formal verification alone
can be maintained or improved upon when the more computationally expensive
bounded symbolic reachability analysis is in Algorithm 15.

8.8 The need for multiple verification engines

The experience accumulated in the course of this research and author’s ongoing
experience in a broader formal verification context (e.g., hardware verification)
leads us to believe that a very likely future trend in formal verification tools
is to incorporate multiple back-end verification engines that can be chosen for
execution by the user or automatically depending on the problem that is being
solved. The rationale for this is really simple—there is no single dominant formal
verification method. Consider, for example, the state-of-the-art in explicit and
OBDD-based model checking. This work has demonstrated that, at least for
concurrent system verification, there are examples that are handled very well
using one of these methods but are very inefficient or even impossible to solve
under comparable resource constraints using the other model checking technique,
and vice versa.

We illustrate the current state of applicability of the known model checking
methods in Figure 8.4. Each of the two basic techniques—explicit and OBDD-
based state space exploration—can handle a certain subset of the domain of
decidable problems called solvable problems. In the context of this discussion,
solvable problems are problems that can be decided upon within economically
viable space and time limitations, while decidable problems that are not solvable
are called insolvable problems.

Although there is a significant overlap in terms of solvable problems for explicit
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Figure 8.4: The domain of problems and verification techniques

and OBDD-based model checking, there are examples that are solvable using only
one of the two—an observation already made in Section 3.4.1. The early research
on SAT-based BMC has uncovered, yet again, that certain verification problems
that amend themselves to BMC but not OBDD-based model checking.

A good integration of multiple back-end engines transparently to the end-user
in a verification tool would result in a more capable and usable verification tool
that provides an advantage for both the tool developer and the end-user. We are,
therefore, proposing to study the integration issues concerned with implementing
multiple back-end engines in a single verification tool. Of particular interest is
the issue of making a choice of a verification engine based on the actual problem
being verified.

Of course, verification problems that cannot be completely verified using any
of the three techniques discussed above can be tackled using semi-formal tech-
niques such as those described in Section 8.7. As we have shown, semi-formal
verification methods can also benefit from bounded symbolic reachability anal-
ysis local to a particular state in the semi-formal verification trace. However,
semi-formal techniques are inherently incomplete and, therefore, it is preferable
to utilise them only after all formal verification engines are applied to a problem
without success.
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Chapter 9

Conclusions

9.1 Summary

The general approach to formal verification has changed considerably since the
early days of the pioneers Floyd [Flo66] and Hoare [Hoa69]. Most notable is
the progress from hand-written mathematical notations and proofs to computer
readable notations and automated verification programs that can reason about
properties “at the click of a button”. The initial concerns of the research com-
munity that automated formal verification is prohibitively expensive for all prob-
lems of practical significance because of its exponential worst-case complexity
have been dispelled by empirical results obtained by applying software tools to a
large variety of real-world examples. It has been shown that practical problems
rarely tend to bring about the worst-case performance of the verification algo-
rithms. The extreme complexity of the general verification case does not prevent
the development of efficient solutions for certain classes of problems. This is illus-
trated, for example, by the successful use of specification process normalisation
in both FDR1 and FDR2 [Ros94], and by the use of OBDDs for LTS encoding
and refinement checking in the ARC tool.

Still, there is no silver bullet for the inherent computational complexity and
corresponding resource requirements (most importantly, space and time) of au-
tomated formal verification algorithms. Instead, progress in this area is advanc-
ing in small but steadily paced incremental steps that continuously increase the
number of problems of practical significance that can be successfully solved. This
thesis contributes to this advancement with several new and improved methods
and algorithms.

This work builds and expands on the existing body of research in automated
formal verification and, in summary, achieves the following results:
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9.1. Summary

e Provides an approach to compiling CSP process terms (scripts) into an LTS

representation in a compact OBDD form using a syntax-driven technique.
This translation approach is more sophisticated and efficient than existing
methods and supports a number of advanced features such as parameterised
recursion, identifiers, expressions, etc. The efficiency of encoding the CSP
semantics is ensured by a number of specially developed methods includ-
ing an algorithmic handling of the external choice operator, re-encoding
of the OBDD representation of labelled transition relations for sequential
components in a concurrent system, and storing the refusal relation in an
implicitly conjunctive OBDD form:;

Presents a basic pair-by-pair refinement /equivalence checking algorithm op-
erating on OBDDs working in any of the three CSP semantic models (7,
F, and NV). The performance of this algorithm on a number of verification
examples is experimentally measured. The strengths and potential areas
for improvement of the basic pair-by-pair refinement/equivalence checking
algorithm are identified based on an in-depth empirical performance analy-
sis and comparison with existing formal verification tools for CSP on these
examples;

Develops solutions for the identified performance bottlenecks. The list of
new solutions includes HPTR and PRS-based reachability analysis tech-
niques, the application of partial order reduction methods separately and
in conjunction with the PRS technique;

Proposes a novel non-monolithic form of OBDD-based LTS representation
called Hierarchical Partitioned Transition Relation (HPTR) that reflect the
synchronisation patterns in a concurrent system, and an algorithm for image
computation on HPTRs. This enables refinement checking of processes
whose LTS is encoded as an HPTR. It is experimentally established that
an HPTR can be up to an order of magnitude smaller in terms of OBDD
nodes than an equivalent monolithic OBDD encoding of an LTS;

Develops a novel reachability analysis algorithm that alleviates the need
to store all states visited during state space exploration. This technique is
based on an observation that some states, referred to as Pseudo-Root States
(PRS) in the text, may no longer be reached from outside of the reached
state space. The proposed new reachability analysis algorithm identifies and
discards PRS from the set of reached states as early as possible. A study
of the theoretical computational complexity of the algorithm is presented
along with empirical data that shows more than sixteen-fold reduction in
state storage requirements;
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e Explores the applicability of partial order methods to CSP refinement check-
ing. An OBDD-based refinement checking algorithm that utilises the sleep
set technique is developed and it is experimentally shown that a speed-up
by a factor of two to three compared to the basic pair-by-pair refinement
checking algorithm is achievable. A novel refinement checking algorithm
that exploits both pseudo-root state and sleep set enhancements is pro-
posed. This algorithm delivers much greater state storage savings than
the PRS-enhanced reachability analysis alone—for one of the examples, the
peak number of stored states grows linearly instead of exponentially with
the size of the example (number of processes);

e Presents a technique for performing a refinement check by reducing it to a
reachability analysis problem. This technique is key to exploiting the ad-
vantages of performing OBDD-based breadth-first reachability analysis on
an unlabelled transition relation known from temporal logic model check-
ing research. It also provides a link to the utilisation of SAT-based and
semi-formal verification in the context of CSP;

e Proposes a new symbolic semi-formal verification algorithm that combines
the advantages of semi-formal verification with bounded symbolic (SAT- or
OBDD-based) reachability analysis to achieve better coverage of the state
space of the model being verified and maximise the chances of finding hidden
errors in the model;

e Implements the novel algorithms developed in a practical tool called ARC.
Applies and measures empirically the performance of the proposed algo-
rithms.

Overall, we believe that this work represents a substantial improvement over
most, if not all, OBDD-based formal verification tools targeting concurrent pro-
cess algebras. This improvement can be seen in terms of the richness of the
machine-readable notation in use, the variety of novel verification algorithms
specifically developed to address verification bottlenecks, the number of examples
being empirically studied, as well as the depth of understanding the advantages
and disadvantages of using OBDDs instead of explicit on-the-fly model checking
within a: process algebra setting. We have also demonstrated that, on a number
of examples, the techniques described in this thesis can rival the performance and
capacity of a commercially developed formal verification tool such as FDR.

Our results are applicable mainly to the verification of control-dominated
concurrent systems. Another factor that can be a large contributor to the state
space explosion problem—Ilarge data types and operations on variables of those
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data types—is not directly addressed. This can be seen as a limitation of the
applicability of our research.

Finally, there are cases where the practical improvements offered by the veri-
fication techniques developed in this thesis fall short of our expectations. For ex-
ample, HPTR-based refinement checking offers merely a trade-off between space
and time requirements rather than providing a clear-cut advantage over basic
pair-by-pair refinement checking. Further work is required to better understand
the reasons why HPTRs do not work as well as the simple disjunctive or con-
junctive partitions of a transition relation known from the hardware verification
domain.

9.2 Research arisen from our work

Our research has spawned or otherwise supported a number of other projects.

Cao [Ca097] has worked on the extension of the input language of ARC with
replicated CSP operators and sequences. He has also studied the effect of varying
OBDD variable ordering for sequential components on the size of the final LTS
representation and the speed of the pair-by-pair refinement checking algorithm.

Lam [Lam97] has developed a Graphical User Interface (GUT) front-end for the
ARC tool. The interface is a lightweight client process that communicates with
the ARC core server code through TCP/IP. The idea is that tool can be running
on a quite powerful machine connected to the Internet and serving requests from
various users across the globe. An additional feature of the GUI is the ability to
visualise and interactively explore labelled transition systems, which is a valuable
debugging aid.

Gao and Esser [GE99] have developed model checking functionality for check-
ing for deadlock, livelock, and nondeterminism working directly on the OBDD
representation of process semantics and built these into ARC. They also present,
an improved tool architecture that utilises ARC’s back-end verification engine but
provides a completely new and fully featured CSP compiler front-end comparable
to that of FDR2. The integration with ARC is achieved through a TCP /TP based
message exchange API. The compiler includes several advanced features such as
interactive parse tree exploration with syntax highlighting, type checking, as well
as code for data independence analysis that will eventually allow to verify ex-
amples with very large or even infinite state space using a smaller abstraction
model.



Appendix A
CSP Examples

Overview

As discussed in Chapter 1, the literature on formal verification and model check-
ing often presents results on problems that are not described in sufficient detail
as to enable others to apply their techniques and tools to the same instances and
therefore gather valuable experimental information. Although the hardware veri-
fication community has its set of standard albeit somewhat outdated benchmark
examples (ISCAS85 and ISCAS89), to the best of the knowledge of the author
no such database of practical problems has been put together for the concurrent
systems verification area.

In this appendix, a description and CSP scripts (in the subset of the language
acceptable by the ARC tool) for all examples used throughout the thesis are
provided. It is hoped that, despite the need to translate these examples for use
with other tools, they would provide a good starting point for the evaluation of
new verification approaches. These examples may also be of use to assess the
advantages of new extensions to ARC itself.

A.1 Synthetic example

Synthetic is a very simple CSP process with an unusually high number of states
due to interleaving. The code for this example is given in Figure A.1. This process
has 22" states as it consists of 2" processes, and each of them can engage in event
a independently of the others. Although such a process is unlikely to be a part of
a real system (hence the name Synthetic), it may be used as an example to assess
the ability of a tool to cope with complexity caused by state space explosion from
interleaving and nondeterminism.
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-- Definition of specification and implementation processes
pragma spec spec
pragma impl impl
pragma channel a

n=2>5

p(I) = if (I == 0) then a -> STOP

else p(I-1) || p(I-1)
spec = p(n)
impl = p(n)

Figure A.1: The CSP script for Synthetic example

The presence of n as a parameter in this example is very useful as it allows
varying the complexity of a particular instance of this example.

A.2 Milner's Schedulers example

The n-schedulers problem [Mil89] is a widely used benchmark example for ver-
ification tools. The system under consideration is a ring of n schedulers which
control the execution of a certain task. Event a.i denotes the start of the i-th
task, and event b.7¢ denotes its end. The purpose of the schedulers is to ensure
that:

e Only one copy of each task is active at any one time;

e Tasks are activated in sequence—task 1, then task 2, and so on. Task 1 can
be activated only after task n is activated.

The above two conditions are implemented by the schedulers by passing a
token around the ring [Mil89).

As the system of schedulers is described with the use of n as a parameter,
it is possible to build a whole family of examples and study the performance of
a given tool or set of tools with varying n. Two variants of this example are
encoded to check the two properties above.
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A.2.1 Variant one

The CSP script to check that both properties of the n schedulers hold is given in
Figure A.2. Comments are inserted as appropriate to clarify the purpose of each
part of the script. Note that the token passing events s.¢ as well as the token
insertion event st (which only happens in the beginning of system operation) are
hidden by the implementation as they are irrelevant to the specification being
checked.

A.2.2 Variant two

This variant of the Milner's Schedulers example checks only whether tasks are
activated in sequence (see Figure A.3). Thus, more events are hidden in the
implementation process—in addition to the events s.i and st, task ending b.i
events are also irrelevant. The result of the additional hidden events is that the
implementation process has only n CSP states—a significant reduction over the
exponentially growing number of states in the implementation process of variant
one of this example.

A.3 Dining Philosophers example

Dining Philosophers is a well-known verification example studied for CSP by
Hoare [Hoa85]. The system consists of n philosophers who eat at a round ta-
ble and need two forks to have their meal. A philosopher can become hungry at
any time, and after sitting at the table he will take first the fork on his left then
the one on his right. If any of the two forks is currently occupied, the philosopher
would wait until the fork is put down by the neighbour on the correspondent side.
The verification question posed is whether the philosophers can die of hunger, or,
simply put, whether the system being described is deadlock free.

The CSP script for this example, given in Figure A .4, closely follows the one
provided by Hoare [Hoa85).

A.4 Alternating Bit Protocol example

Alternating Bit Protocol is one of the simplest protocols that address the problem
of providing reliable one-way communication over an unreliable communication
media [Ros97]. The assumption made by this protocol is that messages sent over
the media can be lost or duplicated, but not corrupted. Also, it is assumed that
the order of messages is unchanged.
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-— Definition of specification and implementation processes
pragma spec spec
pragma impl impl

== ’n’ must be an integer > 2
n=>5

-- Channel index range
range = {1..n}

pragma channel a, b, s: range
pragma channel st

-- The specification insists that the a.I events are executed
-- in sequence; a b.I event may be executed at any time after
-- a.l is.

-- ’control’ specifies the in-order execution of all ’a’
-- events.
control = controll(1l)
controll(I) = if (I == n+1) then
controll (1)
else
a.I -> controli(I+1)

-— ’inseq’ specifies that a.I is executed before b.I.
inseq = inseql (1)
inseql1(I) = if (I == n-1) then

inseq2(I) ||| inseq2(I+1)
else
inseq2(I) ||| inseql(I+1)

inseq2(I) = a.I => b.I -> inseq2(I)
-= ’spec’ is just the parallel composition of ’control’ and

-~ ’inseq’.
spec = control.inseq

Figure A.2: The CSP script for Milner's Schedulers example, variant one
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-— The ’start’ process inserts a token into the ring of
-- schedulers.
start = st -> STOP

-- ’p_1’ (the first scheduler) can be activated either by the
-- ring or by the ’start’ process.
p_1 = (s.1 -> SKIP [] st -> SKIP) ;
a.l1 -> (s.2 -> b.1 -> p_1 []
b.1 ->s.2 -> p_1)

-— The rest of the processes in the schedulers’ ring behave as
-- p_i(I)’.
p-i(I) = s8.I -> a.I -> ( s.((I¥n)+1) -> b.I -> p_i(I) []

b.I => s.((I%n)+1) -> p_i(I) )

-- A process to compose all schedulers in the system.
-- Events s.I and st are hidden as they are implementation-
-- specific and irrelevant to the specification.
sched(I) = if (I == 1) then
(start [I{st}|] p_1) \ {st}
else if (I == n) then
(sched(I-1) [I{s.1,s.n}I1] p_i(I)) \ {s.1, s.n}
else

(sched(I-1) [I{s.I}I1] p_i(1)) \ {s.I}

-- Implementation process.
impl = sched(n)

Figure A.2: The CSP script for Milner's Schedulers example, variant one
(continued)
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-— Definition of specification and implementation processes
pragma spec spec
pragma impl impl

== ’n’ must be an integer > 2
n=>5

-— Channel index range
range = {1..n}

pragma channel a, b, s: range
pragma channel st

-— The specification insists that ’a.i’ events are executed
-- in sequence
spec = specl(1)
specl(I) = a.I —>
if (N == n) then
gpecl(1)
else
specl(N+1)

-— The ’start’ process inserts a token into the ring of
—- schedulers.
start = st -> STOP

Figure A.3: The CSP script for Milner's Schedulers example, variant two
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-- ’p_1’ (the first scheduler) can be activated either by the
-- ring or by the ’start’ process. The additional process ’pl’
-— is required to hide event b.1 outside of the recursive
-- definition of ’p_1’.
pt =p_1\ {b.1}
p_-1 = (s.1 -> SKIP [] st -> SKIP) ;

a.1 > (s.2 ->b.1 >p.1 0

b.1 -> 5.2 -> p_1)

-— The rest of the processes in the schedulers’ ring behave as
—-— ’p_i(I)’. Again, ’pi(I)’ is introduced to allow hiding of
-- event b.i outside of the recursion for ’pi(I)’.

pi(I) = p_i(D) \ {b.I}

p-i(I) = 8.1 > a.I > ( s.((T/n)+1) -> b.I -> p_i(I) []

b.I -> s.((I%n)+1) -> p_i(I) )

-— A process to compose all schedulers in the system.
-—- Events s.i and st are hidden as they are implementation-
-- specific and irrelevant to the specification.
sched(I) = if (I == 1) then
(start [I{st}I]1 p1) \ {st}
else if (I == n) then
(sched(I-1) [I{s.1,s.n}!] pi(I)) \ {s.1, s.n}
else

(sched(I-1) [I{s.I}I] pi(I)) \ {s.I}

—-- Implementation process.
impl = sched(n)

Figure A.3: The CSP script for Milner's Schedulers example, variant two

(continued)
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-— Definition of specification and implementation processes
pragma spec spec
pragma impl impl

-- Number of philosophers
n==6

rangel = {1..n}
range2 = {1..n}.{1..n}

-- Channel declarations
pragma channel sitsDown, getsUp : rangel
pragma channel picksUp, putsDown: range?2

-- Behaviour of the i-th philosopher.
phil(I) = sitsDown.I -> picksUp.I.I ->
picksUp.I.(I-1+((n+1-I)/n)*n) ->
putsDown.I.I ->
putsDown.I. (I-1+((n+1-I)/n)*n) ->
getsUp.I -> phil(I)

-— Behaviour of the i-th fork.

fork(I) = (picksUp.I.I -> putsDown.I.I -> fork(I)) [I
(picksUp. ((I%n)+1).1I ->
putsDown. ((I%n)+1).I -> fork(I))

-- Behaviour of i-th fork and philosopher together.
group(I) = (phil(I) [|{picksUp.I.I,putsDown.I.I}|] fork(I))

-- Synchronisation events for the fork between the first

~- and n-th philosophers.

final_events = {picksUp.n.n-1,picksUp.1.n,
putsDown.n.n-1,putsDown.1.n}

Figure A.4: The CSP script for Dining Philosophers example
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-- Composing group(I) together to form the system.
grouping(I) = if (I==1) then
group (1)
else if (I==n) then
( grouping(n-1) [lfinal_events|] group(n) )
else
( grouping(I-1) [I{picksUp.I.(I-1),
putsDown.I. (I-1)}1]
group(I) )

-- The implementation process.
impl = grouping(n)

-- The specification process simply expresses deadlock
-- freedom.
spec = events(n)

-—- ’events’ and ’eventsl’ compose together a
-- nondeterministic choice over the events in which
—-- each philosopher may engage.
events(I) = if (I==1) then
events1(1)
else
events1(I) |7| events(I-1)
events1(I) = sitsDown.I -> spec ||
picksUp.I.I -> spec 7|
picksUp.I.(I-1+((n+1-I)/n)*n) -> spec |7|
putsDown.I.I -> spec |~|
putsDown.I.(I-1+((n+1-I)/n)*n) -> spec |7|
getsUp.I -> spec

Figure A.4: The CSP script for Dining Philosophers example (continued)
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-- Declaration of the specification and implementation
—-— processes.

pragma spec COPY

pragma impl SYSTEM

—- The data set communicated over the channels.
datasize = 5
range = {1..datasize}

—-- The bit values.
bits = {0..1}

-— Compound bit and data values.
compound = {0..1}.{1..datasize}

—— Maximum number of transmission errors in the media
—— processes.

maxerrors = 50

-— Overall configuration (taken from FDR2 example)

i a PUT b

--  left / \ right
e —— > SEND RECY —---—- >
s \ /

== d GET c

pragma channel left, right: range
pragma channel a, b: compound
pragma channel c, d: bits

-— ’PUT’ models the media for communication from ’SEND’ to
-- ’RECV’ processes.
PUT = PUT1(maxerrors)
PUT1(Errors) = a?X?Y ->
if (Errors == 0) then
b!X!'Y -> PUT
else
PUT1(Errors-1) |~|

Figure A.5: The CSP script for Alternating Bit Protocol example
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b!X!Y -> PUT1(Errors-1) |~|
b!'X!'Y -> PUT

-— ’GET’ models the media for communication from ’RECV’ to
—-- 'SEND’ processes.
GET = GET1(maxerrors)
GET1(Errors) = c?X ->
if (Errors == 0) then
d!'X -> GET
else
GET1(Errors-1) |~|
d!'X -> GET1(Errors-1) |[~|
d'X -> GET

-- ’SEND’ models the sending process.

SEND = SEND1(0)

SEND1(Bit) = left?X -> SEND2(Bit, X)

SEND2(Bit, X) = a!Bit!X -> SEND2(Bit,X) []
d.Bit -> SEND1(1-Bit) []
d.(1-Bit) -> SEND2(Bit,X)

-- ’RECV’ models the receiving process.

RECV = RECV1(0)

RECV1(Bit) = b.Bit?X -> right!X -> RECV1(1-Bit) []
b.(1-Bit)?Y -> RECV1(Bit) []
c!(1-Bit) -> RECV1(Bit)

-- The overall system put together
SYSTEM = (SEND.PUT.GET.RECV) \
{c.0, c¢.1, 4.0, d.1

a.0.1, a.0.2, a.0.3, a.0.4, a.0.5,
a.1.1, a.1.2, a.1.3, a.1.4, a.l.5,
b.0.1, b.0.2, b.0.3, b.0.4, b.0.5,
b.1.1, b.1.2, b.1.3, b.1.4, b.1.5
}

-- ’SYSTEM’ should refine a single place buffer.
COPY = left?X -> right!X -> COPY
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Figure A.6: The Monkey Puzzle board game

The protocol works by appending to each message a single bit that alternates
between 0 and 1 with every message being sent and received successfully. The
sender keeps sending a particular message with its assigned extra bit until it gets a
message from the receiver acknowledging the receipt of a message with that extra
bit. Similarly, upon receiving a message from the sender process the receiver
continually sends acknowledge messages with the appropriate bit information
back to the sender.

The CSP script for the Alternating Bit Protocol examples is in Figure A.5. Pro-
cesses PUT and GET model the behaviour of a media that can lose or duplicate
messages up to mazerrors number of times. Processes SEND and RECV model
the behaviour of the sender and receiver, respectively. This example is parame-
terised by datasize, which affects the number of reachable states by changing the
size of the data type passed along in a message, and mazerrors which controls
the amount of nondeterminism present in the media processes.

A.5 Monkey Puzzle example

Monkey puzzle is a game by Holger Schemel played on a board of 4x5 square
cells as shown in Figure A.6a. Tt is a variant of the popular 15 piece game played
on a square 4x4 board. The monkey puzzle contains several pieces of unequal
size, including a 2x2 piece called “monkey”. The objective of this game is to put
the “monkey” on its “feet” (Figure A.6b) starting from the initial placement of
pieces as shown in Figure A.6a by sliding the pieces on the board sideways.

Solving the puzzle automatically involves exhaustive state space search and
can be therefore carried out by a verification tool given a proper description of
the puzzle. The CSP script used with ARC is adapted from a solution for FDR2
kindly provided by Bill Roscoe (see Figure A.7).
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-- Contents of original COPYRIGHT file:
~- > This game is copyrighted (c) 1995 by Holger Schemel.
-- > Besides this, you can do what you want with it. :)

-- Declaration of the specification and implementation
—-- processes.

pragma spec spec

pragma impl puzzle

Empty = 1 -- an empty square
OneSq = 2 -- a square occupied by

-- a single square piece
HL = 3 -- a square occupied by

-- the left part of a horizontal bar
HR = 4 -- a square occupied by

-- the right part of a horizontal bar
VIop = 5 -- a square occupied by

-- the top part of a vertical bar
VBot =6 -- a square occupied by

-— the bottom part of a vertical bar
MBL =7 -- a square occupied by

-- the bottom left part of the monkey bar
MBR =8 -- a square occupied by

-- the bottom right part of the monkey bar
MIL =9 -- a square occupied by

-- the top left part of the monkey bar
MTR = 10 -- a square occupied by

-- the top right part of the monkey bar

-- Width and height
Wd = 4
Ht = 6

range = {0..Wd-1}.{0. .Ht-1}

—-— Channel declarations

pragma channel OnelLeft,OneRight,OneUp:range

pragma channel OneDown,VLeft,VRight,VUp,VDown:range
pragma channel HLeft,HRight ,HUp,HDown:range

pragma channel MLeft,MRight,MUp,MDown:range

Figure A.7: The CSP script for Monkey Puzzle example
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-- Predicates

bas(I,J) = I>=0 and I<=Wd-1 and J<=Ht-1 and J>=0

-- renamed to ‘or_’ because ’or’ is an intermal symbol
or_(I,J) = I>=1 and bas(I,J)

01(I,J) = I<Wd-1 and bas(I,J)

ou(I,J) = J>=1 and bas(I,J)

0d(I,J) = (J<Ht-1) and bas(I,J)

hd(I,J) = (J<Ht-1) and (I<Wd-1) and bas(I,J)

hu(I,J) = J>=1 and (I<Wd-1) and bas(I,J)

hl1(I,J) = (I<Wd-2) and bas(I,J)

hr(I,J) = (I<Wd-1) and I>=1 and bas(I,J)

vr(I,J) = (J<Ht-1) and I>=1 and bas(I,J)

v1(I,J) = (J<Ht-1) and (I<Wd-1) and bas(I,J)

vd(I,J) = (J<Ht-2) and bas(I,J)

vu(I,J) = J>=1 and (J<Ht-1) and bas(I,J)

mu(I,J) = J>=1 and (J<Ht-1) and (I<Wd-1) and bas(I,J)
md(I,J) = (J<Ht-2) and (I<Wd-1) and bas(I,J)

ml(I,J) = (I<Wd-2) and (J<Ht-1) and bas(I,J)

mr(I,J) = (I<Wd-1) and I>=1 and (J<Ht-1) and bas(I,J)

—-—- Specification allows all possible events except

-- the final move in a solutiom.

spec = run({0OneDown.1.0,VUp.1.1,HRight.1.2,MLeft.1.3,
VLeft.1.3,HDown.1.0,0neRight.1.2,MUp.1.1,
VRight.1.2,HLeft.1.3,0neUp.1.1,HUp.1.1,
VDown.1.0,0neleft.1.3,MRight.1.2,MLeft.1.1,
HRight.1.0,0neUp.1.3,MDown.1.2,0neRight.1.0,
VLeft.1.1,VDown.1.2,HUp.1.3,0neDown.1.2,
VRight.1.0,HRight.1.4,HDown.1.2,VUp.1.3,
HLeft.1.1,0nelLeft.1.1,0neRight.1.4,MUp.1.3,
MLeft.1.2,0neUp.1.4,HRight.1.1,VLeft.1.2,
HUp.1.4,0neRight.1.1,VRight.1.1,HDown.1.3,
HLeft.1.2,0neDown.1.3,0neleft.1.2,MRight.1.1,
VLeft.1.0,VRight.1.3,HUp.1.2,VDown.1.1,
HLeft.1.4,0nelLeft.1.4,0neUp.1.2,MRight.1.3,
MDown.1.1,HDown.1.1,HLeft.1.0,0neRight.1.3,
MUp.1.2,0neleft.1.0,0neDown.1.1,VUp.1.2,

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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HRight.1.3,0neRight.3.1,0neUp.3.4,0neDown. 3.3,
VRight.3.1,0neUp.3.2,VRight.3.3,VDown.3.1,
OneRight.3.3,0neDown.3.1,VUp.3.2,0neUp.3.3,
OneRight.3.0,VDown.3.2,0neRight.3.4,VRight.3.0,
OneDown.3.2,VUp.3.3,0neUp.3.1,VRight.3.2,VDown. 3.0,
OneRight.3.2,0neDown.3.0,VUp.3.1,VUp.0.1,MLeft.0.3,
OneDown.0.0,VLeft.0.3,HDown.0.0,MUp.0.1,HLeft.0.3,
OneUp.0.1,MDown.0.0,HUp.0.1,0neleft.0.3,VDown.0.0,
MLeft.0.1,0neUp.0.3,MDown.0.2,VLeft.0.1,HUp.0.3,
VDown.0.2,HDown.0.2,HLeft.0.1,MUp.0.3,0neDown.0.2,
OnelLeft.0.1,VUp.0.3,MLeft.0.2,0neUp.0.4,VLeft.0.2,
HUp.0.4,HLeft.0.2,HDown.0.3,0neLeft.0.2,
OneDown.0.3,MLeft.0.0,HLeft.0.4,0neUp.0.2,
MDown.0.1,0neLeft.0.4,VLeft.0.0,VDown.0.1,HUp.0.2,
HDown.0O.1,HLeft.0.0,MUp.0.2,0neDown.0.1,
OnelLeft.0.0,VUp.0.2,0neUp.2.4,HRight.2.1,VLeft.2.2,
HUp.2.4,0neRight.2.1,VRight.2.1,HDown.2.3,
OneDown.2.3,0neleft.2.2,MRight.2.1,VRight.2.3,
OneUp.2.2,MDown.2.1,VLeft.2.0,HUp.2.2,VDown.2.1,
OneLeft.2.4,MRight.2.3,HDown.2.1,0neRight.2.3,
MUp.2.2,0neleft.2.0,0neDown.2.1,VUp.2.2,HRight.2.3,
HRight.2.0,0neUp.2.3,MDown.2.2,0neRight.2.0,
Vieft.2.1,VDown.2.2,HUp.2.3,VRight.2.0,HDown.2.2,
OneRight.2.4,MUp.2.3,0neDown.2.2,HRight.2.4,VUp.2.3,
Oneleft.2.1,MRight.2.0,VRight.2.2,0neUp.2.1,
MDown.2.0,HUp.2.1,VDown.2.0,0nelLeft.2.3,MRight.2.2,
Vieft.2.3,HDown.2.0,0neRight.2.2,MUp.2.1,
OneDown.2.0,HRight.2.2,VUp.2.1})

-- The composition of the puzzle.

puzzle =
SquareVTop(0,4) .SquareMTL(1,4).SquareMTR(2,4) .SquareVTop(3,4).
SquareVBot (0,3) .SquareMBL(1,3).SquareMBR(2,3) .SquareVBot (3,3).
SquareEmpty (0,2) .SquareHL (1,2).SquareHR(2,2) .SquareEmpty(3,2).
SquareVTop(0,1) .SquarelneSq(1,1).SquarelneSq(2,1) .SquareVTop(3,1).
SquareVBot (0,0) . SquareOneSq(1,0) .SquareOneSq(2,0) .SquareVBot(3,0)

-- Implementation process.
impl = puzzle

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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—-- The behaviour of an empty square.
SquareEmpty(I,J) = if or_(I,J) then
OneRight.I.J ->
SquareOneSq(I,J) [l SquareEmpty_1(I,J)
else

SquareEmpty_1(I,J)
if 01(I,J) then

OnelLeft.I.J ->

SquareOneSq(I,J) [] SquareEmpty_2(I,J)
else

SquareEmpty_2(I,J)
SquareEmpty_2(I,J) = if v1(I,J) then

VLeeft.I.J ->

SquareVBot (I,J) []1 SquareEmpty_3(I,J)
else

SquareEmpty_3(I,J)
if vr(I,J) then

VRight.I.J —>

SquareVBot(I,J) []1 SquareEmpty_4(I,J)
else

SquareEmpty_4(I,J)
if v1(I,J-1) then

Vieft.I.J-1 ->

SquareVTop(I,J) [] SquareEmpty_5(I,J)
else

SquareEmpty_5(I,J)
if vr(I,J-1) then

VRight.I.J-1 ->

SquareVTop(I,J) [1 SquareEmpty_6(I,J)
else

SquareEmpty_6(I,J)
if hl1(I,J) then

HLeft.I.J ->

SquareHL(I,J) [] SquareEmpty_7(I,J)
else

SquareEmpty_7(I,J)

SquareEmpty_1(I,J)

SquareEmpty_3(I,J)

SquareEmpty_4(I,J)

SquareEmpty_5(I,J)

SquareEmpty_6(I,J)

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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SquareEmpty_7(I,J)

SquareEmpty_8(I,J)

SquareEmpty_9(I,J)

SquareEmpty_10(I,J)

SquareEmpty_11(I,J)

SquareEmpty_12(I,J)

SquareEmpty_13(I,J)

Figure A.7: The CSP script for Monkey Puzzle example (continued)

if hr(I-1,J) then
HRight.I-1.J ->
SquareHR(I,J) [l SquareEmpty_8(I,J)
else
SquareEmpty_8(I,J)
if m1(I,J) then
MLeft.I.J —>
SquareMBL(I,J) [] SquareEmpty_9(I,J)
else
SquareEmpty_9(I,J)
if mr(I-1,J) then
MRight.I-1.J ->
SquareMBR(I,J) [] SquareEmpty_10(I,J)
else
SquareEmpty_10(I,J)
if ml1(I,J-1) then
MLeft.I.J-1 ->
SquareMTL(I,J) []1 SquareEmpty_11(I,J)
else
SquareEmpty_11(I,J)
if mr(I-1,J-1) then
MRight.I-1.J-1 ->
SquareMTR(I,J) [] SquareEmpty_12(I,J)
else
SquareEmpty_12(I,J)
if 0d(I,J) then
OneDown.I.J ->

SquareOneSq(I,J) []1 SquareEmpty_13(I,J)

else
SquareEmpty_13(I,J)

if ou(I,J) then
OneUp.I.J ->

SquareOneSq(I,J) []1 SquareEmpty_14(I,J)

else
SquareEmpty_14(I,J)

193
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SquareEmpty_14(I,J) = if hu(I,J) then
HUp.I.J ->
SquareHL(I,J) [l SquareEmpty_156(I,J)
else
SquareEmpty_15(I,J)
SquareEmpty_156(I,J) = if hd(I,J) then
HDown.I.J —->
SquareHL(I,J) [] SquareEmpty_16(I,J)
else
SquareEmpty_16(I,J)
SquareEmpty_16(I,J) = if hu(I-1,J) then
HUp.I-1.J ->
SquareHR(I,J) [] SquareEmpty_17(I,J)
else
SquareEmpty_17(I,J)
SquareEmpty_17(I,J) = if hd(I-1,J) then
HDown.I-1.J ->
SquareHR(I,J) [1 SquareEmpty_18(I,J)
else
SquareEmpty_18(I,J)
SquareEmpty_18(I,J) = if vd(I,J) then
VDown.I.J ->
SquareVBot(I,J) [] SquareEmpty_19(I,J)
else
SquareEmpty_19(I,J)
SquareEmpty_19(I,J) = if vu(I,J-1) then
VUp.I.J-1 ->
SquareVTop(I,J) [] SquareEmpty_20(I,J)
else
SquareEmpty_20(I,J)
SquareEmpty_20(I,J) = if md(I,J) then
MDown.I.J ->
SquareMBL(I,J) [] SquareEmpty_21(I,J)
else
SquareEmpty_21(I,J)
SquareEmpty_21(I,J) = if md(I-1,J) then
MDown.I-1.J ->
SquareMBR(I,J) [] SquareEmpty_22(I,J)
else
SquareEmpty_22(I,J)

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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SquareEmpty_22(I,J) = if mu(I,J-1) then
MUp.I.J-1 —>
SquareMTL(I,J) [] SquareEmpty_23(I,J)
else
SquareEmpty_23(I,J)
if mu(I-1,J-1) then
MUp.I-1.J-1 -> SquareMTR(I,J)
else
STOP

SquareEmpty_23(I,J)

-- The behaviour of a square with a single square piece.
SquareOneSq(I,J) = if ou(I,J+1) then
OneUp.I.J+1 —>
SquareEmpty(I,J) [1 SquareOneSq_1(I,J)
else

SquareOneSq_1(I,J)
if 0d(I,J-1) then

OneDown.I.J-1 ->

SquareEmpty(I,J) [l SquareOmeSq_2(I,J)
else

SquareOneSq_2(I,J)
if or_(I+1,J) then

OneRight.I+1.J ->

SquareEmpty(I,J) [] SquareOneSq_3(I,J)
else

SquareOneSq_3(I,J)
if 01(I-1,J) then

OneLeft.I-1.J -> SquareEmpty(I,J)
else

STOP

SquareOneSq_1(I,J)

SquareOneSq_2(I,J)

SquareOneSq_3(I,J)

-- The behaviour of a square with the left part of a
-- horizontal bar.
SquareHL(I,J) = if hu(I,J+1) then

HUp.I.J+1 —>
SquareEmpty(I,J) [] SquareHL_1(I,J)
else

SquareHL_1(I,J)

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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SquareHL_1(I,J)

SquareHL_2(I,J)

SquareHL_3(I,J)

A.5. Monkey Puzzle example

if hd(I,J-1) then

HDown.I.J-1 ->

SquareEmpty(I,J) [1 SquareHL_2(I,J)
else

SquareHL_2(I,J)
if hr(I+1,J) then

HRight.I+1.J ->

SquareEmpty(I,J) [l SquareHL_3(I,J)
else

SquareHL_3(I,J)
if h1(I-1,J) then

HLeft.I-1.J -> SquareHR(I,J)
else

STOP

—-— The behaviour of a square with the right part of a
-- horizontal bar.
SquareHR(I,J) = if hu(I-1,J+1) then

SquareHR_1(I,J)

SquareHR_2(I,J)

SquareHR_3(I,J)

HUp.I-1.J+1 —>

SquareEmpty(I,J) [] SquareHR_1(I,J)
else
SquareHR_1(I,J)
if hd(I-1,J-1) then

HDown.I-1.J-1 —>

SquareEmpty(I,J) [1 SquareHR_2(I,J)
else

SquareHR_2(I,J)
if hr(I,J) then

HRight.I.J —>

SquareHL(I,J) [] SquareHR_3(I,J)
else

SquareHR_3(I,J)
if h1(I-2,J) then

HLeft.I-2.J -> SquareEmpty(I,J)
else

STOP

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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-- The behaviour of a square with the bottom part of a
-- vertical bar.
SquareVBot (I,J) = if vu(I,J+1) then

VUp.I.J+1 ->
SquareEmpty(I,J) [] SquareVBot_1(I,J)
else

SquareVBot_1(I,J)
if vd(I,J-1) then
VDown.I.J-1 ->
SquareVTop(I,J) [] SquareVBot_2(I,J)
else
SquareVBot_2(I,J)
if vr(I+1,J) then
VRight.I+1.J ->
SquareEmpty(I,J) []1 SquareVBot_3(I,J)
else
SquareVBot_3(I,J)
if v1(I-1,J) then
VLeft.I-1.J -> SquareEmpty(I,J)
else
STOP

SquareVBot_1(I,J)

SquareVBot_2(I,J)

SquareVBot_3(I,J)

-- The behaviour of a square with the top part of a
~-- vertical bar.
SquareVTop(I,J) = if vu(I,J) then
VUp.I.J ->
SquareVBot (I,J) []1 SquareVTop_1i(I,J)
else
SquareVTop_1(I,J)
if vd(I,J-2) then
VDown.I.J-2 ->
SquareEmpty(I,J) []1 SquareVTop_2(I,J)
else
SquareVTop_2(I,J)
if vr(I+1,J-1) then
VRight.I+1.J-1 —>
SquareEmpty(I,J) [1 SquareVTop_3(I,J)
else
SquareVTop_3(I,J)

SquareVTop_1(I,J)

SquareVTop_2(1,J)

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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SquareVTop_3(I,J) = if v1(I-1,J-1) then
VLleft.I-1.J-1 -> SquareEmpty(I,J)
else
STOP

-- The behaviour of monkey bottom left.
SquareMBL(I,J) = if mu(I,J+1) then

MUp.I.J+t1 >
SquareEmpty(I,J) [1 SquareMBL_1(I,J)
else

SquareMBL_1(I,J)

SquareMBL_1(I,J) = if md(I,J-1) then

MDown.I.J-1 ->

SquareMTL(I,J) [] SquareMBL_2(I,J)
else

SquareMBL_2(I,J)
if mr(I+1,J) then

MRight.I+1.J ->

SquareEmpty(I,J) [1 SquareMBL_3(I,J)
else

SquareMBL_3(I,J)
if ml(I-1,J) then

MLeft.I-1.J -> SquareMBR(I,J)
else

STOP

SquareMBL_2(I,J)

SquareMBL_3(I,J)

—-— The behaviour of monkey bottom right.
SquareMBR(I,J) = if mu(I-1,J+1) then
MUp.I-1.J+1 ->
SquareEmpty(I,J) [l SquareMBR_1(I,J)
else
SquareMBR_1(I,J)
SquareMBR_1(I,J) = if md(I-1,J-1) then
MDown.I-1.J-1 ->
SquareMTR(I,J) [] SquareMBR_2(I,J)
else
SquareMBR_2(I,J)

Figure A.7: The CSP script for Monkey Puzzle example (continued)
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SquareMBR_2(I,J)

SquareMBR_3(I,J)

-- The behaviour

SquareMTL(I,J) =

SquareMTL_1(I,J)

SquareMTL_2(I,J)

SquareMTL_3(I,J)

Figure A.7:

if mr(I,J) then

MRight.I.J —>

SquareMBL(I,J) [] SquareMBR_3(I,J)
else

SquareMBR_3(I,J)

if m1(I-2,J) then

MLeft.I-2.J -> SquareEmpty(I,J)
else

STOP

of monkey top left.
if mu(I,J) then

MUp.I.J ->
SquareMBL(I,J) [] SquareMTL_1i(I,J)
else

SquareMTL_1(I,J)

if md(I,J-2) then

MDown.I.J-2 —>

SquareEmpty(I,J) [] SquareMTL_2(I,J)
else

SquareMTL_2(I,J)

= if mr(I+1,J-1) then
MRight.I+1.J-1 ->
SquareEmpty(I,J) [] SquareMTL_3(I,J)
else
SquareMTL_3(I,J)

if m1(I-1,J-1) then
MLeft.I-1.J-1 -> SquareMTR(I,J)
else
STOP

The CSP script for Monkey Puzzle example (continued)



200

-- The behaviour
SquareMTR(I,J) =

SquareMTR_1(I,J)

SquareMTR_2(I,J)

SquareMTR_3(I,J)

Figure A.7:

A.5. Monkey Puzzle example

of monkey top right.
if mu(I-1,J) then

MUp.I-1.J ->

SquareMBR(I,J) [] SquareMTR_1(I,J)
else

SquareMTR_1(I,J)

if md(I-1,J-2) then

MDown.I-1.J-2 ->

SquareEmpty(I,J) [] SquareMTR_2(I,J)
else

SquareMTR_2(I,J)

if mr(I,J-1) then

MRight.I.J-1 ->

SquareMTL(I,J) [] SquareMTR_3(I,J)
else

SquareMTR_3(I,J)

if m1(I-2,J-1) then

MLeft.I-2.J-1 -> SquareEmpty(I,J)
else

STOP

The CSP script for Monkey Puzzle example (continued)
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Figure A.8: The Solitaire board game

A.6 Solitaire example

The Solitaire example represents a well-known board puzzle the initial configura-
tion of which is shown in Figure A.8. The game area consists of 33 holes in which
32 pegs (denoted by gray filled circles) are places so that the centre hole remains
empty. Pegs can hop over other pegs adjacent to them (above, below, to the left
or right) provided that the destination of the hop is not occupied by another peg;
the peg over which the hop is performed is removed from the board. The goal is
to find a sequence of moves that leaves a single peg on the board. Since there are
32 pegs on the board, a winning sequence would entail exactly 31 moves.

The CSP script given in Figure A.9 is based on a FDR2 script kindly provided
by Bill Roscoe. The range of possible moves on the table is encoded as a set of
events; each event contains information regarding the direction of the move and
the coordinates of the hole where the hopping peg has “landed”. Each hole is
modelled through a separate process containing two states (empty and occupied)
and as many transitions as necessary to encode all possible state transitions. A
move involves the participation of exactly three holes: a “source” hole that is
initially occupied and then emptied, a “hop” hole which contains a peg before
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the move and is empty after the move is completed, and a “destination” hole
that is empty at first but becomes full at the end of the move. The necessary
synchronisation between the state changes of the holes involved in a move is
achieved by putting in parallel of all hole processes.

Solitaire is an example with a very complex communication pattern and a very
high number of reachable states—over 190 million despite the simplicity of each
hole process. Thus, it represents a real challenge for any advanced reachability
analysis techniques.



APPENDIX A. CSP EXAMPLES 203

—-- peg solitaire for FDR

-- Bill Roscoe, November 1992
-- adapted for ARC by Atanas Parashkevov, October 1997

-- An old and familiar puzzle:

== XXX
== XXX
== XXXXXXX
=== XXX XXX
== XXXXXXX
i XXX
== XXX

= O N W O]

== 0123456 X

-- A peg can hop into an empty hole over one other, removing

-- the one it has hopped over. The numbers are the co-ordinate
-- system we use in the rest of this script. To get simple

-- defnitions, we extend the co-ordinates by 2 in each direction.

—-— Definition of specification and implementation processes.
pragma spec SPEC
pragma impl IMPL

Range = {(0-2)..8}.{(0-2)..8}

-— The events represent hops in the stated direction to the
-- co-ordinates mentioned. Thus right.3.3 is the peg in

-- (1,3) (X is always the first co-ordinate) hopping to

-- (3,3) over (2,3).

pragma channel up,down,left,right:Range

-- The occurence of ’done’ denotes success in solving the

-- puzzle.
pragma channel done

Figure A.9: The CSP script for Solitaire example
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EMPTY = 1
FULL = 2
SPEC = STOP

A.6. Solitaire example

-- We will have a process for each hole, which is in state
-— Full or Empty, and allows the 12 events it can participate
-- in appropriately (The co-ordinates like -2 and 7 are there

-- to allow this definition to be used everywhere.)

-—- Each hop will be synchronised on by three holes=processes:
-— from, over and to. Note that from and over start full and

-- become empty, to starts empty and becomes full.

Empty(I,J,Tg) = left.I.J -> Full(I,J,Tg)
] down.I.J -> Full(I,J,Tg)
] up.I1.3J -> Full(I,J,Tg)
] right.I.J -> Full(1,J,Tg)
] (if (Tg == EMPTY) then
done -> Empty(I,J,Tg)

Full(I,J,Tg)
[
[
[
[
]
[
1
1

L
C
L
L

else
STOP)

left.(I-2).J —>
down.I.(J-2) ->
up.I.(J+2) ->
right.(I+2).J ->
left.(I-1).J ->
down.I.(J-1) ->
up.I.(J+1) ->
right.(I+1).J ->
(if (Tg == FULL)

Empty(I,J,Tg)
Empty(I,J,Tg)
Empty(I,J,Tg)
Empty(I,J,Tg)
Empty(I,J,Tg)
Empty(I,J,Tg)
Empty(I,J,Tg)
Empty(I,J,Tg)
then

done -> Full(I,J,Tg)

else
STOP)

Figure A.9: The CSP script for Solitaire example (continued)
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—— The various interface sets used to put the puzzle
-- together are as follows:

C02 = {up.0.4,down.0.2,done}

C03 = {up.0.4,down.0.2,done}

C12 = {up.1.4,down.1.2,done}

C13 = {up.1.4,down.1.2,done}

C52 = {up.5.4,down.5.2,done}

€53 = {up.5.4,down.5.2,done}

€62 = {up.6.4,down.6.2,done}

€63 = {up.6.4,down.6.2,done}

€22 = {up.2.3,up.2.4,down.2.2,down.2.1,done}
€23 = {up.2.4,up.2.5,down.2.3,down.2.2,done}
C21 = {up.2.2,up.2.3,down.2.1,down.2.0,done}
C24 = {up.2.6,up.2.5,down.2.3,down.2.4,done}
C20 = {up.2.2,down.2.0,done}

C25 = {up.2.6,down.2.4,done}

€32 = {up.3.3,up.3.4,down.3.2,down.3.1,done}
€33 = {up.3.4,up.3.5,down.3.3,down.3.2,done}
€31 = {up.3.2,up.3.3,down.3.1,down.3.0,done}
C34 = {up.3.6,up.3.5,down.3.3,down.3.4,done}
C30 = {up.3.2,down.3.0,done}

C35 = {up.3.6,down.3.4,done}

C42 = {up.4.3,up.4.4,down.4.2,down.4.1,done}
C43 = {up.4.4,up.4.5,down.4.3,down.4.2,done}
C41 = {up.4.2,up.4.3,down.4.1,down.4.0,done}
C44 = {up.4.6,up.4.5,down.4.3,down.4.4,done}
C40 = {up.4.2,down.4.0,done}

C45 = {up.4.6,down.4.4,done}

C2 = {up.2.2,up.2.3,down.2.1,down.

NN
N O

"

up.2.4,up.2.5,down.2.3,down.
up.2.6,down.2.4,done}

C3

{up.3.2,up.3.3,down.3.1,down.
up.3.4,up.3.5,down.3.3,down.
up.3.6,down.3.4,done}

w w
N O

Figure A.9: The CSP script for Solitaire example (continued)
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C4 = {up.4.2,up.4.3,down.4.1,down.
up.4.4,up.4.5,down.4.3,down.

up.4.6,down.4.4,done}

CE = {up.

up.6.4,down.6.2,done}

RO

{done,
left.0.2,1eft.0.3,1eft.0.4,

right.2.2,right.2.3,right.2.

R1 {done,
left.0.2,1eft.0.3,1eft.0.4,

left.1.2,1eft.1.3,1eft.1.4,

right.2.2,right.2.3,right.2.
right.3.2,right.3.3,right.3.

R2

{done,

right.3.2,right.3.3,right.3.

left.1.2,left.1.3,1left.1.4,

left.2.0,1left.2.1,1eft.2.2,1eft.2.3,

left.2.4,left.2.5,1eft.2.6,

right.4.0,right.4.1,right.4.2,right.4.3,
right.4.4,right.4.5,right.4.

R5 = {done,
left.4.2,1eft.4.3,left. 4.4,

right.6.2,left.4.3,left.4.4}

0.4,down.0.2,up.1.4,down.
up.2.2,up.2.3,down.2.1,down.
2.4,up.2.5,down.2.3,down.
2.6,down.2.4,up.3.2,up.3.
down.3.1,down.3.0,up.3.4,up.
down.3.3,down.3.2,up.3.6,down. 3.4,
up.4.2,up.4.3,down.4.1,down.
up.4.4,up.4.5,down.4.3,down.
up.4.6,down.4.4,up.5.4,down.

4.0,
4.2,

N O N

-

W NN -

3.5,

4.0,
4.2,
5.2,

4}

4,
4}

4,

6}

A.6. Solitaire example

Figure A.9: The CSP script for Solitaire example (continued)
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R3 = {done,

R4

RE

So CE and RE are the sets of all vertical and horizontal
actions ever possible in the puzzle, so that ...

right.5.2,right.
left.3.2,1left.3.
left.2.0,left.2.
left.2.3,left.2.
right.4.0,right.
right.4.4,right.

{done,

left.4.2,left.4.
left.3.2,1left.3.
right.5.2,right.
right.6.2,right

{done,

left.0.2,1left.0.
left.1.2,left.1
right.2.2,right
right.3.2,right.
right.5.2,right.
left.3.2,left.3.
left.2.0,left.2.
left.2.3,left.2.
right.4.0,right.
right.4.3,right.
left.4.2,left.4.

5.3,right.5.4,
3,left.3.4,

1,left.2.2,
4,left.2.5,1eft.2.6,
4.1,right.4.2,right.4.3,
4.5,right.4.6}

3,left.4.4,
3,1left.3.4,
5.3,right.5.4,

.6.3,right.6.4}

3,1eft.0.4,

.3,1left.1.4,
.2.3,right.2.4,

3.3,right.3.4,
65.3,right.5.4,
3,left.3.4,

1,left.2.2,
4,1eft.2.5,1eft.2.6,
4.1,right.4.2,
4.4,right.4.5,right.4.6,
3,1left.4.4,

right.6.2,left.4.3,left.4.4}

QUTSIDE = diff(Sigma,union(RE,CE))

is the set of events that should never happen.

Figure A.9: The CSP script for Solitaire example (continued)
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A.6. Solitaire example

-- The puzzle is formed by combining 33 of these processes
-- together, first in colummns ...

OUTSIDE = {done,
up.0.
up.
up.
up.
up.
up.
up.

DG WwN -

down.
down.
down.
down.
down.
down.
down.

N NO OO NN

right.
right.

right.
right.
right.
right.
right.
right.

left.
left.
left
left.
left.
left.
left.
left.

, up.0.3, up.0.5, up.0.6,
, up.1.3, up.1.5, up.1.6,
, up.2.1, up.2.7, up.2.8,
, up.3.1, up.3.7, up.3.8,
, up.4.1, up.4.7, up.4.8,
, up.5.3, up.5.5, up.b.6,
, up.6.3, up.6.5, up.6.6,
0.0, down.0.1, down.0.3, down.0.4,
1.0, down.1.1, down.1.3, down.1.4,
2.(0-2), down.2.(0-1), down.2.5, down.2.6,
3.(0-2), down.3.(0-1), down.3.5, down.3.6,
4,(0-2), down.4.(0-1), down.4.5, down.4.6,
5.0, down.5.1, down.5.3, down.5.4,
6.0, down.6.1, down.6.3, down.6.4,
0.2, right.0.3, right.0.4,
1.2, right.1.3, right.1.4,
2.0, right.2.1, right.2.5, right.2.6,
3.0, right.3.1, right.3.5, right.3.6,
5.0, right.5.1, right.5.5, right.5.6,
6.0, right.6.1, right.6.5, right.6.6,
7.2, right.7.3, right.7.4,
8.2, right.8.3, right.8.4,
(0-2).2, left.(0-2).3, left.(0-2).4,
(0-1).2, left.(0-1).3, left.(0-1).4,
.0.0, left.0.1, left.0.5, left.0.6,
1.0, left.1.1, left.1.5, left.1.6,
3.0, left.3.1, left.3.5, left.3.6,
4.0, left.4.1, left.4.5, left.4.6,
5.2, left.5.3, left.b5.4,
6.2, left.6.3, left.6.4}

Figure A.9: The CSP script for Solitaire example (continued)
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SIGMA = {up.0.3,left.3.4,left.4.1,right.0.2,down.2.2,
right.5.3,right.4.6,up.5.4,right.2.4,up.3.2,
left.6.3,up.2.5,right.3.1,left.1.2,down.4.4,
down.3.3,right.6.4,down.4.0,down.2.6,right.1.3,
up.2.1,left.5.2,up.1.4,left.4.5,right.2.

b

0
down.6.2,left.3.0,left.2.3,up.3.6,right.4.2,
down.0.4,right.3.5,up.4.3,down.5.3,left.1.4,
down.4.6,left.2.1,down.0.2,right.3.3,up.4.1,
right.2.6,up.3.4,right.4.0,right.0.4,up.1.2,
left.4.3,left.3.6,down.3.1,right.6.2,up.6.3,
down.2.4,down.1.3,right.4.4,up.5.2,up.4.5,

left.0.3,down.3.5,right.2.2,up.3.0,up.2.3,
left.5.4,down.6.3,left.3.1,left.2.4,down.1.2,
right.4.3,right.3.6,up.4.4,right.1.4,up.2.2,
left.5.3,1eft.4.6,right.2.1,down.4.1,1eft.0.2,
down.3.4,down.2.3,right.5.4,up.6.2,down.3.0,
left.4.2,right.0.3,up.0.4,1eft.3.5,down.5.2,
left.1.3,down.4.5,1eft.2.0,up.2.6,right.3.2,
up.4.0,right.2.5,up.3.3,left.6.4,down.4.3,
left.0.4,down.3.6,right.2.3,up.3.1,1eft.6.2,
up.2.4,right.3.0,up.0.2,left.3.3,1eft.4.0,
left.2.6,up.4.6,down.2.1,right.5.2,down.1.4,
right.4.5,up.5.3,down.0.3,right.3.4,up.4.2,
up.3.5,right.4.1,left.2.2,down.5.4,down.3.2,
right.6.3,up.6.4,down.2.5,right.1.2,up.2.0,
up.1.3,left.4.4}

4 3.

2 1.
down.2.0,left.3.2,down.6.4,left.2.5,down.4.2,

0 3

5 6

-- All events except for the ’done’ event are hidden from
-- ’PUZZLE’.
IMPL = PUZZLE \ SIGMA

PUZZLE = done -> STOP [| OUTSIDE |]
(COLO.COL1.COL2.COL3.COL4.COL5.COL6)

Figure A.9: The CSP script for Solitaire example (continued)
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-- The following process is similar to PUZ but has the
-- first four moves leading to a solution "hinted".

RPUZ = left.3.3 -> up.4.3 -> right.4.2 -> down.4.1 ->
left.4.2 -> run(SIGMA) [ISIGMA|] PUZ
COLO = (Full(0,2,EMPTY)[|C02|]Full(0,3,EMPTY)) [|C03]]

Full(0,4,EMPTY)

COL1 = (Full(1,2,EMPTY)[IC12|]Full(1,3,EMPTY))[IC13]]
Full(1,4,EMPTY)

COL2 = (Full(2,0,EMPTY)[|C201] ((Full(2,1,EMPTY) [1C211]
(Full(2,2,EMPTY) [|C22|]Full(2,3,EMPTY))) [[C23]]
Full(2,4,EMPTY))) [1C24|]

(Full(2,5,EMPTY) [1C25|]Full(2,6,EMPTY))

COL3 = (Full(3,0,EMPTY) [I1C301]((Full(3,1,EMPTY)[IC31]|]
(Full(3,2,EMPTY) [1C32|]Empty(3,3,FULL))) [I1C33]]
Full(3,4,EMPTY))) [I1C341]

(Full1(3,5,EMPTY) [1C35|]Full(3,6,EMPTY))
COL4 = (Full(4,0,EMPTY)[1C401] ((Full(4,1,EMPTY)[|C41/]

(Full(4,2,EMPTY) [|C42|]Full(4,3,EMPTY))) [IC43|]
Full(4,4,EMPTY))) [|1C44|]
(Full(4,5,EMPTY) [|C45|]Full (4,6,EMPTY))

COL5 = (Full(5,2,EMPTY)[|C52|]1Full(5,3,EMPTY)) [|C53]]
Full (5,4 ,EMPTY)

COL6 = (Full(6,2,EMPTY)[|C62|]Full(6,3,EMPTY))[|C63]]
Full(6,4,EMPTY)

Figure A.9: The CSP script for Solitaire example (continued)
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