Replica Placement Algorithms for Efficient

Internet Content Delivery

Shihong Xu

Thesis submitted in fulfillment of the
requirements for the degree of
Doctor of Philosophy
in

Computer Science

SUB cpyce LOWES

School of Computer Science
The University of Adelaide, Australia
November 26th, 2009



(© Copyright by
Shihong Xu
2009



To my parents and my wife Jie,
who made all of this possible

with their endless encouragement and patience.



Contents

Abstract . . . . . . L e vi
Statement of Originality . . . . . . . . . ... . ... L L viii
Publications . . . . . . . . .. X
Acknowledgments . . . . . . . ... L Xi
1 Introduction 1
1.1 Content Delivery in the Internet . . . . . . . .. .. ... ... .... 2
1.1.1  Content Delivery Systems . . . . . .. ... ... ....... 2

1.1.2  Evolution of Techniques . . . . . .. ... ... ........ 4
1.1.2.1  Single proxy caching . . . ... ... ... ..... 4

1.1.2.2  Cooperative web caching . . . ... ... ...... 5

1.1.2.3  Content Distribution Networks . . . . ... ... .. 6

1.2 TIssuesand Challenges . . . . . . ... ... ... ... ... ...... 6
1.2.1 Research Issues in Content Delivery . . . . . . ... ... ... 7

1.22 Challenges . ... ... .. ... ... 9

1.3 OurWork . . . .. . .. 11
1.3.1 Issues Addressed in This Thesis . . . . . ... ... ... ... 11

1.32 Overviewof OurWork . . . . ... ... ... ... ...... 13

1.3.3 Summary of Contributions . . . . . . ... ... .. ...... 15

1.4 ThesisOutline . . . . . .. ... ... ... ... . 16
2 Replication for Content Delivery — An Overview 18
2.1 Content Distribution Networks . . . . . .. ... ... ... .. .... 18
2.1.1 Replica Server Placement . . . .. ... ... ... ...... 19



Contents ii

3

2.1.2  Content Replication . . . . ... ... ... .. ........ 20

2.1.3 OtherTopics . . . . ... ... .. . 22

22 WebCaching . ... ... ... .. ... 22
2.2.1 Caching Architecture . . . . . . . ... .. ... ... 22

2.2.2 Object Replacement Algorithms . . . . . . .. ... ... ... 24

2.2.3 Coordinated En-Route Web Caching . . . . . . ... ... ... 25

2.3 Approaches and Methods . . . . . .. ... ... ... ......... 26
2.3.1 Linear Programming and Duality Theory . . .. ... ... .. 26

2.3.2  Approximation Algorithms . . . . . . .. .. ... ... 30

2.3.3 Dynamic Programming . . . . . . . ... ... ... ... ... 31
Fault Tolerant Facility Allocation 33
3.1 Introduction . . . . . . .. . . ... 33
3.1.1 RelatedWork . . . . ... ... 36

3.1.2 OurTechnique . ... ....... .. ... ......... 37

3.1.3 OurResults . . . ... ... . 38

3.2 Single-Factor Approximation . . . . . .. .. ... ... ....... 39
32.1 TheAlgorithm . . . ... ... ... ... .. ......... 39

3.2.2 Inverse Dual Fitting Based Analysis . . . . . ... ... .... 44
3.2.2.1 Highlevelanalysis. . . ... ... .......... 44

3222 Thep-thphase . . . . ... ... ... .. ...... 47

3.2.23 Performanceratio . ... ... ............ 49

3.3 Bi-Factor Approximation and Extension . . . . ... .. ... ... .. 50
3.3.1 The Algorithm . . ... ... ... ... .. .......... 50

3.3.2 Inverse Dual Fitting Based Analysis . . . . .. ... ...... 52

3.3.3 Scaling and Greedy Augmentation . . . . . ... ... ... .. 57

3.4 Fault-Tolerant k-Facility Allocation . . .. .. ... ... ....... 58
3.4.1 Bisection Search and Combination . . . . . .. ... ... ... 60

3.4.2 Randomized Procedure for Rounding . . . . ... ... .... 63

34.2.1 Facilityopening . . ... ... ............ 63



Contents iii
3.4.2.2 Connection establishment . . . . . .. ... ... .. 63

34.2.3 Approximation factor . . . . ... ... ... ... 66

34.3 Derandomization . . . . . .. ... ... ... 66

35 Discussion. . . . ..o 67
3.5.1 DealingwithDemand . . ... ... ... .. ......... 67

3.5.2 Fault-Tolerant Network Design . . . . . ... ... ...... 67

4 QoS-Aware Content Replication for Parallel Access 69
4.1 Introduction . . . . . . . . ... 69
4.2 Problem Formulation . . . . ... .. ... ... ... ........ 72
4.2.1 Object Placement for Parallel Access . . . . ... ... .... 72

4.2.2  An Alternative Integer Programming Formulation . . . . . . . . 74

4.2.3 Issuesinthe FTFL Problem . . . ... ... ... ....... 76
42.3.1 Triangleinequality . . . . . . .. .. ... .. .... 76

4232 Accessfrequency . .. .. .. ... ..., 76

4.3 A Distributed (|R|,2)-Approximation Algorithm . . . . . ... .. .. 77
4.3.1 Facility/Client Side Pseudocodes . . . . . . ... ... ... .. 77

4.3.2  An alternative centralized algorithm . . . . . . ... ... ... 79

4.3.3  Anupper bound of performanceratio . . .. ... .. .. ... 81

44 Numerical Results . . . . . .. ... ... 85
441 ResultsonGrids . . ... .. .. ... ... .. .. .. ... 85
4.4.1.1 Impactofconnectivity . . . . . . . ... .. ..... 85

4.4.1.2 Impactof facilitycosts . . . . ... ... ...... 86

4.42 Results on Network Models . . . . ... ... .. ....... 87
4421 Randomgraph . .. ... ... .. ..... ..., 87

4422 GT-ITMmodel . .. ... ... ... ... .. .... 88

443 Factors of Performance Ratio . . . . ... ... ... ..... 88

45 RelatedWork . . . . .. ... 89

4.6 Conclusion and Discussion . . . . . . . . . . . . . e 91



Contents iv
5 Coordinated En-Route Web Caching in Multi-Server Networks 93
5.1 Introduction . . . . . . .. . . 93
52 RelatedWork . . .. ... ... 95
53 SystemModel . . . ... ... ... 98
5.3.1 Calculation of CachingGain . . . . . . ... ... ....... 99

5.3.2 Problem Formulation . . . . . ... ... ... ......... 102

5.4 Unconstrained p-Server CERC . . . . . . ... .. ... .. ...... 103
5.4.1 Exhaustive Algorithm . . . . ... .. ... ... ....... 104

5.4.2 Dynamic Programming Solution . . . . . ... ... ... ... 104

543 CachingScheme . . ... ... ... ... ... ...... 109

544 Discussion . . ... 110
54.4.1 Optimization . . . . . . ... ... .o 110

54.42 Impact of Routing asymmetry . . . . . ... ... .. 111

5.4.4.3 Server selection and cache consistency . . . .. . .. 111

5.5 QoS-Aware p-Server CERC . . . . . ... ... ... L. 111
5.5.1 QoS Constraints . . . . . . .. .. ... 112
5.5.1.1  Individual Latency Constrained p-Server CERC . . . 113

5.5.1.2  Average Latency Constrained p-Server CERC 115

5.5.2 Extended Constraints on Copy Number . . . . .. ... .. .. 118
5.5.2.1 Atmostkcopies . . . ... ... 118

5.5.2.2 Atleastkcopies . . .. ... ... ... ... ..., 119

5.5.3 QoS-Aware Caching Schemes . . . . . .. ... ... ..... 119

5.6 Simulation Experiments . . . . . . ... ... oL L. 120
5.6.1 SimulationModel . .. ... ... ... .. oL 120
5.6.1.1 Parameter settings . . . . . .. ... .. .. ..... 120

5.6.1.2  Caching schemes evaluated . . . . . ... ... ... 121

5.6.2 Resultof Experiments . . .. ... ... ............ 122
5.6.2.1 Impactofcachesize . . .. ... ........... 122

5.6.2.2 Impactofaccesspattern . . . . .. ... ....... 124

5.6.2.3  Impact of the number of cached copies . . . . . . .. 125



Contents \4
5.6.2.4 Impact of the number of servers . . . . ... .. ... 127

5.7 ConcludingRemarks . . . . ... ... ... ... ... .. ... 128

6 Conclusion and Future Work 130
6.1 Conclusion . . . . . .. ... 130

6.2 Future Work — Towards Smart Content Delivery . . . . ... ... ... 132
6.2.1 Novel Architectures . . . . . . . ... .. ... ... ..., . 132

6.2.2 Security Considerations . . . . . . ... ... ... ... ... 133

6.2.3 Employment of Data Mining Techniques . . . . .. ... ... 133
Bibliography 135
Appendix A: List of Symbols 152
Appendix B: Curriculum Vitae 156



Abstract

This thesis covers three main issues in content delivery with a focus on placement algo-
rithms of replica servers and replica contents. In a content delivery system, the location
of replicas is very important as perceived by a quotation: Closer is better. However,
considering the costs incurred by replication, it is a challenge to deploy replicas in a
cost-effective manner. The objective of our work is to optimally select the location of
replicas which includes sites for replica server deployment, servers for replica contents
hosting, and en-route caches for object caching. Our solutions for corresponding appli-
cations are presented in three parts of the work, which makes significant contributions
for designing scalable, reliable, and efficient systems for Internet content delivery.

In the first part, we define the Fault-Tolerant Facility Allocation (FTFA) problem for
the placement of replica servers, which relaxes the well known Fault-Tolerant Facility
Location (FTFL) problem by allowing an integer (instead of binary) number of facili-
ties per site. We show that the problem is NP-hard even for the metric version, where
connection costs satisfy the triangle inequality. We propose two efficient algorithms
for the metric FTFA problem with approximation factors 1.81 and 1.61 respectively,
where the second algorithm is also shown to be (1.11,1.78)- and (1,2)-approximation
through the proposed inverse dual fitting technique. The first bi-factor approximation
result is further used to achieve a 1.52-approximation algorithm and the second one a
4-approximation algorithm for the metric Fault-Tolerant k-Facility Allocation problem,
where an upper bound of facility number (i. e. k) applies.

In the second part, we formulate the problem of QoS-aware content replication for
parallel access in terms of combined download speed maximization, where each client

has a given degree of parallel connections determined by its QoS requirement. The

vi



Abstract vii

problem is further converted into the metric FTFL problem and we propose an approx-
imation algorithm which is implemented in a distributed and asynchronous manner of
communication. We show theoretically that the cost of our solution is no more than
2F* + RC*, where F* and C* are two components of any optimal solution while R
is the maximum number of parallel connections. Numerical experiments show that the
cost of our solutions is comparable (within 4% error) to the optimal solutions.

In the third part, we establish mathematical formulation for the en-route web caching
problem in a multi-server network that takes into account all requests (to any server)
passing through the intermediate nodes on a request/response path. The problem is to
cache the requested object optimally on the path so that the total system gain is maxi-
mized. We consider the unconstrained case and two QoS-constrained cases respectively,
using efficient dynamic programming based methods. Simulation experiments show that
our methods either yield a steady performance improvement (in the unconstrained case)

or provide required QoS guarantees.
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