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ABSTRACT

Mobile computing platforms must be secure, fast, small, and power efficient.

While public key cryptography methods provide the framework for secure com-

munications, their algorithms tend to be computationally complex and hence

need some form of hardware acceleration. This thesis investigates an alternative

implementation of public key cryptology algorithms on a microprocessor that has

been augmented with hardware support for the residue number system (RNS).

The RNS promises efficient arithmetic by replacing the long integers used in

public key cryptology with sets of smaller independent numbers. Doing so al-

lows flexibility in instruction scheduling and reduces carry propagation delays.

Past RNS public key cryptosystem implementations used a parallel architecture.

Although well-suited to the RNS, a parallel architecture is not necessarily power

efficient nor small since it requires several copies of the RNS hardware. The mi-

croprocessor implementation in this thesis has a novel sequential architecture that

has modest area and power consumption because it uses just one set of the RNS

hardware.

The RNS-enhanced microprocessor, the Z-Core, is based on the small, low-

power Xtensa LX2.1 core from Tensilica, Inc. It was augmented with RNS hard-

ware specified using the Tensilica Instruction Extension language. Unlike other

cryptographic accelerators, these RNS enhancements are useful for a variety of

cryptosystems. The Z-Core was used for implementations of RSA and the elliptic

curve digital signature algorithm. The RNS implementations on the Z-Core out-

performed equivalent implementations that use the normal multiprecision meth-

ods. The area and power consumption of the Z-Core were within the GSM 11.18

1.8-V SIM specifications for smart cards when running the two algorithms, hence

it satisfied the requirements of mobile computing.

xi
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