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ABSTRACT

The increasing dependence on information systems (ISs) together with the emergence of
new technologies, threats and risks has reinforced the need for a higher level of
information security (InfoSec) within most organisations. The traditional management
approach to mitigating such IS risks has been to implement hardware and software
solutions. However, academics and practitioners are beginning to appreciate that solutions
relating to the human behavioural aspects of InfoSec are an equally, if not more, effective
solution. For example, if management know how their computer users perceive the risks
to their organisation’s ISs and what situational factors influence these perceptions, they can
use this information to design and instigate intervention strategies to improve user

behaviour.

The aim of this research is to contribute to the knowledge pertaining to InfoSec behaviour
by examining the perceptions that computer users have of the risks to their organisation’s

ISs and by indentifying the major situational factors that influence these perceptions.

Due to the human cognitive aspect of this aim, the research design necessitated a
qualitative component and therefore a two-stage hybrid qualitative-quantitative approach
was adopted. Stage 1 involved a series of semi-structured interviews with typical computer
users from a variety of organisations for the purpose of developing a Repertory Grid
Technique (RGT) interviewing instrument to be used in the next stage. Stage 2 of this
research involved a series of structured interviews, embedded with this instrument to elicit
IS risk perceptions of computer users. This raw data was then analysed both qualitatively

and quantitatively to generate research findings.

The findings of these analyses indicate that, in general, computer users perceive that the

most serious IS risks are:

. damage to an organisation’s reputation and credibility
. an increase in costs; systems becoming unavailable and inaccessible, and

. the inability to do their job properly.
The situational factors that have a major impact on these IS risk perceptions are:

. the type of loss suffered

o the extent of personal impact, and



. the severity and scope of the impact.

When these findings are combined, the types of loss that are perceived as being most

significant are:

. loss of productivity (due to systems being unavailable and the inability to access data)
. loss of reputation, credibility and image, and
. financial loss (due to the need for additional resources to recover systems and data).

This research also implies that:

. Computer users with a high level of InfoSec awareness perceive reputation damage
and loss of credibility as the most serious risk compared to those with less awareness
of InfoSec who are more concerned about their own welfare, rather than the impact
to their organisation.

. The more InfoSec-aware computer users are, the more they believe that the existing
controls and safeguards are the reason that InfoSec breaches will occur and will have
a wide-ranging impact.

. The higher an employee is within their organisational structure, the more concerned
he or she is about organisational risks as compared to personal risks.

. Male computer users identify damage to their organisation’s reputation as a serious
risk, however, they are more concerned about “why” the organisation is at risk.

o Female computer users, on the other hand, seem to have a far more balanced view of
the IS risks than their male counterparts, but do not recognise that damage to their

organisation’s reputation is a serious risk.

Armed with these research findings, InfoSec managers are better placed to design human
behavioural solutions, such as InfoSec awareness seminars, into their InfoSec management
plans. Furthermore, this research demonstrates that the RGT is a highly appropriate
technique to elicit IS risk perceptions of computer users and that management would

benefit from its use if they needed to evaluate their own employees.
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